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ABSTRACT

Random number generator(RNG) is essential in cryptographic applications. As recently a system using small
devices such as IoT, Sensor Network, SmartHome appears, the lightweight cryptography suitable for this system
is being developed. However due to resource limitations and difficulties in collecting the entropy, RNG designed
for the desktop computer are hardly applicable to lightweight environment. In this paper, we propose a
lightweight RNG to produce cryptographically strong random number using sensors. Our design uses a Hankel
matrix, block cipher as the structure and sensors values as noise source. Futhermore, we implement the
lightweight RNG in Arduino that is one of the most popular lightweight devices and estimate the entropy values

of sensors and random number to demonstrate the effectiveness and the security of our design.
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Type of

Description
Sensors

Accelerometer | Sensor for measuring gravity acceleration

Sensor for measuring the ambient temperature
Ambient Light | Sensor for measuring the ambient light

Temperature

Distance Infrared sensor for distance measurement
Sensor for detecting the ambient brightness
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Table 4. Entropy of the sensors.

Hennebert,
Type of sensors Entropy Hossayni’s

entropy[21]
Temperature 0.021 ~ 0.759 0 ~ 0.05
Grayscale 0.033 ~ 0.822 -
Ambient Light 0.175 ~ 1.010 -
Distance 0.139 ~ 0.996 -
Analog Pin 0.045 ~ 1.003 -
Accelerometer 0.021 ~ 0.759 0.22
X-axis
Accelerometer 0.020 ~ 0.996 0.42
Y-axis
Accelerometer 0021 ~ 0.996 0.36
Z-axis

Types of memory Specification
Flash Memory 32KB
SRAM 2KB
EEPROM 1KB
3. 73 A3t
Table 3. Result of implementation.
Types Memory
Zza A I 4,750 bytes
A W4 270 bytes
SRAM 1,727 bytes
28 &n 7,200 bps
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Table 5. Entropy of random number output.
Tests 1 bit 8 bits
Collision Test 0.880 7.032
Compression Test 0.880 6.928
Partial Collection Test 0.932 6.990
Markov Test 0.995 6.990
Frequency Test 0.984 7.566
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