SN HMAE AT |28 =R (kiiect) 17-12, Vol.10 No.6
== 17-12-06-580 http://dx.doi.org/10.17661/jkiiect.2017.10.6.580

28T &30 digt IP £33 54 YA =ed ddo
7|Hiet A AElA 4ot 2E

o] = = o =
SRR R R

1=

A step-by-step service encryption model based on routing

pattern in case of IP spoofing attacks on clustering environment
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Abstract The establishment of big data service environment requires both cloud-based network
technology and clustering technology to improve the efficiency of information access. These
cloud-based networks and clustering environments can provide variety of valuable information in
real-time, which can be an intensive target of attackers attempting illegal access. In particular,
attackers attempting IP spoofing can analyze information of mutual trust hosts constituting clustering,
and attempt to attack directly to system existing in the cluster. Therefore, it is necessary to detect
and respond to illegal attacks quickly, and it is demanded that the security policy is stronger than the
security system that is constructed and operated in the existing single system. In this paper, we
investigate routing pattern changes and use them as detection information to enable active
correspondence and efficient information service in illegal attacks at this network environment. In
addition, through the step-by -step encryption based on the routing information generated during the
detection process, it is possible to manage the stable service information without frequent
disconnection of the information service for resetting.

Key Words : Big data, Cloud Computing, DDoS, Encryption, IP Spoofing, Security, Traceback

1. M2 cief Aulag eelelo R ABET et TPEe
JH o] Al 73l TRAlol] AR
sl asl GAg e oe g ey ARS AE 2 Ol ABS AL A2

*«Department of Computer Science, Gyeongsang National University
#=*Corresponding Author : Department of Computer Science, Gyeongsang National University(pjh@gnu.ac.kr)
Received November 30, 2017 Revised December 14, 2017 Accepted December 22, 2017




S Het 7150l HE 875 A%eltl 2]

o] EHARl o] g = A= 7ledle
/AZ 714, &2 714, d=e} 7ol qiEAjelztal &
& ATH3 41). SRR of2jet i Ve WA
st Qe Tt 340 At bS] oz 4
Zgolct. et SEhp=st STAHT 7He] H) Ho]
Bl Auls g2 1k F47|ES Bl Qe
SHAERRE AFAL 54 didel 2 % 5
3] IP 2% $42 42 AlF A e T2E
HEE ol8sla] EHARl 34& Alkshke S50
JEs SEPE 9 SYLHYE e sk @
Zolrtes ol=et 4l BAE o83t 40| wEA
S7HE & SHH5,6,71

B =it s B S2HY 0N =94
Al A2 wRE gRoF AH|A A& P st
2k ol EAlsks SHeEEY 1P e Heks
2Aste] Yoot HEZ ARSI 11 the °lE 7
Hlog 7IE dis 7ol EAske 22 Auls &
TAIE st

= =20 S ot 2 2400M 2 =2
o 7S AvEL, 3PoAE EFo|lad] HHEE

Kok

o= e Hebt EAshs A2 st 9AE
A2}t WY FYSIeS siirt v 28 T2
2 =29 IF ol& 7FeAdel et A& st
2. AL
Spoofing®|ghz 22 ‘&oltt gz Julg yeh
=4, 1P &2F32 45 AFIAE] [PFAE olf
sfo] & OE Alg SAEZ FA3N= ol

[
&
S T,
2 -
w N 5
3R
= S Y
12U A \\@\
DAE 54 |
%3;»72 gAé P \'

a1, 1P AFF 3ol of

Fig. 1. Examples of IP spoofing attacks
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Fig. 2. Proposed model operation process
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