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Abstract  Recently, the most brand new vehicles contain a lot of ECU for comfortable and safety driving
environments. For efficient communication network among ECUs, almost car manufactures use CAN protocol which
enables to decrease the number of communication lines dramatically and ensures higher data transmission reliability.
However, CAN dose not ensure authentication of CAN data frame. So it is vulnerable to replay-attack on CAN
data frame. This paper proposes the practical message authentication technique for In-vehicle CAN. To transmit
data and MAC together, it is very useful to use the short length of MAC after considering limited space of CAN
data frame. However to ensure safety of MAC, additional technique is required. We suggested a message
authentication technique that can be usefully applied to build a safety network inside the vehicle because it
considers limited data payload of CAN.
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Fig. 1. CAN data frame format
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