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[Abstract]

As the Internet evolves, security becomes more important. Especially, e-mail has become one of the most important services
that companies and ordinary users use on the Internet. However, security vulnerabilities such as sniffing attacks, IDs, and
password spoofs are causing many problems. This paper introduces an example of implementation of encrypted mailing program
with which the secured mail is encrypted by symmetric key methode and the encrypted message can not be read without proper
decryption. In order to use the current mailing systems, we keep the rules related to SMTP and POP3, and only the encrypted
message is stored in the mail server system and the message can be decrypted only at the terminals of the senders and the
receivers with the key which is shared in advanced by independent route between them. This implementation scheme can provide

an efficiency that it does not request any change of current mailing system, which can be an additional security protection.
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2-1 SMTP

SMTP(Simple  Mail TCP/IP
(Transmission Control Protocol/Internet Protocol)l| A ZEH S
255 ARRshe TR EFo|th thi-Eo] Hd SIS flal A
ot Al AE AAek] 2fsiA DNS(Domain Name
System)2] MX#|Z =7} ARE-ETE RFC28210014] T4 =o] A}
5 glon W Mujze] Sl Ent ohe} v Setol
AEONA HAAMHZ LS Bl wol = A= 497t B
t} [1]. SMTPE= H|AE 7|dke] ZIREFIRA  Require
/Response®l| 4] WIA]IZ] WAt oflg} BEE FAPL 7 HIE
ASCII(American Standard Code for Information Inter) T =2 ¥
oflofok Hrar g o] qlvk 18 7] wiell Ak el 8
HIE ool =& ARgsh= Qojut H7-atd3) 2 AR5
= 24 vlolUg]E MIME(Multipurpose  Internet  Mail
Extensions) ¥ 2)-& &3l o}2~7| 2= M FTH[1].

MIME:= 7]|50]] ARE-3HA of2~7] 7|uke] HjA1 2] 348
iz FA[HaA, wIAA] el HEJrE o] vlo]g Q1
WS T Aot 54 0) Atk A5 M= v
“5817] %ol Non-ASCII H°| &5 ASCII HloE] = W g3

Transfer ~ Protocol)™
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Mail Sender Mail Sender

lNon-ASCH DATA 1Non—ASCH DATA'

Conversion of MIME Conversion of MIME
lASCII DATA 1ASCII DATA
Host » Host
ASCII DATA
Client Client

38 1. MIME 7=

MIME 7158 ARESle] wld Salxprt ddsd s
Non-ASCII &2]¢] Ho]E|E v]g] ASCII Aoz Hglsic)
| G2 W E ASCH &4 2] dloEE Yo dlolE]
Prlom ARiglsio] AREA} shHo| HolF = S ARG
[2]. A¥H o2 JQEUl o R AHE s BE v dojEE o7
3] ASCIl 4] 02 ALt MIMEd t3 HEjn|t]o] Hlo]
Bl 9] 2| & 521212 oF Ehol 4] o] Fo X = #Fqi ot} [2].

A Al U A Q] SMTP AW R A 71 Wol ALE-
&= 3 AZE Q] Sendmail, Qmail 5-¢] AL AE- WY
M2 SUN Java System Messaging Server, MS Exchange
Serverso] W& A AS Af-ska 9ok (3] 2Hd) - SMTP
AHE E A AHEA EEZ} BE U[E Al 3715
ook 3= 54 whitoll A& A5 491 Bk F ool mE ]l
a|AEC] dutAlo|a 7H 418 24 th/de] AL Qlrt[4].

olo] wlz} QlEJYlel A= SMTPE Agals 7]&2] AAp9-
H Alz=Elo] WA|1R] 78, A4, S22 1F, 4l F21-%
A 5o ARRT MRAE AFE7] YEte] PEM(Privacy
Enhanced Mail)& A )8} T} [4]. 22U} PEMS SlEJHIS] 7}
S-HA W] WAIA] 1A 3 QISWRS: THRAL Qa1 Ar e}
ol AEZS] WAA] Hdd i} AREAL B R o
oiafA e TR A S A7 o)t [4].

2-2 POP3

POP3(Post Office Protocol — Version 3)= SMTPE- A|3-5}14]
Fohs S2EE0] SMIPE Algshs HAzHo|d S AW
ARgste] M-S A& = Q=S 19k AH| 2ot} [5].

= POP3+= H| A H ol A= o] gl wdS dsh= A7t
I Aol A 7 AL & e ZEEFo|Th AREARY] MR}
w2 Arle] mailboxell 7] Hth POP3EEto|AEE
POP3< o] 834 WYL ¢S 7 AUtk A= Lol w4
& SMTPE ©]&3l4] Seto|AERKFE A o] Frk
Sofo|AERFE Hujojx|= w|d-L RE=A] POP3 AW E 7
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E+= POP3 AH|2=E Al E37] 4]
TCP XE 110 %.J_s}yﬂ ) Zalo]AdET} o] u| A
o]-&3l7] fleAE A SAEe} o] ZEE F3llA TCP 2
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2-3 Packet Sniffer

7] 2~1] 5 (Packet Sniffer) & W[ E$] A o= U[ES]F] Y
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SMTPLt POP3E &85t 253
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HE o] &3] QR = SHARI A EMRZ YEL A
E el o0 2 VE I ATHE Yo UES A EXY
& =4 4 gl Frt SHAIYE Switch Jamming, ARP

Redirctt} ICMP Redirct 52| 7|'H& o]-&35le] tf2 Y ES =

AdEe] dlolBE 1 3 4 ol e 2lrh(s]
. &3 HY =23 78
3-1 DES =3} 212|E

oF 5o} A=l F212 7K Sender) 7} o1 3 F(Plaintext) S
Adz 71k $ 94571 E(Encryption Algorithm)oll 123}
o] QS (Cliphertext)o] A/d¥rh o] UsE-S FAlakA]
D(Decryption Algorithm)®} &% 8}7](k)ol Y=t F21A7}
Hu _T_!_;(]— ] JE-LS A4 th:} [9].

USAI=F O PN darElE Bt 7)o el
< etk g7 dsdae]E AR E Adlee ¥
ue}, ~EY A HH(Stream Cipher)? 543 HH(B lock
Cipher) 2.2 U¥| a1, 7]9] EAJo) wpe} HE5.8 77} 22 o
Z]Eﬂ(Symmetnc)oLiﬁr ]S o253} 7|7} o H
% (Asymmetric) ¢t &8} daElE o2 FH3CH[10].

TS 9Fe 7] Euleh depiiiel wet vey] ke A ~E
(Secret Cryptosystem)?l #-87] 5.3} A|28l3} F7)7] 4
3} v}-2)(Public Key Cryptosystem)- 2.2 LseT}[11].
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Fig. 2. Procedure of DES Encryption
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