1507
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.27, NO.6, Dec. 2017 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2017.27.6.1507

ARRZo el H3F F3Fed: Lot JA o2 ¢ F=H
A o]E& 7|ite "

" 2%
2z 2y
[ESEN sHoistal 2EECNS _
ZEsty MEESZAGSH “EE20isty AAME st}

Factors Affecting Information Breach Intention: Based on General
Deterrence Theory and Rational Choice Theory*

June-Young Kim,1+ Tae-Sung Kim?
1Depar‘[men‘[ of ISM, Chungbuk National University
’Department of MIS, Chungbuk National University

Al o] &3t FeA Y o] 2& rwke R wEAlP3 FofellA ArEHAR AFAA 8l AP A
7 4ol A

A]

H

ABSTRACT

Generally, information breach incidents are thought to be caused by external hackers. However, both direct and indirect
information breach incidents by insiders are more frequent than by external hackers. It also accounts for more than half of
the total information breach, so it should be prepared against insider breach. In this study, based on General Deterrence
Theory(GDT) and Rational Choice Theory(RCT), we integrated the risk sensitivity and situational anxiety, which were
studied in the field of traffic psychology to construct research model. Result of analysis shows that the impact of risk
perceptions on the severity and certainty of perceived punishment was not statistically significant, but perceived benefits,
situational anxiety, and severity and certainty of perceived punishment were found to influence the information breach
intention.

Keywords: General Deterrence Theory, Rational Choice Theory, Information Breach Intention
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Table 2. Results of reliability analysis Table 3. Results of hypotheses test
Var AVE CRSI Cronbachs Hyp.othe Path Pa}th t-value | Result
Alpha tis coefficient
RS 0.854 0.921 0.856 H1 RS—PS| -0.060 0.701 Reject
PS 0.798 0.922 0.885 H2 RS—PC 0.049 0.492 Reject
PC 0.853 0.946 0.913 H3 PS—BI| -0.276 3.246 Adopt
PP 0.944 0.971 0.940 H4 PC—BI| -0.217 2.144 Adopt
SA 0.736 0.893 0.844 H5 PP—BI 0.178 2.611 Adopt
BI 0.779 0.914 0.861 H6 SA—BI 0.200 2.243 Adopt
*RS=Risk Sensitivity H7 PS'PP -0.219 2.112 Adopt
*PS=Percieved Severity —BI
*PC=Percieved Certainty PC*PP .
*PP=Percieved Profit H8 Bl -0.052 0.612 Reject

*SA=Situational Anxiety
*Bl=information Breach Intention
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*SA=_Situational Anxiety
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