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ABSTRACT

Wearable devices need a host device to be paired with because of connectivity, functionality and ease personalization.
There should be frequent update and backup processes between the paired devices even without user’s consciousness. Due to
pairing process, user-specific data are copied from smartphone and transferred to paired smartwatch. We focus on what
happens in smartwatch because of pairing process. We perform an experiment study by observing and extracting data from
smartwatch under real world usage phases. With a survey of user awareness on smartwatch regarding security and privacy,
moreover, we suggest risk assessment on smartwatch in five levels, particularly considering pairing process based on security
and privacy.
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Table 1. Experiment setup

Wearable Device Host Device

Sony SmartWatch3
(Android Wear 1.3)
LG G Watch
(Android Wear 1.4)

Samsung Galaxy Gear
(Tizen 2.2.1.1)

Samsung Galaxy Gear2
Neo (Tizen 2.2.1.2)

LG Nexus 5X
(Android 7.0)

Samsung Galaxy
S3 (Android 4.3)

Apple iPhone 6S

Apple Watch (watchOS 3.1) Plus GOS 10.1.1)
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Fig. 1. Experiment phase
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Table 2. Experiment result of four phases (0: Not-Copied, B: Copied, ¥4: Unavailable)

Data \ Platforms Android wear Tizen watchOS
Encrypted Lock Pattern 0o0o0om mizN7R7) Owan
Contact OEEnm OEEnE IEEnE
SMS/MMS/Messenger OEmm Oomm OEmm
E-mail gomm oomm ogomm
Memo Oomm Ovpn Ovan
WiFi SSID/Password Ommm 0 0B o
Photo Cmmnm OmEE ooog
Fitness Data OEEnE oomm oooo
Location 0o0o0om mizN7R7) Owan
Calendar OOomm OOomm ooom
Host Device Info. Ozza OmEn Ozzna
Host Installed Apps OmmEm mNZR7ZR7) oomm
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Table 3. Data categorization and impact score
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Extracted Data Description Security | Privacy | Impact
level Level Score

Control of Device
Encrypted Lock Pattern | Exploit to unlock host smartphone 3 3 5
WiFi SSID/Password Compromise secure wireless network 2 2 3
Host Device Info. Contains phone number and name 1 2 2
Host Installed Apps Represents owner’s app preference 1 1 1
Communication
Contact Indicates user’s human relationship 2 2
SMS/MMS/Messenger Personally exchanged information 2 3 4
E-mail 2 3 4
Sensor Data
Photo Private photos and can be shared to others 2 2 3
Fitness Data Contains owner’s physical traits 2 2 3
Location Provide owner’s radius of action 2 3 4
User Written Data
Memo Indicates owner’s action or intention 1 2 2
Calendar Contains owner’s schedule or plan 1 2 2
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Fig. 2. Impact score of security and privacy
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