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ABSTRACT

Recently, Interests on The Fourth Industrial Revolution has been increased. In the manufacturing sector, the introduction
of Smart Factory, which automates and intelligent all stages of manufacturing based on Cyber Physical System (CPS)
technology, is spreading. The complexity and uncertainty of smart factories are likely to cause unexpected problems, which
can lead to manufacturing process interruptions, malfunctions, and leakage of important information to the enterprise. It is
emphasized that there is a need to perform systematic management by analyzing the threats to the Smart Factory. Therefore,
this paper systematically identifies the threats using the STRIDE threat modeling technique using the data flow diagram of
the overall production process procedure of Smart Factory. Then, using the Attack Tree, we analyze the risks and ultimately
derive a checklist. The checklist provides quantitative data that can be used for future safety verification and security
guideline production of Smart Factory.
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Table. 1. Smart Factory Implementation Type

Category Basic Middlel Middle2 | Advanced
Customized
Application Fo ocess Production | Real-time flexible
'W DI SS
of ICT P . Management | integrated | production
- automation .
l'echnology based on IT system based on
IoT, CPS
Collection
. and . Autonomous
Production Real-time .
. Management R production
Factory |history and automatic
. . of by robots
Operation | defective . control of
real-time and
management . factory
production systems
Info.
Wired
Production | Real-time | /Wireless
. Use of Bar | equipment system communicat
Automation . .
) ¢ code, RFID |management |interlocking|ion between
equipmen
quip system through through intelligent
Sensors PLC robots and
systems
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Table. 2. Smart Factory Solution Provider

A B C D

ERP ERP

MES MES MES

MES Data Data

Analyzing Analyzing
System System

SCADA SCADA
HMI HMI
PCS

SCAD

Controller
Monitoring

PLC Controller

1/0
System
Motor Machines
Identificat

Field ion

Level System
Frequency
Converter

Robot

Power

Supply
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Table. 3. Components of Data Flow Diagram
Element Description Shape Custorigg
External Entity generates MES
External . External
. inputs of data and Enti
Entity ntity
consume outputs Administrator
lyzed d
D Data stores store data —— Apayzed dtp
Stata temporarily or S[zztrae [ Schedul dsequenceH CDHE((E#ﬁEId level data
ore
permanently
Scheduled sequence| SCADA
Process get inputs of data Operator
Process and generates outputs. e et Collected fleld level data

Forms of data changes

Data Flow indicates Control ata Collection
Data movement of data between ’;;ﬁ;;‘;tf,;{a
—
Flow the external entity, data

store and process

Control Signals| =
_———— Field Level Job history,

Trust Trust boundary indicates ! Trust ! Devices i ponlich
Boundary changes of privilege levels | Boundary

Fig. 2. Level0 DFD for Smart Factory
dolg] 3ExE dulrez Tevel0(Context

Diagram)E& Zgsle] Hrl FA8E AlA Levell, A7) dlole 2% Levell& vehdi},

Level27HA] =3t} Fig. 2.+ AnfEdEZE Customer®} Administrator= A&l W3k

FAH3E 2171 Context Diagrameltt. TS 9S4 dx #A= MESE Sa A4t 4
Fig. 3.& Context Diagram< ®rt} A3} A 3, 25 I 2 A U 34 3] 5 AL

DS1. MES Main
Server

1
Production plan

EL Customer

F3. Production plan

'! Collected field level data
: w
< P Store data

I F18. Collected field level da
Scheduled sequence

E2
Administrator

DS2. Historian

F18 Collected field level data)
Scheduled sequence

P5. Analyzing

F5_ Collected field level data

Historian Main Server

F19. Collécted field level data, Approved sequence|

lected field level data |
Apprgved sequence

£2. Operator

F4. Scheduled sequence
F9. Approved sequence|

u 4_scheduled sequence

p2. Comps
with existing
sequence

P7. Store data

F9. Approved sequence

P12 Data
Callection

o]

[ fomot s
F15. Device Info.

0 L O o 0 L o i o A o ey o il 2 N = Produet Tnfo: -

DS6. Robot Ds7. R0 & DS9. Camera
Barcode. DS®. Sensor Py
Reading Device v

Fig. 3. Level1 DFD for Smart Factory
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1 Customer |~ b show et DSL. MES Main 9 OS2 pistoran
| page ! 1 Server :

: F16 Customer web page| : ' F3.1 Production plan| =57 Collected field level data ‘

Pl [

P13.2 Authofiz i

uthenticate 0[] F204 Repdest !

l 110D, DWdI D510, Acces F18.1 Collcted field level data, \

Control Servkr - F203 User Info. P3. Scheduling Scheduldd sequence !

; F3.2 Production plan| !

! Amh?ﬂéw £6.2 Encrypted(D, pid) | Pa. e fata 1

: : i i e page F41 Scheduled sequence |

F6110, po i - ki i

! 6.3 Show web - il

' page HE 5% Enarypted (Order data) Collected field level data,| |

E2 ! HH = Schiggluled sequence 1
Administratar [ T F6.6 Admin web ppde il |
P6.4 Order i Fa2 Schedhd\smueml l F53 cm\men\gm level dslal |

£67 Order data e P5. hadlyzing !

| : D54, Process
i D53 SCADA

[ Historian
' PLOES Show — F115 Web page Main Server (Central
! web page i —
I Operamrwpb page Fag e Database)
| P101 '

F114 Request|

Authenticate D511, Access AP102 Authorize]

! Control Server
F11.2 Encrypted(ic], pwd) <]
d il F11.3 Operator Info:

s G —— P W
2.2 Displayed graph & table] P93 Display 14 v F212 ph & table of| ?512 Rﬂ_hﬂt
peration data operatign dat. P92 Draw ,nf:rmauon
N erver

graph &
tabulate

; Flszer D58 11 graph & tatle o
‘ Dashbaard \ operation data

=
! F123.2 Device log data, error data)
| F44 Scheduled sequence

T

F3.2.1 Current state of]
{~ Fs.22 Curent sate of peiion i
operation data

[ es7 Collecte fied lvel dita
Approved sequence edu\ed sequence|
I | P94 Detect
£123.1 Device log data, error data anormaly

P8. Compare
with existing
sequence

P7. Store data

Ds51
Programmable-

DS54 Data
Storage

PLL1 Edit
program

DS5.3 OPC UA
Server

P122 Data
format change,

nh history, idle sic
Device Info, Product Info.

P112 Execute |,
program

P123 Data
Centralization

==

F21.1 Collected analog data)

P121 Collect
nalog data

F15 /Device Info,
Product Info.

DS7.RFID & .
DS6. Robot Barcode D52, Sensor 039, Camera
Reading Device (ccv)

Fig. 4. Level2 DFD for Smart Factory
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Table. 4. DFD Level2 of the Smart Factory

Group

Component

Explanation

External Entity

Customer

Customers who order products

External Entity

Administrator

Those who manage the overall production process such as production performance
management, facility efficiency management, quality management, and logistics
management

External Entity

Operator

Operators who monitor plant conditions and control operations

Sends the ID, pwd from the customer, administrator, and operator to the access

Process Authenticate
control server
Process Authorize Grant permission using ID, pwd
Process Show web page Send a web page in response to a granted permission
The process which the customer orders products directly or the manager places
Process Order
the order
Process Planning Planning what, when, how to produce monthly, weekly, daily unit based on orders,
. In order to optimize the production process, the work sequence is allocated in real
Process Scheduling . ) .
time based on the pre-established plan and the production status
Process Store data Save data in Historian
Provides statistically analyzed data to managers for production performance
Process Analyzing management, facility efficiency management, quality control, and logistics
management using data generated at the field level
Select operation Transfer only data related to the operational status of the robot among the data
Process .
state data collected at the field level
Draw graph & . . . . !
Process tabulat Real-time operational data is graphically charted to help users understand it
abulate
Process Display Show the user to view schematized real-time operational data
Using the data collected at the field level, if the behavior of the robot is different
Process Detect anomaly .
from usual or different from the work sequence
Process Alarm Notify user of detected anomalies
Compare with . . .
Process o Approve new jobs compared to previously assigned job plans
existing sequence
. Modify an existing program or create a new program according to the newly
Process Edit program
approved work sequence
Process Execute program Execute program to control the robot
Process Collect analog data Collect analog data from various devices in the factory
Process Data format change Converts the format of the data so that the collected data can be processed on the
9 PC using the OPC UA protocol
Process Data centralization Collect data from all devices in the factory
Access Control . ) o
Data Store S Server with information of customer, administrator, operator
erver
. A server that has order information from customer and manager, and factor
Data Store MES Main Server © v
schedule and perform a role as a web server
) ) A database that has data from the field level and stores work schedules assigned
Data Store Historian )
to devices
Data Store SCADA Main Server A Web server that provides portal services and have assigned work sequence
Data Store Process Historian A central database that stores all data from the field level and has approved work
(Central Database) sequences
Robot Information .
Data Store Storing data related to the work status of robots
Server
Data Store Dashboard A user interface that allows operators to centrally manage a variety of information
Programmable Logic . .
Data Store Save information about approved work sequences
Controller
Data Store Memory The repository where the program exists that runs the robot
Has data conversion related information to communicate smoothly between
Data Store OCP UA Server v

different machines
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Group Component Explanation
Data Store Data Storage Temporarily store data collected from field-level devices
Data Store Robot Performs work according to input control signal and transmits work history
Equipment to collect data from other devices and products for facility
RFID & Barcode o ; ;
Data Store Readi Devi management, asset management, semi-finished product input history management,
eadin evice .
o goods receipt and warehouse management, etc.
Sensors that can detect the environmental changes (temperature, weight, pressure,
Data Store Sensor L . .
etc.) inside the factory and the operation of machines
Data Store Camera(CCTV) Generate image data that can monitor operation status of facilities
Data Flow ID, pwd Customer, administrator, operator input ID, pwd
Data Flow Encrypted(ID, pwd) Encrypted ID and password data
Data Flow User Info. User information verified by ID and password
Data Flow Request Requests that are sent to the web server to populate the web page when granted
Data Flow Web page Information about web pages according to incoming requests
Data Flow Customer, Admin, Web page information provided to authorized customers, administrators, and
Operator Web page operators
Order data entered from customers and operators and used to establish production
Data Flow Order data
plans
Encrypted(Order )
Data Flow data) Order data encrypted on the website and forwarded to the server
ata
Data Flow Production plan Production planning data established based on input orders
The work sequence data assigned to each device based on the production plan
Data Flow Scheduled sequence
data
Data collected at the field level includes the work history of machines, data
Data Flow Collected field level collected from identification equipment, equipment information, factory
data environment information collected from sensors, and image data collected from
imaging equipment.
Statistically analyzed data for production performance management, facility
Data Flow Analyzed data . . o
efficiency management, quality control, and logistics management
Current state of L, i
Data Flow K Data related to the device’s current operational state and workload
operation data
Graph & table of . ) .
Data Flow ] Information on the current operational status and workload of the device
operation data
Data Flow Displayed graph & The current operational status and workload information of the graphical device
table of operation data | displayed on the operator’s screen
. The information related to the error and the operation log data of the robot
Device log data, . . . .
Data Flow dat transmitted when the robot is not operated by a predetermined or different
error data .
operation
Data Flow Error message Error messages sent to the operator
Data Flow Approved sequence the newly assigned task plan information if there is a change in job scheduling,
. If there is no change in the work order assignment entered by the operator, the
Data Flow Notice e .
notification information sent to the operator
Data Flow Program Programs modified or newly created according to the newly assigned work plan
) According to the created program, the controller converts the converted data into
Data Flow Control signals . . .
signals that each device can recognize
Job history, idle . . ) .
Data Flow . | Work history data and operation status data of machines in factory
signa
Data Flow Device Info. Data transmitted via RFID and barcode equipment for facility management, logistics
Product Info. management, quality control, etc.
) Environmental change data (temperature, humidity, etc.) collected through various
Data Flow Environment changes .
sensors for environmental management
Data Flow Video stream Video data transmitted through a camera for factory production control
Data Flow Collected analog data | Data collected from instruments outputting analog signals
Data Flow Digitized data The data converted so that PC can receive input through OPC UA protocol
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Table. 5. STRIDE Threat Analysis on Smart Factory
Component No Name STRIDE Description Threat
S Attacker can spoof Customer account and try to login T1
S Attacker can impersonate and try to get the information sent T2
Entity E1 Customer to Customer
R Customer repudiate that he did not receive Customer web T3
page
Attacker can spoof Administrator account and try to login T4
. S Attacker can impersonate and try to get the information sent
. Administr . T5
Entity E2 to Administrator
ator
R Administrator repudiate that he did not receive Admin web T6
page or Analyzed data
S Attacker can spoof Operator account and try to login T7
Entity £3 Operator S Attacker can impersonate and try to get the information sent T8
to Operator
R Operator repudiate that he did not receive the data T9
T Attacker can tamper MES Main Server memory through 10
manipulated data flow(eg. Buffer Over Flow)
R MES Main Server repudiate that it did not receive data T
MES (Attacker puts data in the logs to confuse or read as code)
Data Store DS1 Main
| Attacker can get Production plan information T12
Server
D Cannot access to MES Main Server T13
D Generate many requests to make slow or consume excessive T4
resource for MES Main Server
Er
T Persistent Cross Site Scripting Vulnerability T190
P13 T Cross Site Scripting Vulnerability T191
Process 9 ’ Authorize
T Authorize process can be tampered by spoofed Data Storage T192
D Excessive resource consumption for Authorize process T193
ER
Job
history, Interrupt Job history, idle signal flow so that it cannot be
Data Flow | F14 story D P story K T256
idle sent to the destination
signal
Device
Info., Interrupt Device Info., Product Info. flow so that it cannot be
Data Flow F15 D o T257
Product sent to the destination
Info.
Environm
Data Flow F16. ent D Interrupt Environmgnt ?hanges(Ana\og) flow so that it cannot To58
1 changes be sent to the destination
(Analog)
F17. Video Interrupt Video stream flow so that it cannot be sent to the
Data Flow D o T259
1 stream destination
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DFD ZollA 7F gmpc} A 71538 $13S 2ho} STRIDE+E MicrosoftelA Algkst £33 =g
9 ool B =dAe vleRa, = 79 7oz AAAQ HHHE o]83te] AxEld] o
B~ 2 CVE(Common Vulnerabilities and &S At STRIDE 98 =4 74
Exposure) & &-§3te] A #A 753 3H4ES olt] 35 7t 245 gl ARHIE F
Alslodel. o3¢ Table. 6.2 AvtEHER AJx~ GAs = 67141 el 915 (Authentication),

Table. 6. Attack Library for Smart Factory

Source Category Title Author Ref
Server-Side Template Injection: RCE for the modern
James Kettle 2n
webapp
HEIST: HTTP Encrypted Information can be Stolen
Mathy Vanhoef (22)
Web App Through TCP-Windows
HTTP Cookie Hijacki in the Wild: S it d
) 00 I? |¥ac ing Inthe Wi eeurty an Suphannee Sivakorn (23]
Privacy Implications
The Top 10 Web Hacks of 2015 Jonathan Kuskos (24)
Compromising Industrial Facilities from 40 Miles Away Lucas Apa (16)
Network Getattacking Bluetooth Smart Devices - Introducing a .
Stawomir Jasek (15)
New BLE Proxy Tool
Net k
stwork / PLC-Blaster: A Worm Living Solely in the PLC Ralf Spenneberg (12)
Conference System
The Little P G That Could: Attacks Against
e Little ump‘ a.uge at Cou acks Agains Kyle Wilhoit (25)
Gas Pump Monitoring Systems
Remote Physical Damage 101 - Bread And Butter
Jason Larsen (26)
Attacks
System — - —
Exploiting Memory Corruption Vulnerabilities on the )
_ Joel Sandin (27)
FreeRTOS Operating System
Pwning the Industrial loT: RCE d backd
wning the Industrial lo s an ackdoors are Sergey Temnikov (28)
around!
Out of Control: D trati SCADA Devi
u o‘ .on ro emonstrating evice Brian Meixell a1
All Exploitation
“Man-in-the-SCADA:" Anatomy of Data Integrity Attacks . .
: ) Chris Sistrunk (29)
in Industrial Control Systems
Security and Vulnerability of SCADA Systems over
Network . H. Kim 7
IP-Based Wireless Sensor Networks
St t W | t Industrial Cyber-Physical
Journal uxne Om’? mpact on Industrial Lyber veica Stamatis Karnouskos (9)
System Security
System - — -
Modeling cyber attacks on a critical infrastructure .
) E. Ciancamerla (10)
scenario
Network Emerson Wireless Security - Automation Solutions Emerson (30)
Guide to Increased Security in
. ) MSB (31
Technical Industrial Control Systems
Report All Securing Industrial Control Systems-2017 SANS Institute (32)
Cyber Security Issues with Level 0 through 1 Devices Joe Weiss (13)
Industrial Control Systems Vulnerabilities Statistics Kaspersky (33)
CVE-2016-8561 MITRE (34)
CVE-2016-9160 MITRE (34)
Web App mEVET2017-2683 MITRE (34)
CVE-2017-6867 MITRE (34)
CVE System CVE-2016-9159 MITRE (34)
CVE-2017-6864 MITRE (34)
Network CVE-2017-6865 MITRE (34)
CVE-2017-6871 MITRE (34)
CVE-2017-12069 MITRE (34)
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F744 (Integrity), #<%A] (Non-repudiation), 4.5 Attack Tree
714 (Confidentiality), 7FH&A (Availability),
ol7H Authorization)<} A== A Attack Treedt Apite|v} A3zl HxE 4
(Spoofing), Z(Tampering), 33l = AU LE A YEEH FE k&i
(Repudiation), AR f%(Information A BB PRl A| s v FELR FAE
Disclosure), AH]2 #1%-(Denial of Service), th 4444 EEFE S ol&dl Attack

H3gF Ak (Elevation of privilege)el =g $13
GFdd 48R Epe B AN
EYE ¥

L=le]
=

S AlHEe(35).
Microsoft Threat Modeling Tool 201622 A}
4217} DFDE 24

H

p

Jabd Fur E72 o]gste] =} Table. 7.
A5 5 9lrh(36). - =FollA = &3l =28
BEE Level2E o] &3] 2w} A= BolEe.
|8&5& ST RIDE°ﬂ ErJra]r A

2]

Table. 7. Relation between Attack Tree and STRIDE Threats

A% 4

Trees #Hdsto] 2rtE
ol 3t Ty

A P

& FASALE. e

< Attack Library ¥ STRIDE +#4
A&7 2AE Attack Trees}te

Attack Tree Threats
1 Attacker Get Secrets of the Company
OR 1.1 Get information through the Web Service
OR 1.1.1 Get Administrative Privilege
T66, T69, T78, T83, T84, T102, T111,
OR 1A MITM T116, T133, T144, T148, T151
T69, T72, T78, T84, T101, T110, T115,
OR 1.1.1.2 XSS T132, T146, T150, T159, T160, T163,
190, T191
OR 1.1.1.3 CSRF T141
OR 1.1.2 Network Sniffing
T2, T5, T8, T70, T86, T104, T118,
T136, T153, T195, T198, T203, T206,
OR 1.1.2.1 ARP Spoofing T209, T212, T215, T219, T222, T227,
T230, T234, T238, T241, T246, T250,
T254
T2, T5, T8, T70, T86, T104, T118,
T136, T153, T195, T198, T203, T206,
OR 1.1.2.2 ICMP Redirect T209, T212, T215, T219, T222, T227,
T230, T234, T238, T241, T246, T250,
T254
OR 1.1.3 Get ID, pwd
OR 1.1.3.1 Guessing T1, T4, T7
OR 1.1.3.2 Social Engineering T1, T4, T7
OR 1.1.3.3 Phishing T1, T4, T7
OR 1.1.4 Bypass Admission control
OR 1.1.4.1 Tailgating T8
OR 1.1.4.2 Get access control card T8
OR 1.1.5 Bypass Authentication
T12, T16, T20, T26, T29, T30, T35,
OR 1.1.5.1 Remote File Inclusion T38, Tb4, T69, T62, T94, T124, T171,
T174, T183
OR 1.1.5.2 SQL Injection T16, T23, T37
OR 1.1.6 Wireless Network Sniffing
OR 1.1.6.1 Wardriving T43, T46, T48, T50
OR 1.1.6.2 Evil Twin T43, T46, T48, T50
OR 1.1.7 IP-based network Sniffing
OR 1.1.7.1 ARP Spoofing T43, T46, T48, T50
OR 1.1.7.2 ICMP Redirect T43, T46, T48, T50

£28 FA%E Aels
Ao
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Attack Tree Threats
2 Denial of Service
T13, T22, T28, T31, T40, T45, T47,
OR 2.1 Cannot Access Resources T49. T51. T56. T61. T67
OR 2.2 Give additional privilege
OR 2.21 Arbitrary Code Execution
2.2.1.1 Buffer Over Flow T10, T18, T24, T33, T41, T52, T67, T64
T14, T17, T21, T27, T32, T34, T36,
OR 2.2.2 Misuse of Function T39, T44, Tb5, T60, T68, T77, T91, T99,
T109, T123, T131, T142, T158
OR 2.3 Consume System Resource
T63, T74, T88, T93, T96, T98, T106,
AND 2.3.1 Sending crafted packet T120, T128, T138, T1565, T162, T170,
T173, T177, T182, T187, T193
T66, T69, T72, T78, T83, T84, T101,
N T102, T110, T111, T115, T116, T132,
OR 2.3.2 Bypass authentication T133, T144. T146, T148, T150. T151.
T159, T160, T163, 190, T191
OR 2.3.3 Get ID, pwd T1, T4, T7
OR 2.4 Consume Network Resource
OR 2.4.1 Flooding
T196, T199, T200, T201, T204, T207,
T210, T213, T216, T217, T220, 7223,
OR 2.4.1.1 SYN Flooding T224, T225, T228, T231, T232, T235,
T236, T239, T242, T243, T244, 7247,
T248, T251, T252
T196, T199, T200, T201, T204, T207,
T210, T213, T216, T217, T220, 7223,
OR 2.4.1.2 Get Flooding T224, T225, T228, T231, T232, T235,
T236, T239, T242, T243, T244, 1247,
T248, T251, T252
T74, T88, T93, T96, T98, T106, T120,
OR 2.4.2 Land Attack T128, T138, T155, T162, T170, T173,
T177, T182, T187, T193
OR 2.4.3 Ping of Death T208, T211, T214, T233, T245, T249
OR 2.5 Crash process
OR 2.5.1 Teardrop
o . ) T14, T17, T21, T27, T32, T34, T36,
OR 2.5.2 Clicking malicious link T39. T44 T55. T60. T68
T69, T72, T78, T84, T101, T110, T115,
OR 2.5.3 Arbitrary memory read T132, T141, T146, T150, T169, T160,
T163, 190, T191
. T73, T80, T87, T105, T112, T119, T127,
OR 2.6 Wireless Network T154, T166, T178. T186
. T45, T47, T49, T51, T2b5, T256, T257,
OR 2.6.1 Jamming T258 T259
3 Attacker Control the Factory
OR 3.1 Privilege Escalation
OR 3.1.1 Get ID, pwd T1, T4, T7
T66, T69, T72, T78, T83, T84, T101,
’ T102, T110, T111, T115, T116, T132,
OR 3.1.2 Bypass Authentication T133, T144, T146, T148, T150, T151,
T159, T160, T163, 190, T191
OR 3.1.3 Arbitrary Code Execution
3.1.3.1 Buffer Over Flow T10, T18, T24, T33, T41, T52, T67, T64
OR 3.1.4 Remote Code Execution
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Attack Tree

Threats

T19,T25,T42,T63,T58,765,T76,T75,T81,T

82,7T90,T92,T95,T97,T100,T107, T108,
T113, T114, T121, T125, T122, T129,
T130, T134, T139, T140, T143, T145,
3.1.4.1 Memory corruption T147, T149, T166, T157, T161, T164,
T167, T168, T169, T172, T179, T180,
T181, T188, T189, T192, T194, T197,
T202, T205, T218, T221, T226, T229,
T237, T240
OR 3.2 Access through Wireless Network
OR 3.2.1 Data Injection
OR 3.2.1.1 Synthesis T175, T184, T253
OR 3.2.1.2 Replay T175, T184, T253

V. ADIEMER| HOot @FAE =5

= AlAsksdet.

5 E =& 93-S Fd AAZ HAgHS Vi. 4 B
B35 93 Az AEE AA g oS Table
8= ~mtEdED by 2AE 9T AzrE sntEd B CPSE 7|HEe R 7|&9 AAl 7]
olt}. A= AEE 4.4 Attack Treed E3 =& Sol ARFAV|ES FEsl Az 2E =AY}
= AA FA 7HEd g ds weke BEdE 2} 253, AlsEEozy HFHoR M-S s
AER 2 AR gEo] v A9 THEE 84 AlZict, el o wale Ad V)& A A

Table. 8. Checklists for Smart Factory

Category Related Attack Checklist No.
MITM Check the web site uses SSL C1
Spoofing Fix the MAC Address C2
Restrict trusted administer or operator C3
Remote File Inclusion Verify parameter of input data C4
SQL Injection Verify SQL query Ch
Check the system updates C6
Network Sending crafted packet Using VPN for protection network communication between cells C7
Applying Defense in Depth C8
Flooding Check opened port C9
Check unnecessary port for management C10
Land Attack Check IP Address in packet C11
Ping of Death Check IP Address that sending ping consistently C12
Check ICMP port is closed C13
monitoring system for which wireless LAN station uses network cla
Wardriving IP resource
Wireless Network : : Chgck for using BADIUS C15
Evil Twin Using pre-operational trigger C16
Replay, Synthesis Use WIDS / WIPS C17
Jamming Check there is anti-jamming techniques C18
XSS Check the Domain name C19
CSRF Check that an attacker can get user information C20
Application Phishing Have plans for educating employee C21
Restrict the number of times on login trials C22
Guessing Guideline to make password strong C23
Changing password periodically C24
Misuse of Function Test system functions operate as a specification C25
Buffer Over Flow Check program uses functions that are vulnerable to Buffer c26
System Over Flow
Memory corruption Applying cell protection concept Cc27
Teardrop Check there is access control configuration for the system C28
Social Engineering Check employees uses locks for sensitive files C29
. Tailgating Check using surveillance devices C30
Physical - - - -
Get access control card Check using secondary authentication solution for monitoring c31
room or server room
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