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ABSTRACT

With the growing of smart devices market, malicious behavior has gradually expanded its scope. Accordingly, many
studies have been conducted to analyze malicious apps and automated analysis tools have been released. However these tools
cause the side effects that the application protection tools such as ProGuard, DexGuard become vulnerable to analyzers or
attackers. This paper suggests the protection mechanism to apply to the Android apps using security token, rather than
general-purpose protection solutions that can be applied in malicious apps. The main features of this technique are that
Android app is not properly loaded in the memory when the security token is abnormal or is not inserted and protected
parts using the technique are not exposed.
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2.1 Dalvik VM2} Android Runtime
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