1441
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.27, NO.6, Dec. 2017 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2017.27.6.1441

AL ol g3 WR 34 Azele]
Hel2 FAN gt A7

= U
Ao &' 24 s F
Te{osin MEESstel

A Study on Security Requirements of Electric Vehicle Charging
Infrastructure Using Threat Modeling*

Ye-Seul Cha,f Seung-joo Kim?
Center for Information Security Technologies(CIST), Korea University

(@] oF
e =

Gl A dZefelde FH 2 AA dielelE E3ste] vhefal dlo|elrt AgE] ] 3
A QlZzets FE3] YelMe ololl Wdk Bat Al Ly aZA R 7R AYH A5 AR 2
A QZe} Hrle A A% dZelel 2 AntE gE|E gk 2l dFF FE o]Fx vk mdk A
al=zah el QA o] R Aol Py 2 AAF] WS o] 438 e oA zldE
A ek whebA] okdEr ArAF A zele] FES $lE RIS A8ste] Bel 93E AEsta Bete T
AbRE AAA LR EAF= Zlo] BQslth B =folx+= Data Flow Diagram, STRIDE, Attack Treeg
43 S Rdads o) 83te] A AdzetellA A g $18S Ags] AEsta Al HFAREME B E
3} |

HJ

ABSTRACT

In order to build a secure electric vehicle charging infrastructure, security research is required because various data
including charging and payment data are transmitted in the electric vehicle charging infrastructure. However, previous
researches have focused on smart grid related security research such as power system infrastructure rather than charging
infrastructure for electric vehicle charging. In addition, research on charging infrastructure is still lacking, and research using
a systematic methodology such as threat modeling is not yet under way. Therefore, it is necessary to apply threat modeling
to identify security threats and systematically analyze security requirements to build a secure electric vehicle charging
infrastructure. In this paper, we analyze the electric vehicle charging infrastructure by accurately identifying possible threats
and deriving objective security requirements using threat modeling including Data Flow Diagram, STRIDE, and Attack Tree.
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Table 1. Five Elements of DFD

Element Symbol Description
External l:l People or code outside your
Entity control
Process Q Any running code
Data Store Things that store data
Communication between
Data Flow —_— processes, or between process
and data stores
Trust :"": Anyplace where various
Boundary I principles come together

Operations
Management
User System
[ Charger Error A\a\y(eque J
}
i VAN
,\ ohghekrt rohl [ Opéraling and Z6ntrol Info, Cory(and, }ieques(]
: |
Payment Approval Resul
[ Opgrating and Sicmm\ Info., Command
Charger
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[ Charger Informatidy, Error A, Reques(]
‘m Approval Resulf
Administrator

Payment Server]

Fig. 2. Level 0 DFD
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Table 2. Level 2 DFD Element Description

Element Type | No Name Description
Entity E1l User User who can charge the EV
Entity E2 Administrator Administrator who can manage charger
Process P1 Enter Payment Information A process that tags payment card and chooses charge amount for payment
Process P2 Read Card Information A process that reads and sends payment card information to charge data store.
Process P3 Check Version A process that checks the version info. of charger and system
Process P4 Approve Payment A process that approves payment
Process P5 Display A process that displays payment approval result
Process i? Notice Fault A process that notices error alarm to administrator
Process P8 Analyze A process that analyzes charger information
Process P9 Monitoring A process that shows processed information to administrator
Process P10 Authenticate A process that authenticates administrator
Process P11 Authorize A process that authorizes administrator and grants access
A process that manages charger by updating operating and control information
Process P12 Manage .
and sending command
. A process that synchronizes data such as charger information, operating and
Process P13 Synchronize
control system
Process P14 Control A process that sends control signal to control charger
Process P15 Notice Request A process that notices request from charger
Data Store D1 RF Device A data store for information such as payment card information
Data Store D2 Charger Data Store A data ;tore for information such as charger information, operating and control
information, and etc
Data Store D3 Payment Server A data store for payment card information
Operations Management A data store for information such as charger information, operating and control
Data Store D4 . .
Server information, and etc
Data Store D5 Access Control Server A data store for administrator info.
Data Store D6 Monitoring Device A data store for analyzed charger information, error alarm, and request
Flow F1 Charge Amount Amount of charge the user wants to charge
F2
F3
F4 . .
Flow F5 Payment Card Information Information on payment cards needed to make a payment
F6
F7
Flow F8 Payment, Approval Information Information indicating whether the payment has been approved
Flow Fl‘:‘l% Payment Approval Result Information about payment authorization result
Flow F11 Displayed Approval Result Payment approval result information shown to users
Flow F12 Charge Amount Amount of charge the user wants to charge
F13
F14 s
Flow Fi5 Error Alarm Alarm notifying occurrence of fault event
F16
Flow F17 | Analyzed Information, Error | Information that analyzed charge information, Alarm notifying occurrence of
F18 Alarm, Request fault event, Request for operating and control info.
Charger Information, Charger information such as charger status, charger mode, charger power
. F19 X .
Flow F20 Operating and  Control Info. | usage, charger log, charge progress status, Request for operating and control
Request info.
. “harger informati h har, E . charger . ch g g
Flow ¥l Charger Information Charger information such as charger status, charger mode, charger power
usage, charger log, charge progress status
Flow F22 Analyzed Information Information that analyzed charge information
. . Charger Version Info., Version information of charger, Version information of operations management
Flow F23 .
System Version Info. system
Flow F24 Operating and Control Info. Request for operating and control info.

Request
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Element Type | No Name Description
F25 . "
Flow F% Request Request for operating and control info.
Flow 27 ID, Pwd Administrator Id and password to approve administrator
Flow F28 Encrypted(ID, Pwd) Encrypted administrator Id and password to approve administrator
Flow 29 Administrator Info. Stored administrator Id and password to approve administrator
Flow F30 Result Administrator certification result
F31 | Operating and Control Info.. Opgl‘atlr}g arlld contrgl information for the charger, such as version information,
Flow . unit price information, and program, Charger control command to change
F32 Command
charger mode
Flow F33 | Operating and Control Info.,| Operating and control information for the charger, such as version information,
F34 Charger Info. Request unit price information, and program, Request for charger info.
b4
Flow ;gg Command Charger control command to change charger mode
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Table 3. Attack Library
Category Title Author Type Ref
Paper RFID and its vulnerability to faults Michael Hutter Hardware (19)
Paper RFID Security Threats and Basic Solutions A. Khattab Hardware/Network [20)
_ When Firmware Modifications Attack: A Case Study of . . ) .
Paper Embedded Exploitation Ang Cui Firmware [21)
§ Embedded Systems Security _Threats, Vulnerabilities, and § : o
Paper Attack Taxonomy Dorottya Papp System/Network [22)
Paper Security Concerns of a Plug-In Vehicle Hina Chaudhry All (15)
. . . . . Mustafa A.
. . e U . . g
Paper Smart Electric Vehicle Charging: Security Analysis Mustafa All (16)
An Analysis of the Security Threats and Security
Paper Requirements for Electric Vehicle Charging Infrastructure S. G. Kang Al (7]
Paper Cyber security in the Smart Grid: Survey and challenges Wenye Wang Network (3)
Paper Malicious Data Attacks on the Smart Grid Oliver Kosut Hardware/Network (2)
Paper Security & Vulnerability in Electric Power Systems David Watts System/Network [23)
Paper Rgseal‘ch for Vulnerability Detection of Embedded System Jin-bingHou Firmware (24)
Firmware
Report A study of open port as security vulnerability in common Kuruvilla Mathew Network (25)
user computer
White paper RFID Security and Privacy White Paper Smiiﬁaizzder Hardware/Network (26)
Book Security in RFID and Sensor Networks(Attacking RFID Pedro Peris-Lopez Network 27)
Systems)
Report Technical Trends of DDoS Attacks and Defense in Cellular S W Vi Network (28)
Network
Conference New Attacks against RFID-Systems Lukas Grunwald Network (29)
Conference TCP Injection attacks in the wild Gabi Nakibly Network (30)
Conference Vulnerabilities in Not-So-Embedded Systems Brendan O'Connor System/Hardware (31
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Category Title Author Type Ref
Report Hacking Embedded Devices Phorkus All (32)
Report Exploiting Embedded Devices SANS Institute All (33)
Report EV Charging Systems Security Requirements ElaadNL All (34)
Report The Infosec Risks of Charging Electric Cars Ofer Shezaf All (35)
Report Cyber-security of PEVs Nihan Karali All (36)
Report \S;iﬁgﬁsrgﬁiftizb;;dsle{;:ﬁ;ty Potential Threats Isaac Ghansah All (37)
CVE CVE-2015-6839 Network (38)
CVE CVE-2016-4484 System (38)
CVE CVE-2013-2094 System (38)

o zte]7} glew Table 4.9014E= &4 W A%
58 STRIDE 55 vjepic),
3 Zelx= STRIDE® A4 753 DFD &

7}
A qlxz} Level 2 DFDel#19] ¢13e 4]
I}5 wolFEr}h STRIDEE o] &3le] 93-S A4

Zell wel X #ZAE T dE B Az Z 142719 Hoksldde] A= sl
External EntityolA+= Spoofing,

Repudiation, Denial of Service2| $13°] 7= Table 4. DFD Elements per STRIDE

g 7%tk DFD 24 @ STRIDE A4 §5-& ST T =21 113
JF AR Bols & A4S AeE 2 gl
STRIDE ]‘ 22 &=/Io = 76T ﬂq = T /\l ] ot External Entity < < <
- ke .
o] gold = girh lelq o= Data Store Process N R R R
° S e -
9] A% 217} 3= 4% Repudiatione] 753t Data Store x | 2| x| «x
7] el Al wel Y FEe AL 5 9] Data Flow x x|«
Holq 72 E7)gh,
Table 5. STRIDE
ozt No Name STRIDE Description Wi
Type No.
Entity El User S Attacker can spoof user and receive the displayed approval result T1
Entity El User S Attacker can spoof user and enter charge amount T2
Entity El User S Attacker can spoof user and enter payment card information T3
Entity El User R User repudiates that he/she did not receive displayed approval result T4
Entity E2 Administrator S Attacker can spoof administrator and do the authenticate process T5
Entity E2 Administrator S Attacker can spoof administrator and do the manage process T6
Entity o Administrator S Attacker can spoof administrator and receive analyzed information, 7
error alarm, and request
Entity o) Administrator R .Admlnlst.rator repudiate that he/she did not receive analyzed T8
information, error alarm, and request
Process P1 Fhter ot Tnformation g Attacker pretends to have normal charge amount and tries to access T9
to charger
Process P1 Fhter Pa Information g Attacker pretends tp have normal payment card information and tries T10
to access to RF device
Process P Frter T Information R Enter payment information process repudiates that it did not receive T11
charge amount
Process p1 Fnter P ot Tnforetion R Enter payment_ 1nforme‘1t10n process repudiates that it did not receive T12
payment card information
Process P1 Fnter Payment Informmation I Attacker learns payment card information T13
Process P1 Fnter Payment Information I Attacker learns charge amount T14
Process P1 Fnter Payment Information D Process cannot enter charge amount to charger T15
Process P1 Fnter Payment Information D Process cannot enter payment card information to RF devide T16
Process P1 Fnter Payment Information E Attacker passes data to change the flow of program execution T17
Process p1 Fnter ot Tnformetion o Eleva_tlon of pnvl]ege using remote code execution to enter payment T18
° card information
Process P1 Fnter Payment Information E Attacker passes data to change the flow of program execution T19
Process p1 Fter P ot Tnformetion o Elevation of privilege using remote code execution to enter charge T20
amount
Process P2 Read Card Information g Attacker pretends to have normal payment card information and tries T21
to access to charger
Process P2 Read Card Information T Read card information process can be tampered by spoofed data storage T22
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ozt No Name STRIDE Description Wi
Type No.
Process P2 Read Card Information D Excessive resource consumption for the read card information process T23
Process P3 Check Version T Check version process can be tampered by spoofed data storage T24
Process P3 Check Version D Excessive resource consumption for the check version process T25
Process P4 Approve Payment S Attacker pretends to have normal payment approval result and tries 26

to access to charger
Process P4 Approve Payment T Approve payment process can be tampered by spoofed data storage T27
Process P4 Approve Payment R Apprt?ve payment process repudiates that it did not receive payment T28
card information
Process P4 Approve Payment D Excessive resource consumption for the approve payment process T29
Process P4 Approve Payment D Process cannot send payment approval result to charger T30
Process P4 Approve Payment E Attacker passes data to change the flow of program execution T31
Process P4 Approve Payment E Ele\fgtlon of prlvﬂege using remote code execution to receive payment 739
card information
Process P4 Approve Payment E Elevation of privilege using remote code execution to approve payment T33
Process P5 Display T Display process can be tampered by spoofed data storage T34
Process P6 Notice fault g Attackler pretends to have normal error alarm and tries to access to T35
operations management server
Process P6 Notice fault T Notice fault process can be tampered by spoofed data storage T36
Process P6 Notice fault D Excessive resource consumption for the notice fault process T37
Process P7 Notice fault g Attalckc?" prctcr}ds to have normal error alarm and tries to access to T38
monitoring device
Process P7 Notice fault T Notice fault process can be tampered by spoofed data storage T39
Process P7 Notice fault D Excessive resource consumption for the notice fault process T40
Process P8 Analyze g Attacker prct(;nds to hayc normal analyzed information and tries to T4l
access to monitoring device
Process P8 Analyze T Analyze process can be tampered by spoofed data storage T42
Process P8 Analyze D Excessive resource consumption for the analyze process T43
Process P9 Monitoring T Monitoring information process can be tampered by spoofed data storage T44
Middle omission
Flow F22 Analyzgd T Analyzed information (from / sent from)may be tampered T122
Information
Flow F22 Analyze_d I Analyzed information (from/ sent from)may be sniffed by an attacker T123
Information
Flow F22 Analyzc'd D Intcrrup't an'alyzcd information data flow so that it cannot be sent to T124
Information the destination
Flow F24 Operating and Control T Operating and Control Info. Request may be tampered T125
Info. Request P g g - hea y P
Operating and Control . .
Flow F24 I Operating and Control Info. Request may be sniffed by an attacker T126
Info. Request
N N Operating and Control Interrupt Operating and Control Info. Request data flow so that it -
Flow F24 D o r127
Info. Request cannot be sent to the destination
Flow F26 Request T Request sent from operations management server may be tampered T128
Flow o6 Request I Request sent from operations management server may be sniffed by T129
an attacker
Flow F26 Request Intml‘ruplt request data flow so that it cannot be sent to the T130
destination
Flow 27 1D, Pwd T ID, Pwd sent from administrator may be tampered T131
Flow F27 1D, Pwd I ID, Pwd sent from administrator may be sniffed by an attacker T132
Flow F27 ID. Pwd D Intcrrup.t ID., Pwd data flow so that it cannot be sent to the T133
destination
Operating and Control .
Flow F31 T Operating and Control Info., command may be tampered T134
Info., Command
Flow F31 Operatmg‘and Control I Operating and Control Info., command may be sniffed by an attacker T135
Info., Command
. L Operating and Control Interrupt Operating and Control Info., command data flow so that it -
Flow F31 D L I'136
Info., Command cannot be sent to the destination
Qperating and Control Info., . § . ) .
Flow 34 Charger Info.. Request T Operating and Control Info., Charger Info. Request may be tampered T137
Qperating and Control Info., Operating and Control Info., Charger Info. Request may be sniffed by
Flow F34 I T138
Charger Info., Request an attacker
Flow F34 Cperating and Control Info., Interrupt Operating and Control Info., Charger Info. Request data T139
- Charger Info., Request flow so that it cannot be sent to the destination i
Flow F36 Command Command sent from operations management server may be tampered T140
Flow F36 Command I Command sent from operations management server may be sniffed by T141
an attacker
Flow 36 Command D Intel.'rup.t command data flow so that it cannot be sent to the T142
destination
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Table 6. Check List
Bound Attack Detail No.
Buffer overflow Do not grant execute permission on the pages allocated in the data area C1
Randomize memory address space placement(ASLR) C2
Firmware Extraction Make sure directories and files have access control settings C3
Charger Encrypt sensitive information C4
MITM Enable SSL communication Ch
Determine if data manipulation is possible with MITM attacks C6
Physical Attack(Destroy) Check for possible damage to physical access C7
Limit number of login attempts C8
Guessing Validate Input Data C9
Set password complexity C10
Set maximum password age Cl1
Restrict use of default ID / PW C12
Functionality Misuse Uses a secure Pw generation mechanism C13
Change Password periodically Cl4
Make sure no account has an easy password C15
R Change SSH security settings to allow access only from authorized users and
ObtalnAsystem root allowed 1Ps C16
Server privileges Change the port number arbitrarily to avoid random scans for SSH C17
Use iptables firewall to allow access only from allowed IPs, but deny other connections C18
Validate strings used in database query statements C19
SQL Injection Validate user input values and parameters sent to the server C20
Confirm error information exposure on error page C21
Do not grant execute permission on the pages allocated in the data area C22
Randomize memory address space placement(ASLR) C23
Buffer overflow . - — - -
Searches for f_lles'wlth SetUID specified and removes the authority portion of o
unnecessary binaries
MITM Encrypt sensitive information C25
Determine if data manipulation is possible with MITM attacks C26
Buffer overflow Do not grant execute permission on the pages allocated in the data area C27
Randomize memory address space placement(ASLR) C28
RF Encrypt sensitive information C29
Device MITM Enable SSL communication C30
Determine if data manipulation is possible with MITM attacks C31
Physical Attack(Destroy) Check for possible damage to physical access C32
Identify active processes and open ports C33
Install Backdoor Use virus and backdoor detection tools C34
Analyze logs on a regular basis C35
Eliminate unnecessary services such as Telnet C36
Monitor Do not grant execute permission on the pages allocated in the data area C37
ing Randomize memory address space placement(ASLR) C38
Device Buffer overflow . - — - -
Searches for flllesAwnh SetUID specified and removes the authority portion of 39
unnecessary binaries
Encrypt sensitive information C40
MITM Enable SSL communication C41
Determine if data manipulation is possible with MITM attacks C42
Inspect open ports C43
Restrict unnecessary port usage C44
Sniffing Enable SSL communication C45
Using the tool to detect sniffer (ARPwatch / Sentinel tool) C46
Verify that sensitive information is encrypted and sent C47
EVSE X L Check whether GTP traffic is analyzed for GN section C48
° Mobile Communication Check for abnormal traffic detection C49
Server Network Attack - — - -
Use of dedicated GUI for system control, monitoring, and detection / blocking logs C50
D'e\}?fe Blocks the flow of UDP / ICMP traffic abox{e the} threshold by setting the 051
. Packet Per Second (PPS) value lower than the incoming value
Monitor Flooding Attack Blocking by phasing the PPS threshold for SYN requests per firewall‘IP C52
ing Drop the? ﬁrst SYN to check whether the re-request packet arrives (check 053
Device whether it is spoofing)
Commu Confirm error handling when excessive communication history is transmitted Ch54
nication . Check sum of Fragment Offset value of packet Ch55
Ping of Death - " - — . . -
Confirm error handling when excessive communication history is transmitted C56
Deplete System Check if firewall is built 57
Resources
Resend RF Signal Limit acquisition of information through RF signals C58
Enable RF signal encryption C59
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