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A Study on Estimation of Gait Acceleration Signal Using Gait Video
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ABSTRACT

Researches that apply the acceleration signal due to user’s gait measured at the wearable device to the authentication
technology are being introduced recently. The gait acceleration signal based authentication technologies introduced so far
have assumed that an attacker can obtain a user’s gait acceleration signal only by attaching accelerometer directly to user’s
body. And the practical attack method for gait acceleration signal based authentication technology is mimic attack and it
uses a person whose physical condition is similar to the victim or identifies the gait characteristics through the video of the
gait of the victim. However, mimic attack is not effective and attack success rate is also very low, so it is not considered a
serious threat. In this paper, we propose Video Gait attack as a new attack method for gait acceleration signal based
authentication technology. It is possible to know the position of the wearable device from the user’s gait video signal and
generate a signal that is very similar to the accelerometer’s signal using dynamic equation. We compare the user’s gait
acceleration signal and the signal that is calculated from video of user’s gait and dynamic equation with experiment data
collected from eight subjects.
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Moving Frame

Fig. 2. Spider-on-the-frisbee Problem in Rigid
Body Dynamics
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Table 1. Averaged maximum cross correlation
of all subject’s signal between Video Gait signal
and Mimic signal

Subject| averaged maximum cross correlation
1D Subject Video Gait Mimic
01 .86 73 b1
02 .93 .76 .50
03 .74 .70 .46
04 87 .79 .46
05 .95 .89 b1
06 .68 5T 37
07 .75 .62 .34
08 18 .56 .28
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Table 2. Average of Euclidean distances using Features
Feat-|  Subject01 Subject02 Subject03 Subject04 Subject05 Subject06 Subject07 Subject08
ure |S2S| VG| M | SS | VG| M [S2S| VG| M [S2S| VG| M [S28| VG | M [S2S|VG | M |S28| VG | M [S28| VG | M
01 [a7]a1[37]20].06].29].13].05].23].07].04].22].06].05].30].14[.08].20[.11].07].26].05].04].37
02 [.15] .25 25].09] 39 20]. 18] 3730 .09 19 18] 12] .17 26 .10 23] 19] .12 25| 27 .06] 18] .18
03 [.05].08].13].04].14].13].06].15].14] 03] .10].16|.03[.09].12].16].14] 17| 11| .16 .17 .16 .15] .37
04 |21 .12 43 2404 36].15].05] 28] .07[.03].27].07].09].39].07[.04] 34].13].08].30].02].02].43
05 | 23] .12 43 21].06] 34| 17] 04| 29] 08].03].28].08].12].42].07][.03] 33].13].10] 29 .02].02] .42
06 .04 20 1704 13] .17 .08].09] 18] .08 14 16| .03] 27| 17 24 27] 23] .08] 38| 25| .10] .35 .38
07 .04l .07 13].03].09].13].06].03].14a].08[.05].156].00].06].16] .25 21] 24 11].25].15].12].17] .29
08 |24 1743 22 .07 35| .15].05] .28 ] .08].05] .28 .09 20| .42].07[.04] 33].12].09] 28] .02].03] .40
09 [.15] .25 .25].09] .39 20].18] 3730 .09 19 18] 12] .17 26].10] 23] 19] .12 25| 27 .06] .18 .18
10 [ 071238 25| 123714l 10 .26].06].07] 24 .06].05]31].10].11].30].11].05].30][.05].04] .36
11 a7 a2 38| a7 a5 2612 05[] 23] .08].05] 22].06].08] 31].13].07].29].12].14] 24] 03] .04] .40
12 |27 18|24 17|30 20].25] 18] 28] 10|18 2716 .40 20 .10 11| 17| .14 .14 ] 18] .08 ] .10] .18
13 [ 211243 24 .04 36].15].05].28].07].03].27].07].09].39].07].04] 34| .13].08].30][.02].02] .43
14 [ 211243 23] 04 35].16] .04 28] .07].03] 27].07].09].39].18].03] 34| .13].08].30][.02].02] .43
15 [ .06].09] 26].03].12].23].16] 32 28].15].10] 23].02].04a] 270817 27].19].15].30[.10] .12 .44
16 [ 201244 200931 21] 16 .27].09].05] .26].07].06] . 41].08].04] 34| 17].07].29].01].03] .40
17 |21 12| a2 25| 1137 .19].09].29] .08 .04 28 .07].06].40].07].04] 35| .13].07].20].02] .02] .40
18 [.05].06].23].06].12].21].20].26[.25].12].10].21].04].06].23].20].16].26].18].12].28[.15].16] .45
19 [27] a5 a5 2710535 14 04 25].05].02] 24].00].11].37].03].01].28].08].05[.25][.01].01].32
20 [.19] .12 .26] .30].08].42].08].05].16].02].10].156].05].17].16].03].06] .16].02].03] .16 .01].03] .20
* S2S: Subject to Subject
* VG: Video Gait attacker

* M: mimic attacker
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