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ABSTRACT

This paper aims to develop an IDS (Intrusion Detection System) that takes into account class imbalanced datasets. For
this, we first built a set of training data sets from the Kyoto 2006+ dataset in which the amounts of normal data and
abnormal (intrusion) data are not balanced. Then, we have run a number of tests to evaluate the effectiveness of machine
learning techniques for detecting intrusions. Our evaluation results demonstrated that the Random Forest algorithm achieved
the best performances.
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Table 1. The results of previous research on
intrusion detection using Machine Learning
algorithms

Table 2. Statistic of training and test data. The
number in parentheses denotes the percentage
of the label in the set.

Study Method Data & Result
Online A?cu're'icy 0.98
Sallay (3] | self-trained plgmsmq - 0.99
UM ecall : 0.98
Fl-score @ 0.98
2007.11.1.~3
Chitrakar Precision : 0.90
(4] CSV-ISVM False discovery rate
1 0.02
Training set :
2007.11.1.~3
OptiGrid (attack rate 1%)
Clustering Test set :
Ishida (5] & 2007.12.1.,8,15,22,
Grid-based | 2008.12.1.,9.15,22,
Labelling 2009.7.1.,8.15,22
Performance analysis
using ROC Curve
Training set:
randomly extract
152,460 data from
Mutual 2009.8.27.~31
Ambusaidi | Information Test set:
(6] Feature 2007.11.1.~3
Selection Accuracy : 0.998
Precision @ 0.996
False discovery rate :
0.001

Training Test
Label | (9013.2.19-25) | (2013.1.3-9)
1 303,929 232,431
(normal) (27.3%) (34.9%)
-1 801,767 431,722
(abnormal) (72.0%) (64.8%)
-2 8,548 2,536
(shellcode) (0.8%) (0.4%)
Total 1,114,244 666,689

Table 3. Statistic of training data when the
abnormal data are under-sampled. The number
in parentheses denotes the percentage of the
label in the set.

Kyoto 2006+ | |:> | Data Selection ‘ |:> ‘ Final Data Set ‘ Attack Attack Attack
Labeled data Statistical Calculation Test Set Label 1% 1% 1%
set with 24 - Monthly -2 labels 2013.1.3.~9 Training Training Training
features between 2013 and 2015 2:2,536 A B c
11431722
Data Set Decision- +1:232431 1 (normal) 303,929 (99%)
imeny 260 17167 |/ [Taiing et . 0 o 3008
~ . 0, 0, 0,
Training set 7 days 2013219425 (abnormal) (0.99%) (0.99%) (0.99%)
with the most data o .2:8,548 -2 19 26 30
Test set : Half of the -1: 801,767 (shellcode) (0.01%) (0.01%) (0.01%)
Training set /| #1:303829 Total 306,968
Adjusting to the actual / 1% Attack Training Set
data environment- 1/ 2013.219.~25
In Training set, 3 sets are -2:19, 26,30 2 M= HIL x| U 7 sk otT1g|E MA
selected by randomly -1:3,020, 3,013, 3,009 3.2 &S WL X & T s& duelE u¥
choosing 1% attack. +1:303,929

Fig. 1. The process of building training and test
datasets for evaluation
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Table 4. Performance comparison of supervised
machine learning algorithms using 3 classes

Classifier |Accuracy|Precision | Recall | Fi-Score | F>-Score

SVM 0.95 095 | 095 | 095 0.95
DeTCiSiO“ 096 | 096 | 096 | 096 | 096
ree
lei‘“d"m 0.99 099 | 099 | 0.99 0.99
orest
g"‘ive 0.86 089 | 0.86 | 0.86 0.87
ayes
Neural 0.98 098 | 098 | 0.98 0.98
Network ) ) ) : :
KNN 0.98 098 | 098 | 098 | 098
Ao By 53], AR Eg AldeY dazlEal
Decision Tree, Random Forest’} ZE X 3ol
A oHlsdt Y 9 Ades BHyed, Hx

accuracy®t Fy, Fzscore7} 0.999] 23lsict.
23 dolee] BEAA 7 o] ¢ T3]

Ao 52 Ax|el= -2 Holio| it o= A

gojgle AA FF 5SS B2 7FsAe] 9Jom

oL

50l

o 3T AR ————.
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2o M= m2A FL s Bl

Table 5. Performance comparison of the
Random Forest algorithm for each class

.. number of
Label | Pedsion | Recall | FnScore | FrScore \
instances

-2 1.00 1.00 1.00 1.00 2536

-1 0.99 1.00 0.99 1.00 431722

1 0.99 0.98 0.99 0.98 232431

4.2 2 class 0| Z1

_—
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—rt
)
2
g
RO
[
il
i
Auj

A& aHsle, 71E 3
el 2 FYrm ERsle APS $dsA
(Table 6.). 529 dzelFe] 3 F= 7

Axpel  FAERY G e AES R,
Random Forestt 3 Zdl& &7} 543 Ae
< Bt}




AW 1 533 =]

(2017. 12) 1391

Table 6. Performance comparison of supervised
machine learning algorithms using 2 classes

Classifier |Accuracy |Precision| Recall | Fi-Score| Fy-Score

SVM 0.95 0.95 0.95 0.95 0.95

DeTcision 0.97 0.97 097 | 097 0.97
ree

Rli‘ndOm 0.99 099 | 099 | 0.99 0.99
orest

gaive 0.85 089 | 0.85 | 0.6 0.86
ayes
Neural
Network 0.97 097 | 097 | 097 0.97

KNN 0.98 0.98 0.98 0.98 0.98

4.3 Attack 1% MMM 2 class K= 2t

T3 dlolelellA As] Fefe] Z7]7F AA o]
o] 1%el dwske A AYd Ane
Table 7,8,9.¢ A|A=e] gl vk oz o
o] k]| FellA QA Aol dAF] okl A
4= 9ltk. Naive BayesE Al9Jsta Aol =

a3k} (Fy, Fo 3 0.1~0.2 #4&). SV
& %EHi B3 dlolele] tsi = 7F7ds}
= 71E QAT A14)9) AR skt

=

2 o
l M B Mo

<

¢

Table 7. Performance comparison of supervised
machine learning algorithms using 1% attack
Training A

Classifier | Accuracy | Precision | Recall | Fi-Score | F-Score
SVM 0.76 086 | 0.76 | 0.76 0.89
Decision | g 087 | 081 | 081 | 082
ree
Rl?nd"m 0.92 0.90 090 | 0.90 0.90
orest
g‘aive 0.87 0.90 087 | 087 0.88
ayes
Neural
Network 0.78 086 | 078 | 0.78 0.79
KNN 0.82 0.88 082 | 082 0.83

Table 8. Performance comparison of supervised
machine learning algorithms using 1% attack
Training B

Classifier | Accuracy | Precision | Recall | Fi-Score | F;-Score
SVM 0.76 085 | 076 | 076 0.78
Decision | ) 088 | 081 | 081 | 082
ree
Rlﬁmd"m 0.88 091 | 088 | 0.89 0.89
orest
gaive 0.86 089 | 086 | 086 0.87
ayes
Neural
Network 0.80 087 | 080 | 081 0.81
KNN 0.82 088 | 0.82 | 0.82 0.83

Table 9. Performance comparison of supervised
machine learning algorithms using 1% attack
Training C

Classifier |Accuracy| Precision | Recall | Fi-Score | F;-Score

SVM 076 | 085 | 076 | 076 | 078
Decision | - g5 089 | 085 | 085 | 086
ree

R§Hd°m 0.90 0.92 090 | 0.90 0.90
orest

gaive 0.86 0.89 0.86 | 0.86 0.87
ayes

Neural
Network 0.81 0.88 0.81 0.82 0.82
KNN 0.81 0.87 0.81 0.81 0.81

4.4 7} Hlo|E{MTLO| M5 H|m

2 A3 Avle] dubdE #alsly] sk 2014
Axe] dleje]of whsle] FrpAl APE s
o} 20149 129 8~14Y dlolgl s Edold Ao
Z 20149 849 25~314 dlolHE HIAE AHlow
Fde 43S wHEsk A3 (Table 10.9] FA4
%), 94 Random Forest’} 7F £& 454
At (Table 11.). A A3x sdsiA 34
dole] HES 1%Z WA under-sampling
sto] FEg F3 doeldleR Ag Afelx
Fi-score ™ Fy-score’} 0.95% t}l2 daz]|Zd
H)gle] £ AAE Holrh

f

=
A

f
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Table 10. Statistic of the second dataset

Training Test
Label | (9014.12.8-14) |(2014.8.25-31)
1 ( 1 260,329 113,298
normal) (10.9%) (9.4%)
2,128,046 1,087,923
-1 (abnormal) (89.0%) (90.6%)
22 (shellcode) (01.(7;2 ) (01.852] )
Total 2,388,549 1,201,387
Table 11. Performance comparison of

supervised machine learning algorithms using 3
classes

Classifier |Accuracy |Precision| Recall | F;-Score | F>-Score

SVM 0.86 0.94 0.86 0.88 0.87

Decision | 097 | 097 | 097 | 097 | 097
ree

Rli‘nd‘)m 0.99 0.99 099 | 0.99 0.99
orest

gai"e 0.10 0.74 0.10 | 0.04 0.12
ayes
Neural
Network 0.97 0.97 097 | 097 0.97
KNN 0.97 097 | 097 | 097 0.97
4.5 =9|

A3 A3} Random Forest &xe|Zo] thefst
Pl Ao Hae] AHeg Holn Fx
B Qo iz 7t Fefj 2ol 3] 7Y

Random Foresti= A5f3==] &2 dolg 4

e U Ags 3 2
oAl g 2 FH QA Fy, Fp #37F 0.99
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