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ABSTRACT

SQLite database is a file-based DBMS(Database Management System) that provides transactions, and it is loaded on
smartphone because it is appropriate for lightweight platform. AS the usage of smartphone increased, SQLite-related crimes
can occur. In this paper, we proposed a new concealing method for SQLite db file and a detection method against it. As a
result of concealing experiments, it is possible to intentionally conceal 70bytes in the DB file header and conceal original
data by inserting artificial pages. But it can be detected by parsing 70bytes based on SQLite structure or using the number
of record and index. After that, we proposed detection algorithm for concealed data.
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Fig. 1. Trend of SQLite popularity
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Fig. 2. SQLite recovery process of deleted data

AAE 9] 472 SQLite dle]efmle] =9 w3t}
Eote AR Hase] wste] B 7y
< Alkstdeh(3). SQLite shedella] AtAlg g
T2 sdrh ®A, AR oE )
1 2e0] dlofe] o] Nt ekl A9
3 Al A=
Aste A, AR el dlz=rt 27 o)
Aete 4w T2 5 vk
+ SQLite W2 AAE HloleE H7-
S ek 2ol AAIE F o o
El7} dlof 2h0f dlefE|e] v} golgl= Aol
Caselel sistar, AAIE del| shte] #zert
SRl A2 EAlste Hell= Case 29 alF
b ek AR ddel dlEm=rt 278 o] &
At Al 7 ddel A Hels F5T 4
71wl E<lo] Erbsslct.
71% dlelElo] 2~ 2l =
wlo] 2 AlnEls diato R Sl dlolE 24F oq
g oA ES As] digdhe WES oA

e i

sler dolHE AANS AF sl WS Al
ottt el SQLite dlolefulo]l A siale] e}
dlolelE A WAzt dloleE 2dste P4l

A ol AE Fuel g sl 7S] AT
2 WA WS web ® mEddE
SQLite lolelo) 2 sfale] upolufe] HlelelE
Asle] ARE Suehs W) ol & PAak
deln 9 daelEs BEE A AR,

[ll. SQLite 7=

SQLitew= ®rtd 71719 ofF=|AlelAd dlo|el&
AAsl7] ke ARl R 2 A 2"loA] AL
£5E MySQLelyt Oracled} -2 do]gjmo]~
of w3 zhivke] Ao ey AA A @l ol



1350 SQLite slolelmlo]2 stalef dfgt dlolE] 24

2 A 7 7

s A7) wjell dlofEfle] s Tele] Fxrt
A r,H;(—]vi E]—Z_‘:"—_T;]_

SQLite dlelgjuo]~ zdde] Fx&= Fig. 3%
7o HeY 2 Jebd 5 9leh4,5). SQLite dlolE
Jo]2~ shal & do|A|ehe AR FAE ] 9l

dejAl= dAT Z7|E 7 it A
'1 123k o] A= Y] Fo]A|e]ar, o]F- o]
] B+ tree +%=E A=) SQtheL ik
2 B-tree +%9 B+ tree 72E AHSSIE 3=
¥ B+ tree 7&E index XEE2 leaf XE=5
zhol7b=s ARE AF3] eAw AHEcks A
o] 9lt}. dH Ho|x]= SQLite A5 dlo]euo]
HddEs FEE F U ATUAS} HelAx =7,
deleidle]~ el =7] 5 SQLite dHlo|elHo]~
gelof gl wetdlele7t Exljgk= dodelrt. &
t do]x] W-e] &9 Fitell= dlo|ewo] o] A~
7)okl W3 AHE 23 9le 27]vt Hlo]Eol

=

i

P

=3
we go -~
rlo 4o —tl—‘ 1>'

)

o

FART) HolR olF, WEe] Hal oF, A%,
% Eslel v Rk Sejslon] 7 Heldst
25 dold st EAs7] Wl QUI HofelA

HoF= dlo| &2 wlolelel WA s =A] sfetale F
23F A %7} "} 53] B+ tree7RoA 2559
Aol HE FE slo]x] W3 SQL A=l vk
sl E3hskar glet

B Aol o] Hade] HE SQLite HlelE]

Table. 1. SQLite database file header structure

DB File Header

Schema Table

Page 2

Page 3

dlolE]uo] 2

=

=

22 39 o] sl A
H SQLited #lvE A3t
sl e T

AAUSS AR et

3.1 SQLite sld

Table. 1= SQLite dlo]E
o dele vehd Eoleh %

— Header Page

= B-Tree pages

w2
00ufe] ER 7450

Fig. 3. SQLite database file structure

Wi, WA 3,140
3.24004 SQLite
welal slolAle] Pz
Awaltt, 3.34¢ vhAteR SQLites] A%

stel ot )

Offset Size Description Offset Size Description
0x0 16 Header Signature 0x28 4 Schema Cookie
0x10 9 Page Size 0x%c 4 Schema foraglt4r)1umber 1, 2,
0x12 1 Write Ver 0x30 4 Default page cache size
The largest root b-tree page
0x13 1 Read Ver 0x34 4 number when in auto-vacuum
or incremental-vacuum modes
0x14 1 0 0x38 4 Database text encoding
0x15 1 64 0x3c 4 User Version
0x16 1 39 0x40 4 True for incremental-vacuum
mode
0x17 1 32 0x44 4 Application 1D
0x18 4 File Change Counter 0x48 20 Reserved for expansion (0)
0xle 4 Size of database file || s 4 Version-valid-for number
in pages
0x20 4 Page ’nuI.nber of first 0x60 4 SQLite version number
freelist page
0x24 4 Total .number of 5 B
freelist pages
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Offset Size Description
0x0 1 Page type
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Table. 3. B-tree page type

Type Value
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Table. 4. Concealing possibility of database header area

Offset Description Concealing Offset Description Concealing
0x0 ~ f Header - 0x28 ~ 2b Schema Cookie O
Signature
. Schema foramt number .
0x10 11 Page Size 0x2¢ 2f (1. 2. 3. 4)
0x12 Write Ver O 0x30 ~ 33 Default page cache size O
0x13 Read Ver o 0x34 ~ 37 | The largest root b-tree o
page number
0x14 0 - 0x38 ~ 3b Database text encoding -
0x15 64 - 0x3c ~ 3f User Version C
0x16 32 - 0x40 ~ 43 | . True for O
incremental-vacuum mode
0x17 32 - Ox44 ~ 47 Application ID O
0x18 ~ 1b File Change o 0x48 ~ 5b Reserved for expansion o
Counter (0)
Size of
Oxlc ~ 1f database file - 0x5c ~ b5f Version-valid-for number O
in pages
Page number
0x20 ~ 23 of first O 0x60 ~ 63 SQLite version number O
freelist page
Total number
0x24 ~ 27 of freelist O - - -
pages
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17 21 21 01 8B 5B 74 61 62 6C 65 63 68 61 74 SE  .!!.<[tablechat_
72 6F €F 6D 73 63 68 61 74 SF 72 &F EF 6D 73 roomschat_rooms.
43 52 45 41 54 45 20 54 41 42 4C 45 20 63 68 CREATE TABLE cha
T4 SF 72 6F 6F 6D 73 20 28 OA 20 20 09 S5F 69 T_rooms | ._1id
20 20 20 20 20 20 20 20 49 4E 54 45 47 45 52 INTEGER
50 52 49 4D 41 52 59 20 4B 45 59 20 41 55 54 4F IMARY KEY AUTO
49 4F 43 52 45 4D 45 4E 54 2C OA 20 20 09 69 INCREMENT, . .id
20 20 20 20 20 20 20 20 20 20 49 4E 5% 45 INTEGE
52 20 4E 4F 54 20 4E 55 4C 4C 2C OA 20 20 NOT WULL,. .t
79 70 €5 20 20 20 20 20 20 20 54 45 58 54 2 .
1:7DAOK: S8A €9 E7 4B 95 BO 44 €9 72 65 63 7
1:;7DBOKR: 31 31 31 31 31 31 31 5B 31 30 30
1:7DCOR: 30 SD 11 1D Fl1 EE 47 OC FO 00 57
1:7DDOK: SO 57 TF 75 3C SB 31 32 33 33 30 37 38 37 38 PW . u< (1233407878
L:7DEOn: 36 36 35 39 32 34 36 30 38 snAB 22 6F 72 69 &7  |esiez4s08) (rerig
1:7DFOn: €9 6E 22 3A 22 €3 TZ 65 ", mea
1:7EQ00R: 6B 65 6E 22 3A 31 34 36
1:7E10h: 22 65 66 22 3R 74 T2 75 Gf
1:7E20n: €5 61 64 22 3R 74 72 75K
1:7E30h: FO 00 11 1D Fl1 EE 47 g ¥
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1:7E€0n: 0O 83 E6 B3 18 44 63 72 65 €3 74 43 68 61 | was..iDirecccna
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b KakacTalkiest) 1 el § 501 O} Data I Design| [7) oo
[ android_matadata
3 ehat_logs oo = e = Retesn
gcm_mlng_lw .M(Nn I ] “ type member: a:uv.ejlr\e.u:be?ds.lnlllrlg‘\ﬂ st message
DQUNK_“V_IMG i = — —
1) recantly_ amoticons || | 1] 34 151590773850000 DirectChat 1111111 (100000000 12338078 8665024608 WHATSUP
[T schema migratiors 2 35 150621812303903 DwectChat 22222222  [24842834] 12337B4285392817920 HELLD
3 secret_ky._infc 3 34 151623040183225 DirectChat [0000000]  [0000000§ 1242104089010718512 0OO0000000000FASCAL
4

37 15

17 DwectChat

1 2479184 ToMY

Fig. 6. Concealing data by adding artificial pages
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Root node Pointer
(page index)
0200h: 17 21 21 01 8B 5B 74 61 62 6C 65 63 68 61 74 5B/ .!!.c[tablechat
0210h: 72 6F 6F 6D 73 63 68 61 74 SF 72 6F 6F 6D 73[ 05] roomschat roomf.
0220nh: [43 52 45 41 G54 45 20 54 41 42 4C 45 20 63 68 61| |[CREAIE IABLE|cha
0230h: |74 SF 72 6F 6F 6D 73 20 28 OA 20 20 09 SF 69 64| |t_rooms|(. . id
0240nh: |20 20 20 20 20 20 20 20 49 4E 54 45 47 45 52 20 INSEGER
0250h: |50 52 49 4D 41 52 59 20 4B 45 59 20 41 55 54 4F| |PRIMARY REY A
0260h: |49 4E 43 52 45 4D 45 4E 54 2C OA 20 20 09 69 64| |INCREMENT,. .id[}
0270h: |20 20 20 20 20 20 20 20 20 20 49 4E 54 45 47 45 INTEGE b KekaoTalk
0280h: |52 20 4E 4F 54 20 4E 55 4C 4C 2C OA 20 20 09 74| |R WOT WULL,. .t :
0290n: |79 70 65 20 20 20 20 20 20 20 54 45 58 54 2¢ oAl |ype TEXT, . (5 android_metadata
02A0h: [20 20 09 6D 65 6D 62 65 72 73 20 20 20 20 20 54 .members T £ chat_logs
02B0h: [45 58 54 2C OA 20 20 09 61 63 74 63 76 65 SF 6€D| |EXT,. .active m lchat
02C0n: |65 6D 62 65 72 SF 63 64 73 20 54 45 58 54 2C OA| |ember ids TEXT,. (3 chat._sending_logs
02D0n: |20 20 09 6C 61 73 74 SF 6C 6F 67 SF 63 64 20 20 .last_log id - ‘
_log_. [ public_key_info
02EOn: |20 20 49 4E 54 45 47 45 52 2C OA 20 20 09 6C 61 INTEGER,. .la )
02F0n: |73 74 SF 6D 65 73 73 61 67 65 20 20 20 20 54 45| |st_message  TE (5 recently_emoticons
0300n: |58 54 2C OA 20 20 03 6C 61 73 74 SF 75 70 64 61| |XT,. .lasc_upda (23 scherna_migrations
0310n: |74 65 64 SF 61 74 20 42 4E 54 45 47 45 52 2C OA| |ted at INTEGER,. (= secret_key_info

Fig. 8. Page index of root node
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1:7BD0OR: OE 80 68 00 11 1F AS F4 OE 8D 68 FF 7
1:=TEREOR: 25 1F OO0 06 21 23 23 06 B3 01 0% oD #1 11
1:=7TBFOR: 00 06 06 01 11 ©8 OO O1 OB OE OO0 o0 PO 01 -
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FO 00 11 1D F1 EE 27 OC FO 00 02 FF FF &1 78 22
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74 SB 30 20 30 30 30 30 20 SD SB 20 30 30 20 30 ©[0000000] (00000
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Fig. 10. Detecting algorithm for concealed database file
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0x5fad : 0eWhen you come here? I'm very boring.
0x5fbf : Letme.introduce.yourselfMCLEE

Ow6fbf,0x6f8d,0x617 10006158,

Fig. 12. Operation screen
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