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ABSTRACT

To collect server information and construct network map enable us to prevent security breach, prepare for national cyber
warfare and make effective policies. In this paper, we analyze well-known network scanners, Nmap and ZMap, and construct
network map using banner grabbing. We use multiple threads in order to increase scanning speed and arrange IP lists by
specific order to reduce the load on information gathering targets. Also, we applied performance tests to compare the
real-time banner grabbing tool with the existing network scanners. As a result, we gathered server information from domestic
and overseas servers and derived a risk index based on the collected database. Although there are slight differences among
countries, we can identify the risky situation that many users in every country are exposed to several security breaches.
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Information

Crawling tool collection target

Fig. 1. The process of SYN Scan
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Table 1. Comparison of characteristics of the
two methods of collecting information

Method
Fingerprinting Banner
. Grabbing
Comparison
Accuracy High~Medium| Medium~Low
Collection rate Slow Fast
Number of
packets used more than 60 7~10
Target server .
load High Low
Multi-regional 192.0.0.0 - 193.255.255.255
Europe 194.0.0.0 - 195.255.255.255
Others 196.0.0.0 - 197.255.255.255
North America 198.0.0.0 - 199.255.255.255
Central/South
America 200.0.0.0 - 201.255.255.255
Pacific Rim 202.0.0.0 - 203.255.255.255

Fig. 3. IP distribution by continent



A 00553

(2017. 12) 1321

Class A 0./6 1./6
Class C |000/2\ |001/2\ ]010/2| \011/2‘ ]100/2] ]101/2] ]110/2] |111/2|

|0000|‘0001 00.1.0 OUH‘ 0.1.00 ’0101

Method 1 1 2 3

Method 2 1 9 5 13 3 11

7

15 2 10| 6 141 4 |12 8 16

Fig. 4. Packet transmission order according to address generation method
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Table 2. Number of IP addresses by country

Country Number of IP address
Korea 112,431,360
Japan 203,421,184

Malaysia 3,423,232

Philippine 5,461,472
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5.1 FTP(21H EE) Hj ==& Zu}
Table 3. FTP Banner Collection Results
Country Banner Count Ratio (%)
FTP Server 1.2.4 (FTPD) 8206 31.7 Number of
MikroTik FTP server (MikroTik 5.20) 4621 17.9 Banner Responses
Microsoft FTP Service 1873 7.2 33,979
MikroTik FTP server (MikroTik 2.9.27) 1771 6.8 Number of
Korea vsFTPd 2.2.2 857 3.3 servers verified
vsFTPd 2.0.5 784 3.0 95 872
Filezilla Server version 0.9.41 beta 556 2.1
vsFTPd 3.0.2 305 1.2 Response Ratio
ProFTPD 1.2.9 147 0.6
0,
Fic 6752 26.1 0.030%
FTP Server version 6.00LS 16072 35.0 Number of
ProFTPD 1.3.5a 10992 23.9 Banner Responses
vsFTPd 2.0.5 6315 1357 189,252
vsFTPd 2.2.2 5029 10.9
ProFTPD 1.3.3¢ 817 18 e f’ff ;
Japan ProFTPD 1.3.5b 615 13 AL A LU
ProFTPD 1.3.4a 514 1.1 45,982
ProFTPD 1.3.4c 386 0.8 FleraaEe Bt
Version 6.4/OpenBSD/Linux-ftpd-0.17 251 0.5
Etc. 4991 10.9 0.095%
Pure-FTPd privsep TLS 782 35.8 Number of
Microsoft FTP Service 287 13.2 Banner Responses
ProFTPD 1.3.4b 46 2.1 2,835
vsFTPd 3.0.2 44 2.0 Number of
Malaysia vsFTPd 2.2.2 39 1.8 servers verified
VxWorks 5.4.2 36 1.6 2.182
FileZilla Server version 0.9.41 beta 30 1.4 Response Ratio
ProFTPD 1.3.3c 27 1.2
Etc. 891 40 8 0.083%
sv312.mngsystem.com FTP server (Version 6.00LS) 79 35.1 . Numrlt)er of
Microsoft FTP Service 48 213 anner “esponses
MikroTik FTP server (MikroTik 6.30.4) 18 8.0 421
FileZilla Server version 0.9.41 beta 13 5.8 Number of
Philippine vsFTPd 2.2.2 10 4.4 servers verified
vsFTPd 2.0.5 8 3.6 225
VELRUE ! ol Response Ratio
FTP server (GNU inetutils 1.4.1) 6 2.7
Etc. 36 16.0 0.008%
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5.2 SSH(22H ZE) H{L{ & Za}

Table 4. SSH Banner Collection Results

Country Banner Count Ratio (%)
OpenSSH_3.0.2p1 724 5.8 Number of
OpenSSH_4.3 1318 105  jpanner Responses
OpenSSH _5.1pl1 Debian-5 510 4.1 12,560
OpenSSH_5.3 3900 31.1 Number of
Korea OpenSSH_6.1p1 Ubuntu-2ubuntu2.8 235 1.9 servers verified
OpenSSH_5.5pl1 Debian-6+squeeze3 238 1.9 12 544
OpenSSH_6.6 227 1.8
OpenSSH_6.6.1p1 Ubuntu-2ubuntu2.8 235 1.9 Response Ratio
OpenSSH_6.6.1 788 6.3
0,
Etc. 4369 34.8 0.112%
OpenSSH_4.3 5669 8.0 Number of
Banner Responses
OpenSSH_5.1pl1 FreeBSD-20080901 1955 2.8 .
OpenSSH_5.3 23538 33.2 '
Number of
Japan OpenSSH 5.8p2 hpnl3vll FreeBSD-20110503 10583 14.9 ey verlied
OpenSSH_6.6.1 8842 12.5 70.822
OpenSSH_7.2p2 1511 2.1
Response Ratio
Dropbear 2015.67 1590 2.2
Etc. 17134 24.2 0.035%
OpenSSH_4.3 158 5.6 Number of
Banner Responses
OpenSSH_5.3 1251 44 .6
3.063
OpenSSH_5.8 93 3.3
Number of
Malaysia OpenSSH 6.6.1 271 9.9 servers verified
OpenSSH_6.6.1p1 Ubuntu-2ubuntu?2 67 2.4 2.804
OpenSSH_6.6.1p1 Ubuntu-2ubuntu2.8 82 2.9
Response Ratio
OpenSSH_6.6p1 Ubuntu-2ubuntul 62 2.2
Etc. 814 29.0 0.082%
OpenSSH_4.3 33 5.3 Number of
Banner Responses
OpenSSH_5.3 141 22.7
718
OpenSSH_6.0 83 5.3
Number of
e OpenSSH 6.2 59 9.5 servers verified
Philippine
OpenSSH_6.6.1 43 6.9 620
OpenSSH_6.6.1p1 Ubuntu-2ubuntu2.8 19 3.1
Response Ratio
OpenSSH 7.2 35 5.0
Etc. 257 415 0.011%
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5.3 HTTP(80¥ ZE) jLf 47 Zo}

Table 5. HTTP Banner Collection Results

Country Banner Count Ratio (%)
Microsoft-HTTPAPI/2.0 11625 15.0 Number of
Boa/0.94.14rc21 10093 13.0 [fjpanner Responses
Apache 7405 9.5 78,062
AkamaiGHost 5598 7.2 Number of
Korea nginx 3262 4.2 servers verified
DNVRS-Webs 2880 3.7 77 557
PWS/8.2.0.6 2846 3.7 ’
httpd 2616 3.4 Response Ratio
GoAhead-Webs 2118 2.7
Apache/2.2.15 CentOS 1768 2.3 0.069%
Etc. 27346 35.3 ‘
Apache 166059 45.2 Number of
Apache/2.2.15 FreeBSD DAV/2 PHP/5.3.5 with 19187 59 Banner Responses
Suhosin-Patch ’
I ehe NS 16732 46 367.618
Apache/2.2.15 CentOS 16513 4.5 Number of
Japan Apache/2.2.25 FreeBSD PHP/5.3.27 ... 12252 3.3 servers verified
Microsoft—-HTTPAPI/2.0 12251 3.3 366.998
Apache/2.2.22 FreeBSD PHP/5.3.10 ... 11062 3.0
Apache/2.2.31 10968 3.0 LiEEpenes [
AkamaiGHost 10463 2.9 0.180%
Etc. 91511 24.9 ]
Microsoft-HTTPAPIL/2.0 1989 23.4 Number of
Apache 1665 196 Banner Responses
Apache/2.2.15 (CentOS) 566 6.7 8.726
nginx 313 3.7 Number of
Malaysia DNVRS-Webs 265 3.1 servers verified
lighttpd/1.4.31 239 28 8511
Apache/2 209 2.5 Response Ratio
Apache-Coyote/1.1 174 2.0 .
Fic. 3091 36.3 0.249%
Microsoft-HTTPAPI/2.0 1421 41.6 Number of
Apache 588 17.2 Banner Responses
Apache/2.2.25 249 7.3
BigIP 128 3.8 3,522
Apache/2215 126 3.7 Number of
Apache/2.2.3 60 1.8 servers verified
Philippine Apache/2.4.6 59 1.7
nginx 55 1.6 3,413
Apache/2.4.7 46 1.3
Apache/2.2.22 49 1.2 Response Ratio
Apache/2.4.18 29 0.8
0642
Etc. 610 17.9 0.0647%
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5.4 SMTP(25%¥ ZE) Hjl{ & Zu}

Table 6. SMTP Banner Collection Results

Number of Banner Responses

Japan 263,257
Korea 104,645
Malaysia 2,793
Philippine 988
Response Ratio (%)
Japan 0.129
Korea 0.093
Malaysia 0.082
Philippine 0.018
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Table 7. Performance evaluation result of the
crawling tool implemented in this study

send recv db

(KB) (KB) (KB) db/recv | db/send

1 139488 | 17070 756 0.0443 0.0054

123592 | 14176 784 0.0553 0.0063

138866 | 16264 732 0.0450 0.0053

138906 | 16316 740 0.0454 0.0053

(G200 BN BRCR I V)

139161 | 16545 752 0.0455 0.0054

Avg. | 136003 | 16074 753 0.0471 0.0055

Table 8. Performance evaluation result of the
Masscan(banner grabbing)

(SIE{%% ai%v) (ﬁg) db/recv | db/send

1 16060 967 76 0.0786 0.0047

2 16061 959 78 0.0813 0.0049

3 16077 966 76 0.0787 0.0047

4 16056 914 7 0.0842 0.0048

5 16058 955 77 0.0806 0.0048
Avg. 16062 952 7 0.0807 0.0048

Table 9. Performance evaluation result of

complex use of Nmap & ZMap

send recv db

(KB) (KB) KB db/recv | db/send

1 18638 1298 81.6 0.0377 0.0026

18254 1138 72.6 0.0383 0.0024

17248 748 45.6 0.0366 0.0016

18022 1047 64.8 0.0371 0.0022

O | > | W | DN

18247 1178 70.8 0.0361 0.0023

Avg. 18082 1082 67.1 0.0372 0.0022

COMPARISON OF PERFORMANCE

mCrawlingTool M Masscan 8 Zmap&Nmap

CORRECTNESS CRAWLING EFFICIENCY

Fig. 6. Comparison graph of Performance
between implemented crawling tool, Masscan
and complex use of ZMap & Nmap
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