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ABSTRACT

While the PSK mode of the DTLS is the most efficient in terms of the performance, it is not easy to pre-distribute and
manage the symmetric key pairs as the number of sensor devices increases. On the other hand, both the RPK and certificate
modes offer a convenient key management tool, but they do not guarantee a good computational performance. In this paper,
the end-to-end security protocol suitable for the constrained devices is proposed, based on both the ECQV certificate and the
PSK mode. Namely, the initial DTLS handshake is performed using the ECQV certificate, and the subsequent DTLS
handshakes with the other CoAP servers in the same group are performed using the PSK mode for the purpose of reducing
the overall computational load. Furthermore, a fine-grained access control for the CoAP client can be enforced to allow
access to the limited number of CoAP servers.
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Table 1. Table of notations

Notation Description
N, nonce (random number)
AK,, authentication key and session

SK key shared between C}, and S,

Cert, | ECQV certificate of S,

HG’K symmetric encryption of H by a
group key GK

H(.) second-preimage resistant hash function

kdf(.) key derivation function
message-integrity code based on a
MIC(K) | symmetric key K covering all
preceding messages exchanged

CarCLy = {51,5,,53,5.
(CarCLy = {51,52,53,55}) sp TLS-protected {51,52,83,5,}

iCa ability ID lssuance |
Py '+ p| caplDy

GKI = [ —-)
Ca
— Qa
—_
- Initial - Subsequent
i o
Cert; / - \\\ DTLS Handshake & ']
0 Cly =
i

qi @\@‘
K; Suby \/’ .e_— pskTKA
1] \ - — P
i=123....0 N . IPv6 Internet
Lowpan  OLBR

(x=1,2,3,4 y=56z=728)

Fig. 1. Proposed network model and DTLS
handshakes

s, o= T]T7} n=|E(F,)|el W]~ ElEe]
o, A4 tlulo] el Bid BCQV Q%A e o
S3} o] AP}, 5, SPERY UZAE 84
7] $)3) r, el,n—1]% AA3FA, R, =r, .G&
Btk SPE r E[ln—1]5 WAt S 9] Al
A Q%A oA A vk} o] ARSI

Cert, =R, +rgy .G=R,+ R (1)
s =qgptre -H(Cert,S,) (2)

SPEHE] Cert,9 s& W 5w, 5= A4l

ECDH 7§417] ql,:s-Frz.H(C'ertI,Sz)i} ECDH
M Q, =q,.GF E=EFIT. 59 e

ECQV <&l&Aet SPel 3707 Qg Foixlvhd
ches) o] o] ARssle)
Q, =q,-G= Qg+ Cert,.H(Cert,,S,). (3)

SPE C,ell tEh AZAe] Au w8
t}. <l71El CoAP FepoldE(C,)= Aol 345
= 54 AB Age] dFE3, A7) &3l AlA
tulo]aSo) w3k Aol |45} 3], CoAP
SefoldEe] o] whebr] FE AH A Yol
A Aol 3 25
F7HHew  Agk ?‘é} FE 3lth (Fig.l.olM=
I=4)

O3
=

CL,= (8,88} < Sub, . 1>1. (4)

ol CL,& ZFzl|dE(C,)4 Capability List
2 AHw SP= COL,ol d9skE  caplD,
(Capability ID)E a3 Fub. O AAHL
Z ECDH a7l 2 3071 % (¢4 Q@ =q4G) %
7 2 oldk Mg} o= A CL ol E3
5 Al teje]zete] “Initial DTLS s=4le]="
= Ay o ECQV 1AM 4 ¢l%% RPK 2=
= ARSE) dE Aozt FREH AlA tut
o]~ PSKESS AAEA  CelA delsta
“Subsequent DTLS d=#lo]="e|x& PSK &
5 ARSI AA] Hute] o) 0,7 lE4e]a

ﬁ]x]- i;g—t:a =9 e olr,]_

>~

3.2 Capability List0ll 2 2 H0]

a17}el CoAP Ze}o|elE Capability Listel
e} S AlA tefelse]  AHEE 4 ol
Capability List {S,8,...5) el w2 HZA=S
WAAIZ171 $l8 Auth,7b FE dAxZ7F He
Merkle Eg|E AHJgr} Fig.2 o4} o] 2=
XE5% Capability ListZ FAsle] EgolxlE
gl7F Aot (n > 0,1=2").
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A by, = Hhiy ) 00h o 1)0y01) 5 ARE A7) ot
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rrol 39 A =ES “Subsidiary T2 A
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ARt SPellAl (08,005  A%ste]
Capability ID W2 243} 5% O} A% i
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Auth; = hy,
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ol 07 Sl AEE 5 sle o] it A
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o Sy 20Ny
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‘Initial DTLS #=4le]=2'% w3 o7t CL,
of &&oles thE AlM tutel~ S (€ CL,) ol A
23 A= “Subsequent DTLS =4o]|="7}
At A wE Jd Vob N 1A /1S
7l AKE 7MoR  SK, =kdf (AK,N,,N,)E
&3 pskTK,SF Subsidiary, = S, A A=
geh S 9.9 dd AE Ag Subell Sl
A7l wiEel GE& ol 4 9lrh. wEh S =
Auth /& Axstr b AERY psk TS
Auth 49k 543 Felshe, Fdsobd o= S,
01] AT & sl dge] ook Ao] 5o

99X SK, = kdf(AKANfNA)E R T
7‘]‘%‘ A28 A& Faoll AAle] gk I5E 3

3A|

du ol

Al oupel 52 Z47h okE B ARE (Sub;,
j=1,2,..k) % shte] @M& *6}71 3ol

2ha 3}44 ﬂﬂ_ 1 5hel ]‘1 43l CoAP A1He
AT & 4 A "ok 53], ¢, capID, 7t SPR
S R o, H(K,, Q) Auth )5 S84 A
7] Wbl Ko Pdd fAFElE Aot

H =AM Algksl= DTLS d=4ol=e] okd
41L& Capability ID—— -rlifé} T glke ARl

2k Capability L1st°ﬂ Kol Ihsdt
capID,,, 5 73371 fl3A = H(](wQAdmAUthA)
5 alA AAe] Hojof gt X=K Q) lAuth,
ol X:[(HQM]IIAuthA"] , BFAAE X=X
£ &3l ECDH 71171/3717] (quwQAdv) %
= &0}‘%’]& sh=dl, H()= HX)=H(X)E

ir

ESe X E 2S5 gle A2 AR e
gh4=o]7] wiitell E7Fs3leh. A= Capability ID
Azshe A A BrbssiA s

mlm e _1

4.2 MM C|HIO|AO| CHEF Security Bootstrapping

Ak ZREZM= AA tiule] el SPAle]
of A7)(&;)7F AA= AL 7M. o] 7149
JAAL tha3t 3ol AW shssict. 2 AlA Hut
o] ~E5-2 LoWPANe| wix=|wiA [Pv6 F4 AA
< 984 6LBRI 6LoWPAN ND(Neighbor
Discovery) Z2%Z 1zla [EEE 802.15.49]
Pan Coordinator®} Join ZZEZFS 33}/
Hr}b AlA tufe]~7F LoWPANel eFAstAl s =]

25 37| Sl e A AlA tute]xet PC &
= 6LBR Alolell %7] H3MdAS $3F Security
Booststrapping 4ol D3k o] A4S Esf
Al AlA Hrfe] g} SP7Ee] tiA) 7] AA o] 7153
=

1/\5]

43 845 7t ¥ Hlu

(13, 14)914 A<= DTLS wAAE 7oz
Alokdl Hob TR EZS 43 DTLS WAAY &5
< Fig.3.3 #r}. = 6719 WA FlightE2 T
A Certificate ®AA] B=5 FA] 5
(x=1° <M Cert;T caplD,7F BAEH
ClientKey Exchange "A1A] HEeol Subsidiary,
= HAE o] Fe FY AB AR 59
Subsequent DTLS =025 8 3 geo&
Subsidiary, 2} pskTK,7} A5}

A3 37 Contiki 3.0 AH&sisla AlA
vlo]l~E=  TI  CC2538em [(15)2® ARM
Cortex-M3 Processor (32 MHz)®} 512KB
Flash, 32KB RAM 8|1 4KM ROMS A&
t}. 6LBR Raspberry Pie 2¢ CETIC 6LBR
(16)& EH&)A FAslE 2 TinyDTLS (175
CC2538em®  Ubuntu PCel  ZHs}gic}
CC2538emdl = 5 AT o 16-bite
LFSR(Linear Feedback Shift Register)& A}
43l= PRNG(Pseudo Random Number
Generator) & Algdtt, A3 vpfEes
secp256rl (182 AAsta, k3 a|Ags H(.)
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i+ SHA-256, ®wAA %44 3= MIC(
AES-CBC-MAC-128 2],

7]

[e]
=

LN
<> rlo

kdf(.)E HMAC-SHA-2562 AH&3lth  Table
2= tlefsk wolrEdA DTLS sle4o]=zel Af
4% cryptographic primitiveEe H#F A A

7+ ®WolETy ECDSA, EnC H(.),
MIC(.) Aol AHE-5 WAA] ZHo|= 320} =
71&o %2 39itt. ECDH
o]£q Az

ECDSA,= ECDSA 7%A

Aol 1600 ES

A st AL

ECDSA A Az,

kdf (.)

s

a3 EnC A7 +53}t AR Ze] et
Fig 4.9 Addl Zz2EZ3)
RPK(ECDSA), 9154 (ECDSA ®#1 X.509 4

Table 2. Primitive execution time

= C

P

7]

4

7 PSK,

Primitive Parameter Exe?utlon
Time
ECDH secp256r1 1100.83ms
ECDSA, | secp256rl 1150.97ms
ECDSA | secp25611 1249.09ms
EnC AES-CTR-128 0.38ms
H(.) SHA-256 0.39ms
kdf(.) AES-CBC-MAC-128 0.76ms
MIC(.) HMAC-SHA-256 6.10ms
16-bit LFSR
Nonce with radio ADC 0.06ms
1§
ClientHello | |
@ 4| [ HelloVerifyRequest >
ClientHello |
ServerHello >
~ Certificate (Cert)) >
CertificateRequest >
\ ServerHelloDone 3
Certificate (capiD,)
ClientKeyExchange(Subsidiary,)
<{__ ChangeCipherSpec |
@ || |{__Finished (MIC(Sky) ]

NewSessionTicket (pskTK,)>

ChangeCipherSpec
Finished(MIC(SK,)) >

Fig. 3. Initial DTLS handshake message

Z4 2 ECQV ¢lEA)rxg DTLS d=4ol=
A A7 243t Fig.3.¢l49 24 =HA(D, @,
@)utel FefolAdERNE H7ls Al AHE]Fha o
Al FefoldEdA HZS ALk AP M
ZollA A=A (Z WAl Bk, 7
718l ©AE 9wl). Proposed 1, 2+ 4%
Initial 2 Subsequent DTLS #=sjo]=E vje}
itt. PSK, ECQV, Proposed 1 ¥ Proposed
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