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ABSTRACT

In 2001, Boneh and Franklin proposed Identity-Based Encryption(IBE) that does not require a certificate like Public Key
Infrastructure(PKI) by using user’s Identity as a public key. However, IBE has a key escrow problem because the Private
Key Generator(PKG), who is a trusted authority, generates a secret key of every user. Also, it does not support efficient
revocation when the user’s secret key is exposed or the system needs to revoke the user. Therefore, in order to use IBE as
PKI that currently used, it is necessary to solve the key escrow problem and the revocation problem.

In this paper, to solve those two problems, we suggest Accountable Authority Revocable IBE(A-RIBE) based on
Accountable Authority IBE that mitigates the key escrow problem and Revocable IBE that solves the revocation problem.
Also, we define the security model suitable foe A-RIBE, and analyze the principle of designing A-RIBE according to based
A-IBE and RIBE and their advantage and disadvantage.
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Key Update @ A-AE A7l 2= o]
EFIE AAste] FAA A Frt

Create Decryption box : 3AA= ID*ol
et B53l whag ubEeir &3l

gkef o] B3}l uiag qlYoR de FA o

LR

it

IV. M2t 7|

Setup @ Fo1% H3F A A9} AlzEle] ALS-
2t 4 Nell sl PKGE BAE 2§ Al2H
(p, G, Grre,9) & ART =, g,9,,0,
L, 0,0 EG 2} oc,ﬁﬁyEZp%‘ Yoz
Aeigkct, ol setelelel ekE] vd7)E o
=2 it PP= {9791:9(¥a9279‘;:9w/7
h:g‘ﬁ,u',ul, n,v v} MSK={a, 3,7} .
w3t A *JEH"J A7] B|l~E RLI o4t E
ol st=BTE =93t oW BT 4
(leaves) S AF8A} 491 Nz} 2t}
SKeyGen protocol : °] 4xz]&2 284}
°F PKG Abeld] s ZREZE AR}
PKG= 352 PP, AMALY] olelt] IDE
lguton PKGE F7}2 MSKS BTE <1
nheth A ZREZE ok 3l
PKGE oM d9=7] @2 o n& BTeA A
g8t & A8l IDE kT pell AHAsich
0 € Path(n)ell sl tha} o] <dakgich g,
7F A=l glehd AlRgEle] AR =] 9lA] o

<

ol g, € GE YR AP F rE g

(99799 9o/ g) B AAETH aQEZp% Qo=

A=k + SK,= {0, SK,", SK," }
= {0,030, D) 6"}, E AR AL

Al Al A gt

AR reg % Q2 Adse] R=g

o
AL H PKGelA  AHEs) PKG—‘E
ZK-PoKE %3l gol| ot Re] oAt =7} r

. PKGE ZK-PoKE A=ste] Aslx 9opa

TREZS Fukdth weF ZK-PoKel A9sict
W ez Qo7 b R=R'= W
W= (B g Ve g AR AR

oA (R, (', 1)) & A&t
L AREARE oy Qi) Bd3A] A=)
{6(973 )=-e(R,h) ,

ey, Ph)=elg,Rg")

akek odxto] UAEHA| otErhH AMEAlE ZERE
e L]

’ 1 1

T

(hg
= Axkete] SK,= (rp. hy) 2 AAZCE
AR BT vt
SKip= (SK,, SK,)
Airste] PKGell A
ZK{(T'ID,

s Rp= e(g’g)r/”/\e(.% * gileh[D)

i 71”‘«1 Egﬂ—"— —"—“H% - 9l
. Ry7b A fz.}Ol ZH=H PKG= 31 +4
N FA7] BaEd
TK| 713k

UKeyGen : PKGE st= BT S 243tz 72+
XX &€ KUNode(BT,RL, T)°l W3 b,E
T Y= A F g
7k el B S ALkt £
7= vt A

K,= {0, UK, UK" }

_ -~y by by
= {9796FBB(T) g }QEKUNode(RLBT, 7)
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. DKGYGGH . A}%—X]——‘E— PKGE.“‘?‘E% HEL%% 6’20— glg 6’2 1= 6(979)

> rlo

dulelE7] UK,=10, UK , UK" },, % #F
o] w4y SK,,= {SK,, SK,} 5 ¥A3)]
HeF InJ=g e LS FEsta 234 @
o g In g & AL o bE ZF 9912
Agstel 233847 DKy, 5 et 2ol AA
gt

DK, =
(SK, UK'F,

wat

[=v4

(ID)"Fy (1), SK" g*, UK" ")

_ (ngwat(]D)(H—aﬁFBB( T)b+b€ , ga-%—ae7 b+b9)

=(d1,d2,d3)
DIy, 1= (DK, , DK, = SK,)

+ Encrypt : A7 224 21el9) m, & A9
3t m Bmy=m o] HEZF APt del=
LsEZ% We 7 AR ) dEEE
ches} o] Axe.
= <m1 * 6(93792) Fuat([D)t7FBB(T){>

= <C1,07 Ciys 01,27 C13>
Cy={gig """ e(g,9)" ,m,

={Chy, Cy1, Cyy)
C=(CG)

« Decrypt @ 3% C, 5337 DK, 5 A
g3kl ohgs el R3E gk

e(Cl.,zde)e(Cmvd;z)

e(CM,dl)

e(Cogrhpp) + Gy s Gy
m=m;Bm,
dadt A BEsy)e] 77 dAeh vA
A ome FHsta, 234 Wl 1§ ¥R
o}

o Trace : FoIx 37N Felvele] PP} AF4219)
ID, 2N 471 t,, 183 -5 H33} v~
DecBox o Wl ohg3) 222 Ao B35
s oukee) RS 2H,

1 7RES ctrzofi AAeta thee] AFe
8\ el HhEg}

- AE R s, €25 Jol2 A
Ao HWAA] me Grg AYsty o3 o]
LR EERE T P

« elg,h)™*)

my= Cj X

- =

o

Cho=my e(g.h)™" R]f) +)
- e &F 533} W2 DecBoxy, ol W
o] gt dHahd wAA] m & EHg
gk m=m' olghd ctr& F7HAIA

2. W ctr=0 olzbd PKGE &H3}A ctr=0
olgb AMALE EH g}

+ Judge @ AHARE WIE7] A ZREZO vf
2%t A4 PKGAAl R,,7F AE-E
9 A S o r A A4 FHE T
tp’t AAe] I FATRNE S ST

* Revoke : 7|5 A&ALE] ofelt] IDs} 7]
ANA T, 7] MAE RLS Eukol H)7] glx
EZ qddle]E gt}

CE

,-\1 o;-L

Ei

V. oHdy

0[

5.1 IND-RID-CPA 2Hd M

Ae] 1. Akl A-RIBE:= 72X 29A
q-ABDHE 7143} 4% DDH-1 7Me] Agls}
2 SE¢] RIBE 71 (17)¢] IND-ID-CPA &A#}
o7l A3 uwl IND-RID-CPA =dlellA] <k4ls}

s

1. ek Al”k= 71l H& IND-RID-CPA%
Az A7k £ SEC] RIBE  7[HE
IND-RID-CPA Edol|lA FZH| AFsle &4
BE AAArFssitt. e S92 A<k 71ME SE
RIBE®] IND-RID-CPA FAzt=Z =[dAdste] &
3t

o

» Setup @ B+=

J¥e g SES RIBEY 37
HlE] PPy,

1t BE vRAEY] .8

5 BEF g, =g¢" h=g¢"% Axst] A-RIBE

7ol 3N steble PP={g,,9,, PPy} &

TAA AolA Frt.

* Oracle Query :

9] RIBE®] L&}&-& A3 &He&
g A= ohe 2t

v SKey Query : A9 A9 tjs] B+ RIBE

9] PKG(+) Le}&s AMEshe] SK & AA s

B A9] Asle] W3l SE
get. A
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Apale] W miAE}F| S AMEStY] SK,E AJAds)
o] Aol g}

v UKey Query : A9 A<l dis] B+ RIBE
9 KeyUp()) L&}55 AMESt UK,E AA
ao] Aejeo] gt

v DKey Query : A2 AL s B+ SKey
Queryet UKey Querys %3 92 SK,9
UK %= 83t DKy, 5 A8kl Aol
g,

* Challenge : A% Bl A D'} T'%
a3 F wAA My, M S BN Be A

AE A7 My=my,@my, M, =m),Bm,=
U= H SE®  RIBE  EAAA

*

D", T my,,m, & A¥3ste] SES| RIBEY
ARA shEar 01*: (01*,0 ) 01*,1 ) 0;2 ) 0;3)%

wol2t}h, Bt RIBES Azl ks (¢

b=y O
5.2 Dishonest PKG Q&AM

A7 2. A<kt A-RIBE 71M-e LDZW'13 714
(10)Je] Dishonest PKG AYelA <ekAsicbd
Dishonest PKG Algdol|l4] ekA i}

Z, Wk Aokl A-RIBE 7|l disl
Dishonest PKG AYA <elst= 342 A7}
ZA%ebd LDZW'13 712l Dishonest PKG A
delldl  FEldke FA BE AA 7hsdih

¢ Setup @ Av Rt A4 AE AP Setup
gdye]ZS Alegste] A-RIBES] 270 djeirlg
PPe} wkrH7] MSKE QErh Av 34
IDQl D¢t PPE BelA At B PP

o] 38l (g,9,,h)F LDZW13 7]We &
N seble] PRE A4St D79} @ A=A
oA A gkt

« Key Query : B= A} ID"o) gk 7] A
A ZR2EZS 53 5K, & 2=ttt Be A%
9 A9 EEEE A4 Qe
(R", (" h)) 3} Az ] o A 431
LDZW'139 7] AA Z2eZS sk}

* Key Update : AT BelA A7t = d
o|E7|E Al Frt

» Create Decryption box : A+¥ ID*d d
g H33} wkas uhEolx EHEtt By o
33} whxell DKol W3 AEE AAst &
Hhr}

DK<= B7} LDZW13 7]%9 Dishonest
PKG AelA sefshed AHEH7] gon A7 &
A2y H33}t whae] DR,= 34 A-RIBE 714€]
Dishonest PKG AlelA et H53t wix
o]ln2 LLDZW'13 7% Dishonest PKG A%<l
A el get O

5.3 Dishonest User QXA

A 3. Aekr A-RIBE 71¥ LDZW'13 714
(10)e] Dishonest User AYelrx gFdsicpd
Dishonest User AQelx skAs}lc}.

. weF Ak A-RIBE  71¥el disl
Dishonest User AYlA <2lsls 342 A7}
28 LDZW'13 7149l Dishonest User 7l
delldl  EEhe FEA BE AA b

+ Setup : BE LDZW'13 7|¥9] 37 we}rle
PKE 9808 whet) virEly] & Agsta
Gortt Uy s, 0 v S PR AEEte] Fo)
bl PP={PKipyys 92,95 =9" v s uy,
..A,U,l,v’,v} = A3 5 A oA =}

* Key Query : B= ASte| ID,,...ID, | W3t
7] A ZREZNAN GK = Aol & vix
15 B N B B o T A o ST e P I v R
LDZW13 ¢ 7] AX =Z2eF 02138 £3)
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o] Arggic},

+ Key Update : B+ Aol & gide]E7]
= A3kl AdA ot

¢ Create Decryption box : Ax ID*d|
gt o3} wkaE vbEeld 23t Be
B33} wkre] DR O tiE ARE A7 st
Hal},

o2

)

DK B7F LDZW13 719 Dishonest
User AlYelA Felshedl AMEA] dem A7t
223 233} wbro] DK+ 34 A-RIBE 7149
Dishonest User AYelA <elsts H&3) vix
ol=& LDZW'13 71%<] Dishonest User A3l
A SR O

VI. Hlmet 24

E Ao ikt A-IBE 7193 RIBE 7|9
< B3] A4 7Fs3F A-RIBEel wis) Awy 7+
7+e] 719l &l wlal A8

o HARE Eelshe iy

Goyal®] Waters IBE®} Fuzzy IBEE 7|Hte
2 3= 7 WA A—IBE 71 (6] shte] wlAA|

4 XOR A4 Z4ste] m=m®dm, 5 W=
3= 7 719 “ﬂ"lx] my,m, 2 HE|ste] Z7he]
AlAE 714 IBES ARS8le] whE otashsie why
S AR o)) = Aie) IBE 71 & skt H)
W7ake] A-IBES] 48 ¢33 vjd7|2 43},
olgigt wAlA] #e] uH-& 2183k A-RIBEE A
Azbssict, HAAE m,m,2 223 § 7129
A-IBE®} RIBE 7|¥& 283} m,2 A-IBE 7|
HoZ mye RIBE 7|HoR +33lsle] si-s
At ol I Afe] wlAA] F kel wAAE

TR ke AUkl 2 AN sk
= %z AgA Fae dE 5
o RIBE 5] WAA% swgsiel Agakei A
A m, % A3 97] Wl Axgeld 7]

FoE a7] Axel At %E3E A s}
WAAE 858 & 5 glonl webd AR o)
B AT Fae gk Asde] el o

2hr] gtast AAellA wAAE Eeld v @ A

Table.1 key and ciphertext size, security and
provided skills of A-RIBE using message
separation skill

the size of A-IBE's
secret key + the
size of RIBE's secret
key

secret key size

the size of RIBE's

update key size
P v update key

the size of A-IBE's
cipher text + the
size of RIBE's cipher
text

ciphertext size

security of same as RIBE and
encryption A-RIBE encryption
. scheme scheme
security -
model Dishonest same as A-IBE
PKG
Dish
ishonest same as A-IBE
User
public traceability same as A-IBE
ID reuse same as A-IBE

2% 3oz Heslojof 3l B53y]= A-IBE9
H47]e} RIBEC #3372 33 eyt =
A-IBE®| 7|2 AAMAE F43tv RIBES uv['27]
Z uolE = wHeR dAr|E Alwbssliel
(Table.1)& wAAE Helshe wes A3
u A== A-RIBES 7|9} ¢ts% =7], <kxA
w3} AF 7Fsd 7154 vehdit

AR S Bglste WS A-IBES} RIBES 7
5] Agste] A-RIBES AAIE 4 9la w479}
R B g b S i = B T i R s i
ZAntgar AojAths o] EAFA| T T 7|
%711 ulra}ﬂ 7} BAAA @AY v S 7]
o2 & A9 N geprlee] Ho|rt Holvn 7]
A—IBE7} AsA e 7ss AT 5 dle
Aol EANg}.  wEhM  dARAE Eelske
A-RIBEZ AAste vhge F7HHo g 7158 A
T3 Zlo] desir] won niuz|e] A FAle]
A A o) 3 BAlsE ohs o] o7} Ahdoz 2}
ofolsli= 2ol A gtalr},

ok ot ﬂ1°_, )

1o rlo

r—it'—/

[UR

+ Kiayias®} Tang®] ¢ub w3 uphilg kg
7

Kiayias¢} Tange| Aetgt IBES A-IBE 7|4
02 Ws= (9] vl AdAE AT
= ARE 7] 98 IDE vE S92 73}
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o ARgAp7} AlElgk v E
2EE(14)5 AHEslo]
t}. Kiayias®} Tange dubd #H3 8-S [BE
719e] ohd RIBE 7|'ell 4435} A-RIBE®] 4
A7t 7Fsstet. PKGEF AHAl= OT ZEEEZS
o vE7)E s PKGE Akl wE
o|E7|E AAEt] AREAlAl At olw B
7= ID9] Ho] mtgF AAsle] whg3l o] B
= ID ARE TR donw wf Azkeic} A4
shd "l (Table.2)+ Kiayias®t Tange] ot
A Wy s AMES o) A== A-RIBES
2e3) Al 7Fsg Vs

2ERS AYHa OT =

NI 7S e R o]

Table. 2 key and ciphertext size, security and
provided skills of A-RIBE using KT's method

relative to 1D length
the size of RIBE's
update key
relative to ID length

secret key size

update key size

ciphertext size

security of
! y same as RIBE
encryption .
encryption scheme
scheme
security -
model Dishonest eak black bo
W X
PKG
Dishonest .
adaptive
User
public traceability always provide
ID reuse always provide

Kiayias®t Tang® ubq W3 ®wS 2ZE
RIBEZ A—RIBEE W rhssta 3 FAAAH
u

wlzba Kiayiasel Tang?| odubz w3 w9k A}
43l A-RIBEE AAISl= W2 oofst 7152
Agsfol s vdye} B335 53

T 3t oJ] W FAle] rlsgt 373l A 3tsh

R EfdAe ID 7|8k k39 7] o BAE
skslsle B33ty 4 7159 AREALE d7)Eka

B335 ulolE & 4 gle ohE Zejvlgrel
A-RIBE®} = M4 =S Agksisic). =3t 4
3 7153 A-IBES} RIBE®] 7ol w2 #-ohz]
of e B3t o Ao Hgtak A Algkslsd
oh FFol|, skd oA mdelM FH sbsdt
A-RIBE 7|¥& AAsty $93te A79 oS &
49l 7|HE A= A77F dasio
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