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ABSTRACT

The android packer service using runtime execution compression technology switches to the original application using
DexClassLoader. However the API interface of the DexClassLoader receives the path of the loaded DEX(Dalvik EXcutable)
and the path of the compiled file. So there is a problem that the original file is exposed to the file system. Therefore, it is
not safe to use the API for the packer service. In this paper, we solve this problem by changing the compile and load flow
of the DexClassLoader API. Due to this changed execution flow, the complied file can be encrypted and stored in the file
system or only in the memory and it can be decrypted or substituted at the time of subsequent loading to enable the
original application conversion. we expected that the stability of the packer will increase beacause the proposed method does
not expose the original file to the file system.
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Table 2. Specification

Mobile AP(Application Processor) Version
Google Nexus 5 Qualcomm Snapdargon 800 4.4
Google Nexus bX Qualcomm Snapdargon 808 6.0
Samsung Galaxy Note 4 Exynos 5433 4.4.4
Samsung Galaxy 5 Qualcomm Snapdargon 801 4.4.2
Samsung Galaxy 6 Exynos 7420 5.0.2
Samsung Galaxy 7 Exynos 8890 6.0.1
Samsung Galaxy 8 Exynos 8895 7.0
Vega Qualcomm Snapdargon S4 Pro 4.0.4
HTC ONE M9 Qualcomm Snapdargon 810 5.0.1
LG G3 Qualcomm Snapdargon 801 4.4
Table 3. dex2oat compile time per mobile
Manufacturer Mobile Performance (second)
Nexus 5 1.48 | 255 | 270 | 409 | 473 | 557 | 592 | 6.13 8.04 | 8.50
Google N‘;(us 1.40 | 1.79 | 1.93 | 3.06 | 3.74 | 3.95 | 4.37 | 4.39 | 6.14 | 6.61
Galasy | o6 | 173 | 181 | 296 | 356 | 4.01 | 429 | 440 | 6.33 | 6.68
Note 4
Samsung Galasy 5 | 1.90 | 281 292 | 464 | 502 | 552 | 561 6.56 | 7.25 7.75
Galasy 6 | 1.54 199 | 2.08 | 3.46 | 3.82 | 3.91 436 | 454 | 6.89 | 6.54
Galasy 7 | 1.23 1.97 1.97 3.38 | 353 | 3.62 | 4.01 4.05 6.07 6.11
Galasy 8 | 1.10 1.64 1.69 | 2.61 3.03 | 3.19 | 3.47 3.55 5.24 | 549
LG G3 1.21 2.36 249 | 417 | 454 | 527 | 572 | 6.47 7.26 | 8.56
HTC ONE M9 | 2.03 | 2.69 2.75 | 458 | 562 | 587 | 10.12 | 10.26 | 15.83 | 16.35
Pantech Vega R3 1.53 | 267 | 290 | 430 | 483 | 6.07 | 6.46 | 6.54 | 9.01 | 10.53
Table 4. dex2oat compile time per android version
Mobile Version Performance (second)
4.4.4 1.72 2.45 2.89 4.73 5.01 5.57 6.44 6.55 9.12 9.15
Nexus 5 51.1 1.60 2.55 2.73 4.37 4.85 5.30 6.19 6.11 8.59 9.07
6.0.1 1.48 2.55 2.70 4.09 4.73 5.57 5.92 6.13 8.04 8.50
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