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ABSTRACT

One-time password has been proposed for the purpose of addressing the security problems of the simple password system:
fixed passwords and pre-shared passwords. Since it employs the consecutive hash values after a root hash value is registered
at the server, the security weakness of the fixed passwords has been addressed. However, it has a shortcoming of
re-registering a new root hash value when the previous hash chain’s hash values are exhausted. Even though several
one-time password systems not requiring re-registration have been proposed, they all have several problems in terms of
constraint conditions and efficiency. In this paper, we propose the one - time password scheme based on a hash chain that
generates one - time passwords using only two cryptographic hash functions at each authentication and satisfies the existing
constraints without re-registration, Security requirements and efficiency.
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Fig. 3. Server’s Calculation
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