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Abstract

Because of the advantages of certificateless and no escrow feature over the regular
signature and identity-based signature, certificateless signature has been widely applied in
e-business, e-government and software security since it was proposed in 2003. Although
a number of certificateless signature schemes have been proposed, there is only one
lattice-based certificateless signature scheme which is still secure in the quantum era. But
its efficiency is not very satisfactory. In this paper, the first certificateless signature
scheme on NTRU lattice is proposed, which is proven to be secure in random oracle
model. Moreover, the efficiency of the new scheme is higher than that of the only one
lattice-based certificateless signature.
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1. Introduction

Since it was proposed in 1976, the digital signature scheme has more than 40 years'

history. With the further research of digital signature and the rapid development of
e-commerce and e-government, the conventional digital signature can no longer meet the
needs in practice. So more and more researchers pay increasing attention to the digital
signatures with additional properties, such as, blind signature, identity-based signature,
certificateless signature, group signature, proxy signature and so on. In blind signature
scheme, the signer can complete the signature on message m without learning anything
about m. So it is widely used in e-cash and e-voting. Group signature makes it possible to
realize the anonymity and traceability at the same time, and it is widely applied in
anonymous certificates, e-voting, e-cash, and anonymous attestation. Ring signature is an
alternative to group signature, but the anonymity revocation in it is impossible. Proxy
signature can realize the delegating signing capabilities in authenticated routing. As can
be seen in [1, 2], all the non-conventional digital signatures can contribute to challenges
in the information and communication technology.

With the advent of lightweight cryptography, the main difficulty today in digital
signature is the lightweight authentication, which can be realized by decreasing the cost
of infrastructures to authenticate the public/private keys. In the traditional Public Key
Infrastructure (PKI), a trusted certificate authority (CA) composes certificates to ensure
the authenticity of the users. It brings a vexing problem—certificate management
problem. In order to deal with it, identity-based public key cryptography (IB-PKC) was
first proposed in [3]. In the IB-PKC, the public key is just the product of the user's
identity while the private key is generated by the trusted private key generator (PKG) and
the user. It is obvious that the IB-PKC has the advantage of certificateless. However, it
suffers from the key escrow problem. More specifically, the PKG knows all users' private
keys. To overcome it, certificateless public key cryptography (CL-PKC) was proposed in
[4], which has the significant advantages of certificateless and no escrow feature at the
same time.

There have been a large number of certificateless signature (CLS) schemes so far, for
example, [4-11]. And all of them are based on the hardness of the classical number theory
problem, particularly the discrete logarithm assumptions. However, Shor indicated in [12]
that the discrete logarithm problem and the integer factorization problem would no longer
be hard when quantum computers came into reality. In view of the recent progress about
guantum computers in [13], looking for a quantum-secure CLS scheme is very urgent.

Fortunately, Bernstein has conjectured in [14] that only some schemes can be reduced
to computational problems on lattices, which are still hard even for quantum algorithms.
What is more, lattice-based cryptographic schemes are also easy to implement because
typical computations involved in them are only the integer matrix—vector multiplication
and modular addition operations (refer to [15], for an overview on lattice-based
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cryptography). And lattice-based cryptographic schemes are supported by the worst-case
to average-case security guarantees. Considering these three advantages, lattice
cryptography has entered a rapid development stage and the last ten years has met its
achievements, such as cryptographic primitives [16-20], encryption schemes (public key
encryption schemes [21-25], fully homomorphic encryption schemes [26-29]), signature
schemes [16, 30-35]. The first lattice-based CLS scheme has been proposed in [36].
Nevertheless, its efficiency is not very satisfactory.

1.1 Our Contribution

In this paper, the first CLS scheme on NTRU lattice is proposed. We prove it is
existentially unforgeable against strong adversaries in the random oracle model when the
small integer solution (SIS) problem on NTRU lattice is hard. Moreover, the comparison
between the two lattice-based CLS schemes indicates that the new CLS scheme is more
efficient.

1.2 Paper Organization

The remainder of this paper is organized as follows. Section 2 presents some
preliminaries. Section 3 describes the syntax and security model for CLS schemes. The
first CLS scheme on NTRU lattice is provided in Section 4. Section 5 gives the efficiency
comparison between the only two lattice-based CLS schemes. Finally, Section 6
concludes this paper.

2. Preliminaries

2.1 Notation
Throughout this paper, security parameter n=2' is a positive integer which is larger than 8.
R and Z are the real space and integer space, respectively. We will work in the ring
R=Z[x]/(x"+1)and ring Ry =Zq[x]/(x" +1) where a prime q is bigger than 5. It is
also satisfied that x"+1 can split into kq irreducible factors modulo prime g. R* denotes the
set of invertible elements in R. If vector xe R", then ||x|| denotes the Euclidean norm of x.
And for a matrix A, let a; be the ith column of A and ||A|| is defined as max; (J|ail[).

Letf=>""fx'andg=>""gx' be polynomials in R.

- fg denotes polynomial multiplication in R, while f *g = fg mod (x" +1).

-(f)is the vector whose coordinates are respectively f,,..., f .. (f,g)eR*" =R"?is
the concatenation of (f)and(g).

Definition 1(Anticirculant matrices). An n-dimensional anticirculant matrix of f is the
following Toeplitz matrix:



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 10, NO. 10, October 2016 5193

fo LT PR (f)

Cn(f): ‘_fn—l TO .fl.':fn.—z — (X*f)
-f, -f, . (x"1*f)

When it is clear from context, we will drop the subscript n, and just write C(f).

2.2 Lattices

An n-dimensional lattice is a full-rank discrete subgroup of R". Here we focus on
NTRU lattice.

Definition 2(NTRU lattice). Let q be a prime bigger than 5 and n be the power of 2.
And f, geR, (f is invertible modulo q ). Let h=g*f “ mod q. The NTRU lattice associated
to h and q is Ah,q:{(u,v)eR2| u+v*h=0 mod q}. Here Anq is a full-rank lattice of

R?"generated by the row of
_Cn (h) In
A-lyq ) ( J '
qln On

Where I, and O,, are respectively the nxn unit matrix and nxn null matrix.

2.3 Gaussian on Lattices

Gaussian sampling was first proposed in [37] as a technique to use a short basis as a
trapdoor without leaking any information about the short basis. The discrete gaussian
distribution on lattice is defined as follows.

Definition 3(Discrete Gaussian distribution). For any s>0, ce R" , define
n-dimensional Gaussian function ps. : R"— (0,1] as

2
X—C
ps,c (X) 2 exp(_”%) .

For any lattice ACR", psc(A)=Yxea psc(X). The probability mass function of the
discrete Gaussian distribution is normalized as Dy s¢(X)=psc(X)/psc(A). For simplicity, in
the rest of the paper, D, sc(x) will be abbreviated as D, s(X).

In the following lemmas, we review several well-known facts about discrete Gaussian
distribution.

Lemma 1[refer to [15]]: For any n-dimensional lattice A, center ce R", positive >0,
s>2n4(A). For any xe A, we have

D,..(X)< i FEon

where #7.(A) is the smoothing parameter of the lattice A. For ¢<1/3, the min-entropy of
Dasc(X) is at least n—1.

Lemma 2: For any ¢>0 and a positive integer m, we have
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1. Prx« D, :|x>120]<27.
2. Prx«<D,, :|x|> 20/m]<2™.
Lemma 3[refer to [38]]: For any ve Z™and a positive real a, if o = w(||v||/logm ), we
have
Prix<-D,, :D,, (X)/D,, (x)=0@)]=1-2"®",
and more specifically, if o =<;z||v||, thyen -
Prix«-D,, :D,, (x)/D,,  (x)<e?=¥]=1_27,

The preimage sampling algorithm on NTRU lattice is defined as.

Algorithm 1:Gaussian_Sampler (B, o,c) :

Input: Basis B of an n-dimensional lattice A, standard deviation ¢>0, centerc € Z".
Output: vsampled inD, _ .
1. v, <0

2: C,«C

3:for i<n,.,1 do

4: ¢ «<c,b >/”6, HZ

s oo

6: z, < Sample Z(o;,c,
7 C, < C—zbandv_, <V, +zb
8: return v,

In this sampling algorithm above, the algorithm Sample Z(o;,c;) samples
is the Gram-Schmidt

ien

one-dimensional ~ Gaussian D, . , and I.5>:(6i)

orthogonalization of B.

2.4 Hardness Assumption

Definition 4 (SIS over ring Ry, namely R-SISyn4). The Small Integer Solution problem
on ring Ry with parameters ¢, m, 5 and @ is defined as follows: Given m polynomials a;,
az,...,am chosen uniformly and independently in Ry=Z, [x]/(®=x"+1), a way to describe
SIS on ring R, is to find a solution tea™\0 which satisfied that [|t|<s, where

a={(t,ts,... ,tn) eR™ Ztiai =0modq}.

The trapdoor generation algorithm on NTRU lattice is somewhat different from that on
general lattice, which is defined as shown in Algorithm 2 in the following. Here it s
denoted as Trapdoor Generation.
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Algorithm 2: Trapdoor Generation (n,q) :

Input: n,qeZ,0>0.

Output: (B,h) e R*"*"xR;

1. Sample f and g from DZ"YGthat satisfy (f mod q) e Rjand (gmod q) e R} .

2.1F | f|> on or|g] > o~/n, restart.
3. If< f,g >~ R, restart.

4. Compute F,,G, e Rsuchthat fG, —gF, =1; Set F, =qF andG, =qG,.

5. Use Babai’s nearest plane algorithm to approximate pair (F;, Gg) by an integer linear
combination of (f, g), (xf, xg), ..., (X" *f, X" 'g). Let (F,G)be the output, such that there exists
k e Rwith (F,G) = (F,,G,)-k(f,9).
6.1f |(F,G)|>no , restart.

C(f) C(9)

7. Return trapdoor basis B =
C(F) C(©)

jand polynomialh=g/f eR;.

When f and g are chosen accordingto D,, (o >0and f,geR;), Theorem 4.1 in [39]

shows that the statistical distance between the distribution of h=g/f and the uniform
distribution in R’ is 219 4"l which is negligible. So the SIS on NTRU lattice, namely

R-SIS,,,4 can be defined in the following.

Definition 5 ( (g,2,6)-SIS on NTRU lattice). A way to state the SIS problem on NTRU
lattice is to set R=Z[x]/(x"+1) and two small polynomials f, g are picked according
toD,, (o>0andf,geR;), A=(h,1)e R;*and h=g/f. So R-SIS,is to find the (21, z,)

which satisfies A(zy, z,)'=0and ||(zy, z,)|| <.

Theorem 1[19]. Let n=2* &=x"+1 and ¢>0. m and q are positive integers such that
qzﬂ\/ﬁ -w(log n) and m, log g<Poly(n). If there exists a polynomial-time algorithm 2
solving R-SIS, ;s With non-negligible probability, a new algorithm @ can be constructed
to solve y-ldeal-shortest vector problem (SVP) in polynomial-time with zﬂ\/ﬁ -o(log n)
by invoking algorithm 4.

So far, there is no algorithm which is known to perform non-negligibly better for
y-ldeal-SVP than for y—SVP. According to the development of the algorithm, it is
generally believed that there has not been any sub-exponential quantum algorithm that
can solve the computational variants of y-SVP or y-Ideal-SVP in the worst case, for any y

that is polynomial in the dimension. And the smallest y which is known to be achievable
in polynomial time is exponential, up to poly-logarithmic factors in the exponent [40-42].
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3. Syntax And Security Model for CLS scheme

3.1 Syntax

A CLS scheme is a set of 7 probabilistic polynomial-time (PPT) algorithms: Setup,
Extract-Partial-Private-Key, Set-Secret-Value, Set-Private-Key, Set-Public-Key,
CL-Sign, CL-Verify as follows.

Setup(n). Taking security parameter n as input, PKG outputs the master private/public
key pair (msk, mpk). Note that PKG keeps msk secret.

Extract-Partial-Private-Key(msk, id). On input of the master private key msk and an
identity id, PKG outputs a partial private key diq and then sends it to the user via a secure
channel.

Set-Secret-Value(id). Given an identity id, the user id outputs a secret value Sig.

Set-Private-Key(di4, Sig). Taking the user id 's partial private key diq and the secret
value s as input, the user id runs this algorithm to output sk;q as the full private key.

Set-Public-Key(skig). On input of full private key skiq, the user id outputs a public key
PKig-

CL-Sign(y, id, skis ). Given a message u, the user's identity id and skiy, the algorithm
outputs a signature sig on .

CL-Verify(sig, g, id, pkig). On input of (sig, 4, id, pkig), the algorithm outputs 1 if and
only if sig is valid. Otherwise, outputs 0.

3.2 Security model for CLS scheme

In general, a secure CLS scheme should satisfy the following requirements:
(1) Correctness: The signature obtained from CL-Sign can be verified by the verifier.

(2) Unforgeability: When it comes to the unforgeability of the CLS scheme, we should
consider two types of adversaries.

Type 1: The adversary models an outside attacker. So the Type 1 adversary can replace
any user's public key with the value chosen by himself.

Type 2: The adversary models a malicious PKG. So the Type 2 adversary knows the
master secret key msk.

However, neither Type 1 adversary nor Type 2 adversary can replace public keys and
know the master secret key at the same time.

The security model consists of two games. Game 1 is played between a challenger ¢
and a Type 1 adversary 4;. The second game is the interaction between a challenger ¢
and a Type 2 adversary 4,, namely Game 2.

Game 1. This game is played as follows.

Initialization: The challenger ¢ runs the algorithms Setup to generate the master secret
key msk. Here _4; is an outside attacker, so he cannot know the msk.

Queries: Adversary 4, can adaptively query all the oracles as follows.
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(1) Create-User-Oracle. The oracle keeps the Lc-list which is a list of 5-tuples (id, dig,
Sia, SKig, pkia). Given an identity ide{O,l}*, the oracle looks up it in Lc-list. If id is found
in Lc-list, pkig will be returned as output. Otherwise, the oracle runs algorithms
Extract-Partial-Private-Key, Set-Secret-Value, Set-Private-Key and Set-Public-Key
to output dig, Sig, Skig and pkig, respectively. And then the oracle stores (id, dig, Sig, SKia, PKia)
and returns pkig.

(2) Extract-Partial-Private-Key-Oracle. Given an identity ide{0,1} as input, challenger
C looks up id in the Lc-list and returns the corresponding partial private key dig to
adversary 4;.

(3) Extract-Secret-Value-Oracle. When _2; queries this oracle for identity ide{0,1},
challenger ( arises the Lc-list for id and the corresponding secret key si; will be returned
to adversary ;.

(4) Replace-Public-Key-Oracle. Given an identity id and a new public key pkig,
challenger ¢ replaces the current public key with pkiy and records this change
successively.

(5) CL-Sign-Oracle. Taking an identity id, a message u and a secret value Xy associated
to the current public key pkiq as input, the challenger ¢ first browses the Lc-list for skigand
then runs CL-Sign to output a valid signature sig which will be verified by the public key
pkis. Note that if pkq is derived from the Create-User-Oracle, Xj;=_1.

Forgery. Finally, adversary 2, outputs a forgery sig” on (id", x'). Here pkig~ is the
current public key. In general, when we say 4; wins the game, it always means that (1)
CL-Verify (sig’, 4, id", pkig)=1 (2) («", id", xi+) has never been sent to the oracle
Extract-Partial-Private-Key-Oracle for query (3) id” has never appeared in the Lc-list.

Game 2. Here a challenger ¢ and a Type 2 adversary 4, interact with each other as
follows.

Initialization: In order to generate the master secret key msk, challenger C runs the
algorithms Setup. As the malicious PKG, 2, knows the master secret key msk.

Queries: Adversary 4, makes the following queries adaptively.

(1) Create-User-Oracle. The oracle keeps a list of 5-tuples (id, di4, Sig, SKig, PKig), namely
Lc-list. Given an identity ide{O,l}*, the oracle searches Lc-list. If id is found in the Lc-list,
challenger ¢ returns pki to adversary 4,. Otherwise, the oracle successively runs the
algorithms Extract-Partial-Private-Key, Set-Secret-Value, Set-Private-Key and
Set-Public-Key to output (dig, Sig, SKia, Pkig). Finally, challenger ¢ stores (id, dig, Sig, SKid
pkig) in Lc-list and returns pk;q to adversary 4,.

(2) Extract-Secret-Value-Oracle. Taking an identity ide{0,1}"as input, challenger ¢
searches Lc-list for id and the secret key s;q will be returned to adversary 2.

(3) Replace-Public-Key-Oracle. Given an identity id and a new public key pkiq as input,
challenger ¢ replaces the current public key with pkis and successively records this
replacement.
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(4) CL-Sign-Oracle. Given an identity id, a message « and a secret value X4 associated
to the current public key pkis, challenger ¢ arises Lc-list for skiy and then runs the
algorithm CL-Sign to generate a valid signature sig which can be verified with pkis. Note
that if pkiq is derived from the Create-User-Oracle, Xi4=L.

Forgery. Finally, the adversary 2, outputs a forgery sig” for (id", ). Here pkig~ is the
current public key. When it comes into the condition that 2, wins the game, it always
means: (1) CL-Verify (sig’, ", id", pkie)=1 (2) («", id") has never been queried to the
CL-Sign-Oracle (3) id” has never been queried to the oracle Extract-Secret-Value-Oracle.

4. A CLS Scheme from Lattices
4.1 Construction

Let a prime g= fz(ﬂ\/ﬁ) >2, n be the security parameter, « be positive integers,
s=Q((q/n)y/In(®nq) ), 0=12sxkn, H: {0,1} —{ve Z{ } and Hy: Z2" x{0,1} >Dyi{ve Z],
0<||v||:=<x, k<<q}. Our certificateless signature scheme on NTRU lattice is:

Setup(n). Taking security parameter n as input, the PKG runs the Algorithm 2 to
C(f),C(g) EZanZn
C(F).c@G)] *°
respectively. Where B is the basis of the NTRU lattice Apg.

Extract-Partial-Private-Key(msk, id). Taking the master private key msk and an
identity id as input, the PKG runs the preimage sampling algorithm on the NTRU lattice
Gaussian_Sampler(B,s,(H(id),0)) to output (sy,S2). Then the PKG sends (s4,5;) to the user.

And the user can verify whether ||(sl,sz)||§s\/ﬁ and s;+s,*h=H(id). If so, the user takes
(s1,82) as dig. Otherwise, rejects them.

Set-Secret-Value(id). The user id choosess,, s, € D, .and outputs si=(s;, s, ).

output a trapdoor B :[ = Rq2xz as well as he R} as the msk and mpk,

Set-Private-Key(diq, Sig). Given the user id 's partial private key diyand the secret value
Sig, the user id outputs skig=(diq , Sig) as the full private key.

Set-Public-Key(skig). Taking full private key skiy as input, the user computes
pkis=s, +s, *h and outputs pkis as his public key.

CL-Sign(y, id, skig ). Given a message u, the user's identity id and skiy, the algorithm
does as follows:

(1)Select random y,, y,, ¥, Y, € D,, _and define

augHGH
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Zl Sl yl
+y,*h ||z S
(2)Sete=H1([y% Ye },y) andz={zu:|= 22| % x| 2
Y, +Y,*h z Z S, Y1
2] |s, Y,
: . L D,. (2 -
(3)Output sig=(e,z) with probability mln(l,MDZ'—"). If nothing is outputted,
z

7" 0,58
repeat this algorithm.
CL-Verify(sig, u, id, pkig). On input of (sig, x, id, pkig), the algorithm outputs 1 if and

only if
@lzlI<20n | |z2l|I<26/n , || z; <20 n and || z; <20 Vn
Z+2 *h H (id
(2)e= Hl({% : H ( )}*e,ﬂ).

,+2,% pKiq

4.2 Correctness

Theorem 1. The lattice-based CLS scheme satisfies correctness.
Proof. According to the CL-Sign phase, we know

z,+2,*h| [H(id) ‘e

z,+2,*h| | pki

=_Z} . z'2 *h—[H(id)}*e
2] |z PKig

HEN S FE S
i

:_y1+YZ*h}

LY+ Y, *h
So the valid signature sig=(e,z) derived from CL-Sign will satisfy the equality

o Hl(rl + z? *h}_{H (id)}*e,ﬂ) |

z,+2,%h| | pkyg
In addition, it is obvious that the distributions of z;, z,, ziand z'2 are very close
toD_, by combining the rejecting technique and Theorem 3.4 in [38]. According to
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Lemma 2, we have |lz]|<26vn , |lzll<26vn ., || Z K20 ~/n and || z, I<20 ~/n with
probability at least 1-27".

4.3 Security

Theorem 2. The CLS scheme is proven existentially unforgeable against strong
adversaries in random oracle model, under the assumption the y-ldeal-SVP against
polynomial-time algorithm is hard.

Lemma 4. If the (g, 2, (4o+2;<s)\/ﬁ)-SIS on NTRU Lattice Anq is intractable, the

new CLS scheme is existentially unforgeable against any polynomial-time strong Type 1
adversary in the random oracle model.

Proof. Assuming there is a PPT adversary ,4; who breaks the new CLS scheme with
non-negligible probability, we can construct a simulator ¢ to solve the SIS problem on
NTRU lattice as follows.

Invocation: Being invoked on a random instance of the (g,2,5)-SIS problem on NTRU
lattice Ay q, the simulator Cis required to return a valid solution.

—Supplied: a polynomial he R} and NTRU lattice Apg.
—Requested: (sy, S;)€ Angand || (s,,S,) <.

Queries: 4, can adaptively query all the oracles shown next:

(1) H-Oracle query. The simulator ¢ keeps a list Ly-list which is a list of 3-tuples (id;,
dig, = (Si1,S,) » St siz*h). Taking an identity id;e{0,1}" as input, ¢ looks up it in Ly-list.
If id; is found in Ly-list, the simulator ¢ returns the s;;+ si;*h to adversary 4;. Otherwise, C
picks two polynomials s;;, Si; from DZn‘S, stores (id;, didi =(sy,S;,) » St Si*h) and returns

Sit+ Sip*h successively to adversary ;.

(2) Creat-User-Oracle query. The simulator ¢ keeps a list Lc-list which is a list of
4-tuples (idi, dy =(54.,5,) » Sy = (5,Si2) » PK ). On input of an identity id;, the
simulator ¢ does as follows. If id; is found in Lc-list, then ¢ returns pkidi . Otherwise, the
simulator C arises the H-Oracle query ford,, . Then the algorithm Set-Secret-Value and
the algorithm Set-Public-Key will be performed by the simulator ¢ to output secret value
Ss, =(51,5,) and pky =s,+s,*h , respectively. Finally, the tuples (id,
dig, =(Si1,S2) » Sg =(S,S,) » pki, ) will be stored in Lc-list and the simulator ¢
returns pk;, to adversary ;.

(3) Extract-Partial-Private-Key-Oracle query. Taking an identity id; as input, the
simulator Csearches the Lc-list for the partial private key's;, .

(4) Replace-Public-Key-Oracle query. On input of an identity id; and a new public
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key pki'di, the simulator ¢ looks up the corresponding public key pk;, and replaced it
with pki'di . Finally, this replacement will be recorded by the simulator C later.

YH+YQ*h}
' 1 1ei)'

(5) Hi-Oracle query. The simulator ¢ keeps the Ly;-list which is ({ ,
Yo + ¥i *h

4V, *h

Taking {y',l y',z*h},yas input, the simulator ¢ looks up them in Ly-list. If they are
it Vi

found in Ly,-list, Creturns the corresponding e;. Otherwise, ¢ randomly selects e; from Dy,

Yot Y *h

and stores ({ ,
Yia+ Y, *h

},,u,ei) in Lys-list. Finally, the simulator C returns e; to adversary

As.

(6) CL-Sign-Oracle query. On input of a message «, a user's identity idiand x;, . The
simulator ( first searches the H-Oracle query for d,, , then the CL-Sign algorithm will
be run to return a signature sig. Note that if pk;, is the user's current public key( that is to
say pk, has not been replaced), thenx, =L. In this case, ¢ can run the CL-Sign
algorithm to generate a valid signature.

Forgery: Finally, adversary 4; outputs a valid forgery sig’=(e’, z') on (4 '.id", pk .)
with non-negligible probability.

The simulator ¢ can solve the SIS problem on NTRU lattice as follows.

After receiving the forgery sig'=(e’, z'), the simulator ¢ will output a new forgery
sig=(e, z) on the same («,id", pk_.) by the forking lemma[43]. So we get

I:ZI-i—Z;*h :|_|:SI+S;*h }*e* :{zﬁz;*h}_l:sﬁs'z*h}e.
z,+z,*h| |s +s,*h z,+2,*h| |s +s,*h
. {(zi—zm(z;—z;)*h}:[shs;*h
(z, —2)+(z, —2,)*h| |s +s,*h
inequality [(z, —z,)—s, *(e"—e)]+[(z, - z,) +s,(e" —e)]*h=0also holds. Because of
the inequality [[(z —z)-s *€ —€)[lz [I+zlI+]s [I-le" € |l (4o + 2xs)vn
holds and ||(z;-2z,)+s,(e =€)z |+ z, | +]Is, |l-]le =€ |I< (4o + 2K‘S)\/ﬁ also
holds, so ([(z; —z)-s, *(e" —€)l.[(z, —z,)+s,(e" —€e)]) is a solution to the SIS
problem on NTRU lattice above, where 5> (4o + ZKS)J% .

Lemma 5. If the (0,2, (40 + 2x5)x/2n ) SIS on NTRU Ay is intractable, the new CLS
scheme is existentially unforgeable against any polynomial-time strong Type 2 adversary

}*(e*—e') holds. And then the
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in the random oracle model.

Proof. Assuming there is a PPT adversary 4, who breaks the new CLS scheme with
non-negligible probability, we can construct a simulator ¢ to solve the SIS problem on
NTRU lattice as follows.

Invocation: Simulator Cis invoked on a random instance of the (q,2,5)-SIS problem on
NTRU lattice Anq, and is asked to return an admissible solution.
—Supplied: a polynomials he Ry and NTRU lattice Apg.

—Requested: (s1,52) € Angand |[(s;,S,) ]I/
Queries: 1, can adaptively query all the oracles shown next:
(1) H-Oracle query. The simulator ¢ keeps a list Ly-list which is a list of 3-tuples (id;,

dig, =(8i1,S,) , St siz*h). Taking an identity idie{0,1}" as input, C looks up it in Ly-list.
If id; is found in Ly-list, the simulator ¢ returns the s;;+ si;*h to adversary 4;. Otherwise, C
first runs Extract-Partial-Private-Key to obtain a partial private key d,; =(s;,s;,),
stores (idi, d;y =(S;1,S;,) , Siut Sio*h) and returns si;+ si*h successively to adversary 4.

(2) Creat-User-Oracle query. The simulator ¢ keeps a list Lc-list which is a list of
4-tuples (idi, dy =(5y,S,) » Sy = (S,Si2) » Pk ). On input of an identity id;, the
simulator ¢ does as follows. If id; is found in Lc-list, then ¢ returns pkidi . Otherwise, the
simulator ( arises the H-Oracle query ford,, . Then the algorithm Set-Secret-Value and
the algorithm Set-Public-Key will be performed by the simulator ¢ to output secret value
Ss, =(s1,5,) and pky =s,+s,*h , respectively. Finally, the tuples (id
dg =(51,8,,) » Sy, =(5:1,5,,) » Pkis, ) Will be stored in Lc-list and the simulator ¢
returns pk;, to adversary 4,.

(3) Extract-Partial-Private-Key-Oracle query. Given an identity id;, C arises the
Lc-list and returns the partial private key's;; .

(4) Replace-Public-Key-Oracle query. Taking an identity id; and a new public
key pki'di as input, simulator ¢ looks up the corresponding public key pk;, and replaced it

by pki'di . Finally, this replacement will be recorded.

Yot V¥, *h

(5) Hi-Oracle query. ¢ keeps a list Ly;-list which is ({ ,
Ya ¥, *h

},y,ei) and is

L+ Y, *h
initially empty. Given{y',l Vi
Y+ Y *h
If they are found in Ly;-list, C returns the corresponding e;. Otherwise, ¢ randomly selects

]yas input, the simulator ¢ looks up them in Ly;-list.
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Yot Y *h

Y +y;2*h

g; from Dy, and stores ({
il

},y,ei ) in Ly;-list and returns e;

(6) CL-Sign-Oracle query. Given a message x, a user's identity idiand s, which is
associated with the user's current public key pk;, . Cfirstly arises the Lc-list ford,, , then
cruns CL-Sign algorithm to return a signature sig.

Forgery: Finally, adversary 4, outputs a valid forgery sig’=(e’, z') on message(x ,id"
pk ) with non-negligible probability. In this case, the public key pk .is the original
one created by C.

Simulator ¢ can solve the SIS problem on NTRU lattice as follows.

After receiving the forgery sig'=(e", 2), .2, will output a new forgery sig=(e, z) on the
same message (x,id, pk.,.) by the forking lemma in [43]. So we get

{z{+ z;;*h }_{S{+ s;;*h :I*e* :[zé + z2 *h:l_lis%+s%*h}e.
z, +z,*h| [s +s,*h z,+2,*h| |s +s,*h

So [(z, —z)-s, *(&" —e)+[(z, —2z,)—s, *(¢"—€e)]*h=0modq . Because of the
inequality ||(z, - 2)—s * (€ =€) Il z I+l z I +]Is |- le" —€[I< (45 + 2xs)/nholds
and || (z; —z,)-s, *( —e) <z |+l z, [ +]Is |I-]le" =€ |i< (40 + 2xs)v/n also holds.
So ([(z; —z)-s, *(e" —€)l,l(z, —z,) s, *(e" —e)) is the solution to the SIS problem
on NTRU lattice above, where > (40 + 2/(5)\/% .

Applying Theorem 1, Lemma 4 and Lemma 5, we obtain Theorem 2. Fortunately, the
security proof for our CLS scheme falls in the class of “history-free” reductions as
defined in [44], so it is shown to imply security in the quantum-accessible random oracle
model.

5. The Efficiency

There has been a CLS scheme [36] from lattice which is proven security in random oracle
model. Now we compare our new CLS scheme with [36] as follows.

Table 1. The efficiency comparison between two existing CLS schemes

The scheme msk dig Sid z

[36] (my)%log O(/nlogq) | (Mi-klog(siy/m ) | (my-K)log (2b+1) | m log(20y)

Our scheme 4nlog(sn ) 2nlog(sv/n ) 2nlog(s/n ) 4n log(20)
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Table 1 above lists the comparison on the communication overhead of our new scheme
and the existed scheme [36]. Where m;>2nlog g, ma>64+nlog g/(2b+1), m=m;+m,,

$1=Q(4/nlogq ), s=Q((q/n)4/In(8nq) ), k, b, x are positive integers and ¢;=12s;xm,

0=12skn. So it is obvious that the master secret key, the private key and the signature in
the new scheme are considerably shorter than that in [36]. Here, we compare the concrete
instances between [36] and our new scheme in Table 2 to prove that the master secret key,
the private key and the signature size of the scheme [36] are unsatisfactory and our new
scheme's master secret key, private key and the signature are much shorter. So we believe
the new scheme is more efficient than the existed scheme [36] in terms of communication
overhead.
Table 2. Comparison of the concrete instances
Instance 1  Instance 2 Instance 3  Instance 4 Instance 5

n 512 512 512 512 512

q 227 225 233 218 226

k 80 512 512 512 512

K 28 14 14 14 14

b 1 1 31 1 31

msk size in [34] (bits) 125584730 106436585 191548931 53092869 115590041
msk size in the new scheme 9789 8532 13551 4123 9192

diq Size in [34] (bits) 2512250 14739519 20076886 10217641 15394103
diq Size in the new scheme 7669 7041 9550 4836 7370

Siq Size in [34] (bits) 335359 1988244 2996866 1436158 1822863
Siq Size in the new scheme 7669 7041 9550 4836 7370

z size in [34] (bits) 151817 134978 114186 94951 131792

Z size in the new scheme 23902 22030 27049 17620 22689

6. Conclusion

With the significant advantages of certificateless and no escrow feature, the CLS scheme
has absorbed the general attention since it was proposed. However, when quantum
computer comes into reality, the CLS scheme based on number theory is no longer secure.
So looking for quantum-immune CLS scheme is urgent. Lattice may be the best candidate.
The only lattice-based CLS scheme was proposed in [36] in 2014. Nevertheless, the
efficiency of the lattice-based CLS scheme in the random oracle is not very satisfactory.
This paper described the first efficient CLS scheme on NTRU lattice. It is proved secure
in random oracle model. And the master secret key, the private key and the signature size
in the new scheme are considerably shorter than that in [36]. An efficient lattice-based
CLS scheme in standard model will be our future work.
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