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Tech-Group(database file)

Module 2

Portable Python or Built-in Python

/
i
'
H Main Category 1 Main Category 2
Publication 1
Server 1 Sub Category 1 Sub Category 1
! Analysis Target 1 Analysis Target 1
i
_______________ H Analysis Related Analysis Related
:
| purposes Tools purposes Tools
A2t Interface ;
He= 28 As h
Updater Control Systems % Analysis Target 2.. Analysis Target 2..
____,: __________ Public User-define
71& #el As databases databases !
3d party module ". Sub Cat 5 b
Graphic user interface Platform | ub Category < ... Sub Category 2 ...
Non SDK '
Portable H
Y 2325 portable Script :
Command user interface (rb, pl, py) !
Non Portable Built-in module | ! Module list database
portable |
_______________ H Module 1
i
Ruby Perl etc interpreter E Module Name || Module home || Author || Execute type
'
i
i
i
1

Operating System(Windows, Mac, Linux)

.-

(a8 2) EAUF WA 7=

Menu  Edit Panel

Manage

i ‘ i | Sherteut - [Public] Web Browser

Windows artifact & [E Favorites » | | Temporary files

[ stUserProfileSswFavoritesi | web History
Windows registry & Internet explorer Cache

3 [vista and more over] session restore

[ seUserProfileewAppDatatLocalWhicrosoftwWindows#webCachew Cockie

[ seUserProfile%#AppDataLocal#Microsoft¥WindowsWTemporary Internet FileswContent IES#index dat Download

[ seUserProfileewAppDatatLocalWMicrosoftWindowsWTemporary Internet FileswContent IES#<Random .

« m »

TargetRoot = C:

Module Name Author Descriptien - Classification, Favorite File Lookup | 8+ Lookup(Registry)

[ site_shoter NirSoft [UD]Web site screenshot Artifact classification and additional analysis factor -

[ site_shoter MirSoft Web site screenshot | Artifact analysis * | > Related Contents i

(] Webihwsmr!aﬂ Mandiant [UD]W.eb history analyzer £ k4 System Behavior 1 Web artifact B

[ web_historian Mandiant Web history analyzer [ Reloading Point #) Shorteut

Ll wera peRe UDIWeb browser forensic |1 & Web Usage @ %UserProf \IE%‘:\‘AppData"\‘LE[aIWM\[n:scﬂ\‘WmdEws‘u\‘Hlstcr}WH\stEr} IES#index dat

Clwera  DFRC  Web browser forensic anah ~ i File Download T | Ean kel @ oL K5 e RN i 5k b i T 1 ebn |
v « T T— 8 ‘ it

@E][;]mm [E Jeb Browser [7] Show reference | Status

(2% 3) PFP(Portable Forensic Platform)

=t ZA o] 2 Aol g23 do]elS SQLiteo] Az|59[15], Portable

YxE A 7)e #2] SYEFPFP)S Y9 2 Pythons &§3le] FFHEE Fd=[16] FHES
F2E DA $le AlRtEl Z2AE AEEo] NE =) el ZEE A vt S e 9o
[:L%‘ 37 2 %% 39S 712l PFPE [ 219 o tigh A &AQl Al X o] EE zl3Y3ie). idlo]

m

& FREA BB ZEad) 4 A2 B4 Eol A7 49 QA 938 0 grg P
S (ebel =) %a AzR 9 ARze] QA BE o] 9l7] Wl PFP A A0 R 74 57

= 3t o AT PRSI L= T Lo o| fa=t I : . = 5
o 9% N9 Axdlew PAElo] gtk PFPE 8ol ) 12 4 9tk A £ httpy/fthesoftorg S
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Windows Memory Analysis, “http://www.forensi
cswiki.org/wiki/Windows_Memory Analysis”

Wikipedia, “COFFE(Computer Online Forensic
Evidence Extractor)”, http://en.wikipedia.org/wiki

/Computer Online Forensic Evidence Extractor

[3] PassMark Software, “OSF(OSForen- sics)”, http:
/Iwww.osforensics.com/do wnload.html

[4] ArxSys, “DFF*, http://www.digital-for-ensic.org/
en/

[5] DeftLinux, “DART2”, http://www.deft-linux.net/

[6] Wikipedia, “File System”, https://en.wikipedia.or
g/wiki/File_system

[71 M Kohn, MS Olivier, JHP Eloff, “Fram ework
for a Digital Forensic Investigat ion”, JHP Eloff
- ISSA, 2006

[8] M Reith, C Carr, G Gunsch, “An exam ination
of digital forensic models”, Inte rnational
Journal of Digital Evid ence, 2002

[9] SANS, “Windows Artifact Analysis: Evidence
of...”, https://uk.sans.org/poster s/windows_artifa
ct analysis.pdf010 Editor, Binary Template, htt
p://w ww.sweetscape.com/010editor/templates.ht
ml

[10] wikipedia, List of file formats, https:/ /en.wikipe
dia.org/wiki/List_of file formats

[11] Log2Timeline, Log2Timeline, https:// github.co
m/log2timeline/plaso

[12] Data Structure, https://en.wikipedia. org/wiki/Dat
a_structure

[13] Willi Ballenthin , python-evtx module, http://ww
w.williballenthin.com/evtx/index.html

[14] Willi Ballenthin, python-registry mod ule,http://
www.williballenthin.com /registry/index.html

[15] SQLite, The SQLite Database File For mat, http
s://www.sqlite.org/fileformat 2.html

[16] Portable Python, “Portable Python”, http://portab
lepython.com/

[17] SangJun Jeon, “Portable Forensic Platf orm”, htt
ps://thesoft.org
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