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Abstract

Cloud computing is a new style of computing in which dynamically scalable and reconfigurable resources are
provided as a service over the internet. The MapReduce framework is currently the most dominant
programming model in cloud computing. It is necessary to protect the integrity of MapReduce data
processing services. Malicious workers, who can be divided into collusive workers and non-collusive workers,
try to generate bad results in order to attack the cloud computing. So, figuring out how to efficiently detect the
malicious workers has been very important, as existing solutions are not effective enough in defeating
malicious behavior. In this paper, we propose a security protection framework to detect the malicious workers
and ensure computation integrity in the map phase of MapReduce. Our simulation results show that our
proposed security protection framework can efficiently detect both collusive and non-collusive workers and
guarantee high computation accuracy.
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1. Introduction

Cloud computing is a recent trending in IT that moves computing and data away from desktop and
portable PCs into large data centers [1]. It refers to applications delivered as services over the internet as
well as to the actual cloud infrastructure. The hardware and system software in data centers provide
these services. Google first developed MapReduce as a parallel computing framework to perform
distributed computing on a large number of commodity computers [2]. Since then, it has gained
popularity as a cloud computing framework on which to perform automatically scalable distributed
applications.

Security is an area of cloud computing that presents some special challenges. Malicious workers, who
can generate incorrect results in order to sabotage the output without being detected, can exploit some
vulnerability. If several malicious workers are assigned to execute the same task, they can discover each
other and can cheat. We call these malicious workers “collusive workers.” If the malicious workers
cannot discover the others and cheat, we call them “non-collusive workers.” Hence, ensuring the
integrity of MapReduce computation in cloud environments is of great importance.

There is a lot of research on cloud computing security. But the great majority of this is on data storage

security, data transmission security, application security, and security-related third-party resources.
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Relatively few works have been presented on the topic of malicious workers in cloud computing. In this
paper, we present a security protection framework to provide integrity in the map phase of MapReduce.
This framework can detect the malicious workers in order to protect cloud computing security.

This paper is organized as follows: in Section 2, we describe the MapReduce model and malicious
workers. In Section 3, we present our proposed framework. In Section 4, we present our simulation
experiment results to illustrate the function achieved by the proposed framework. Finally, in Section 5,

we present our conclusion.

2. Related Work

The internet has changed computing to cloud computing. MapReduce is a great programming model
in cloud computing that was introduced by Google. The traditional architecture of MapReduce consists
of one master and a large number of workers. But the workers are vulnerable to being attacked by
malicious workers, who can tamper with computation integrity. In this section, we present a review of

MapReduce and malicious workers.

2.1 MapReduce Model

MapReduce is a programming model and an associated implementation for processing and
generating large datasets that is amenable to a broad variety of real world tasks [3]. Users specify their
computation in terms of a map and a reduce function. The underlying runtime system automatically
parallelizes the computation across large scale clusters of machines, handles machine failures, and
schedules inter-machine communication to make efficient use of the network and disks.

Users submit jobs to a scheduling system. A MapReduce job usually splits the input dataset into
independent chunks, which are processed by the map tasks in a completely parallel manner. The
framework sorts the outputs of the maps, which are then input to the reduce tasks. Typically both the
input and output of the job are stored in a Distributed File System (DFS) [4]. The framework takes care
of scheduling tasks and monitoring them as well as re-executing the failed tasks. Fig. 1 shows the overall

workflow of a MapReduce operation.
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Fig. 1. MapReduce execution overview.
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The master is responsible for controlling the computation, such as job management, task scheduling,
and load balance. Workers are hosts that contribute computation resources to execute tasks assigned by
the master. There are two phases (map phase and reduce phase) in MapReduce computation process,
and in the map phase, the workers are called mappers. Similarly, in the reduce phase, the workers are
called reducers [5].

First, the user starts the MapReduce job for the master programmer. In the map phase, the input data
is split into pieces which are normally 16-64 MB in size, and is assigned by the master to map tasks
associated with different mappers for paralleled processing [6]. The map tasks perform user-specified
computations on each input key/value pair from the partition of the input data assigned to the task and
generate a set of intermediate results for each key. The intermediate result for each mapper is stored in
its local file system and will be stored by the keys with intermediate results from other mappers, and it
divides this result data into regions to be processed by the reduce task. In the reduce phase, the
intermediate results are distributed to the reducers in order to reduce the tasks associated with reducers.
Each reduce task specifies which region a reducer should process [7]. After a reducer receives a reduce
task, the reducer waits for notifications about map task completion events from the master and then
receives intermediate results as its input. When the reducer reads its region from each mapper who
finishes their map task, the reducer starts to process them, and then each reducer outputs its result to

the DFS. Finally, the reducer notifies the master that returns the result to the user job.

2.2 Malicious Worker

We consider the malicious workers to be the attackers. They can cheat on a task by giving a wrong
result or tamper with the intermediate result to mess up the final result. Malicious workers can be
classified into two types [8], as listed below.

Non-collusive workers: This kind of worker misbehaves without coordinating with other malicious
workers and returns erroneous results in order to sabotage the final job results. If one task is assigned to
several workers, they return random and incorrect results.

Collusive workers: This kind of worker has more complex malicious behavior. They can
communicate to behave cooperatively and make an agreement between two or more collusive workers.
For the same task, they can generate and return the incorrect results with the same value to increase the
probability that the master accepts their results.

To detect malicious workers in cloud computing, we created a new security protection framework.
This framework consists of a replicate task and verification approach. Whenever the task queue is not
empty, the master will pick one task and send it to any two workers. That is to say, two random workers
execute this task, which is called a replicate task, respectively. After getting the two results from the two
workers, the master can compare them. If the results are different, it means that at least one worker is a
non-collusive worker. However, it is hard to tell which one is the non-collusive worker, but we can
detect and pick the non-collusive worker later. The replicate task is useless to collusive workers. For
detecting collusive workers, we improved the replicate task so that it is a credit-based replicate task, and
we added a verifier (trusted worker) to verify the intermediate results. We will introduce this framework

in detail in the next section.
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3. Proposed Security Protection Framework

In this section, we present the security protection framework to detect the malicious workers in order
to provide a security environment for cloud computing. Our proposed security protection framework
consists of two mechanisms: credit-based replicate tasks and verification, which can combine with each

other to be an efficient framework. In this section, we describe this framework in detail.

3.1 Framework Structure

In this framework, some of the components included are the master, workers (mappers and

reducers), verifier, history cache, and result buffer, as shown in Fig. 2.
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Fig. 2. Proposed framework structure.

Mapper 1 and mapper 2 are any two workers who perform the replicate tasks in the map phase. The
master picks one task from the task queue and assigns it to mapper 1 and mapper 2 (Step 1). After
execution, the two mappers will return their results to the master. The master compares the results to
detect if they are consistent. When the results are different, it means that at least one mapper is the non-
collusive worker. But it is hard to tell which one is the non-collusive worker. Then, the master will
divide the two mappers into blacklist 1 and reschedule the replicate task to any two new mappers (Step
2). If the results are consistent, the results will be stored in their history caches, respectively (Step 3).
The master asks the verifier (trusted worker) to verify this consistent result with a certain probability
because of the verifier’s limited resources. If the verification fails, the verifier returns a different result,
and the master can confirm that the two mappers are collusive workers and divides them into blacklist
2. Simultaneously, all of the results stored in their history cashes will be cleared, and the tasks they have
been assigned will be rescheduled (Step 4). If the verification is a success, it means that the two mappers
have passed one quiz, which means that they can accumulate one credit. Once a mapper has
accumulated enough credits, its history cache will release all the intermediate results to the result buffer.
Then, the credit of this mapper will be reset to 0 (Step 5). Finally, when the result buffer receives two
results from all the replicate tasks, it will release the results to the reducer (Step 6).

After the operation above is completed, we can use the verifier to discern and pick the non-collusive
workers in blacklist 1. The mappers in blacklist 1 will execute a task with the verifier. When the result
returned by a mapper is similar to the result returned by the verifier, this mapper can be released from

blacklist 1. Otherwise, the mapper can be confirmed as a non-collusive worker, and it will be divided
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into blacklist 3. As such, we can detect the malicious workers and discriminate between the non-
collusive worker and the collusive worker, where the workers in blacklist 2 are collusive workers and the

workers in blacklist 3 are non-collusive workers.

3.2 Framework Algorithm

The non-collusive workers can be detected immediately by result comparison. Therefore, we only
need to consider how to detect the collusive workers. In the following analysis, we focused on the
environment consisting of collusive workers.

We define m as the malicious ratio out of all workers, ¢ as the collusive worker ratio out of malicious
workers, P; as the probability that two collusive workers execute the same replicate task (they are able
to collude), P, as the probability that the two collusive workers are determined to commit a cheat, and
D5 as the probability that a non-collusive mapper is determined to commit a cheat. For a collusive
worker, one of the three scenarios listed below must exist when it wants to pass one quiz.

Scenario a: The collusive worker executes the replicate task with another collusive worker (with
probability 71*c), and they are determined not to commit a cheat (with probability 1— p, ). In this
case, the probability is:

A=m*c*p *(1-p,) (1)

Scenario b: The collusive worker executes the replicate task with a non-collusive worker (with

probability m*(1—c¢)), and this non-collusive worker is determined not to commit a cheat (with

probability 1— p, ). In this case, the probability is:
B=m*(1-c)*(1-p;) 2

Scenario c: The collusive worker executes the replicate task with a healthy worker. In this case, the

probability is:
C=1-m (3)

We defined the quiz threshold as k. If a collusive worker wants to gain the master’s trust, it must pass
k quizzes. For any case in which scenarios a, b, and ¢, happen i, j, and k-i-j times, the probability of each

combination in this case is A’/B/C*/. For this case, there are (If)(kf_’)combinations, so the
! J

probability of this case is:
o kk—i
PG, j. k=) aBICr @
Lo

If a replicate task is assigned to two collusive workers, and either of them fails to pass k quizzes, the

master will not release their results to the reducer. If a replicate task is assigned to a collusive worker
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and a non-collusive worker and the non-collusive worker commits a cheat, the master will not release
their results to the reducer too. The master will release an incorrect result to the reducer when the two
collusive map workers pass k quizzes and they cheat in a collusive manner. We defined A as the
probability that a collusive worker will pass all of the k quizzes. With A, we can derive the cheat
probability CP.

CP=m"*c*p *p,*N (5)

As such, we can get the accuracy probability AP that a task will return a correct result to the master

and that the master will release it to the reducer.
AP=1-CP (6)

Also, the AP can be described as:
AP=1-m**c**p *p,*A’ (7)
m =c TP TP,

We set m to 0.1, 0.3, and 0.5, respectively, and set the verification probability of the verifier to 0.25.
Fig. 3 shows the relationship between the quiz threshold and accuracy based on Formula (7). In this

case, cis 0.5, p, is 0.5, p, is 0.5, and p, is 0.5. From Fig. 3, we can observe that the accuracy increases

when the quiz threshold increases from 1 to 7. When the quiz threshold is 7, the accuracy can reach 100%.
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Fig. 3. Relationship between accuracy and quiz threshold.
We were able to get the relationship between accuracy and the quiz threshold based on a framework

algorithm. We show our verification of this result based on a simulation experiment in the next section.

4. Simulation Experiment and Results

Our simulation experiment was obtained using Hadoop, which is an open-source software

framework written in Java for the distributed storage and distributed processing of very large data sets
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on computer clusters built from commodity hardware. The testing environment consisted of 10
computers. The computer configuration was Intel core duo 2.7G CPU, with 2G DDR3 memory, and
Linux operating system. One of the computers was assigned to be the master, one as the verifier, and the
others as workers.

Because the non-collusive workers can be easily detected from blacklist 1 by the verifier, we focused
on detecting collusive workers in our simulation experiment.

We obtained our experimental results, as shown in Table 1, when we set the malicious ratio to 0.1.

Table 1. Malicious ratio is set to 0.1

Quiz threshold Accuracy (%) Execution time (s)
0 94.61 204.189
1 98.52 251.492
2 100 253.504
3 100 253.988

We obtained our experimental results, as shown in Table 2, when we set the malicious ratio to 0.3.

Table 2. Malicious ratio is set to 0.3

Quiz threshold Accuracy (%) Execution time (s)
0 82.53 204.313
1 90.58 252.462
2 94.74 255.259
3 97.43 256.657
4 100 261.151
5 100 264.739

Table 3. Malicious ratio is set to 0.5

Quiz threshold Accuracy (%) Execution time (s)
0 72.37 205.064
1 87.32 255.467
2 87.43 256.029
3 90.39 256.798
4 92.58 261.030
5 95.92 263.246
6 100 266.149
7 100 267.320

We obtained our experimental results, as shown in Table 3, when we set the malicious ratio to 0.5.

As seen in Tables 1-3, accuracy increased when the quiz threshold increased. When the quiz
threshold was set to 6, the accuracy reached 100% in each simulation experiment. That is to say, when
the quiz threshold was set to 6, we detected all the collusive workers without having to consider the
malicious ratio. These results are similar to the results shown in Fig. 3.

In the three simulation experiments, we got the overhead with a different malicious ratio, as shown in
Fig. 4. The overhead with a different malicious ratio was no larger than 2.5, and the overhead appeared
to be stable.

We also obtained the execution time results. The execution time increased when the quiz threshold
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increased. In the following simulation experiment, the malicious ratio was set to 0.5. We compared the
execution time difference between the proposed framework and the traditional MapReduce, as shown
in Figs. 5 and 6.

Fig. 5 shows the comparison of response times when the traditional MapReduce and the proposed
framework executed the same number of map tasks. Fig. 6 shows the comparison of response times
when the traditional MapReduce and the proposed framework executed the map tasks with the same

data size.
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Fig. 5. The comparison with same number of tasks.

From the two response time comparisons above, we were able to get the response time for the
proposed framework, and it was about 3% longer than the response time of the traditional MapReduce.
Although the response time of the proposed framework was longer than the response time of the
traditional MapReduce in the two comparisons, the response time differences were not significant. We

considered the response time differences to be within the acceptable limits.
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Fig. 6. The comparison with same data size.

5. Conclusions

In this paper, we have proposed a novel framework that overlay MapReduce for cloud computing to
offer high integrity results. Using this framework, we were able to detect all of the collusive workers
with different malicious ratios when we set the quiz threshold to 6. The overhead of the proposed
framework was no larger than 2.5, even though the malicious ratio was 0.5. The response time of the
proposed framework was about 3% longer than the response time of traditional MapReduce. So our
theoretical analysis and the experiment results show that this framework can achieve high security for
cloud computing without malicious workers. Based on our framework, we were able to accurately
detect the non-collusive worker and collusive worker, respectively. This proves that our proposed
framework is available, stable, and efficient.

We also noticed that the quiz threshold is important to accuracy. In this work, we set the quiz
threshold by using artificial methods. We will keep on improving this framework so that the quiz

threshold can be reasonably and automatically set on its own.

Acknowledgement

This research would not have been possible if we had not been provided with the opportunity to use
the computer lab at Konkuk University, Seoul. Therefore, we would like to sincerely thank all of the

staff and lecturers who helped conduct this research and who made this paper possible.

References

[1] R. Lammel, “Googles MapReduce programming model-revisited,” Science of Computer Programming, vol. 70,
no. 1, pp. 1-30, 2008.

[2] S. N. Srirama, P. Jakovits, and E. Vainikko, “Adapting scientific computing problems to clouds using
MapReduce;” Future Generation Computer Systems, vol. 28, no. 1, pp. 184-192, 2012.

546 | J Inf Process Syst, Vol.12, No.3, pp.538~547, September 2016



Wenzheng Zhu and Changhoon Lee

(3]

(4]
(5]
(6]

(7]
(8]

E Costa, L. Silva, and M. Dahlin, “Volunteer cloud computing: MapReduce over the Internet,” in Proceedings
of 2011 IEEE International Symposium on Parallel and Distributed Processing Workshops and Phd Forum
(IPDPSW), Shanghai, China, 2011, pp. 1855-1862.

S. Ghemawat, H. Gobioff, and S. T. Leung, “The Google file system,” ACM SIGOPS Operating Systems Review,
vol. 37, no. 5, pp. 29-43, 2003.

J. Dean and S. Ghemawat, “MapReduce: simplified data processing on large clusters,” Communications of the
ACM, vol. 51, no. 1, pp. 107-113, 2008.

Apache [Online]. Available: http://hadoop.apache.org.

Hadoop [Online]. Available: http://hadoop.apache.org/releases.

W. Wei, J. Du, T. Yu, and X. Gu, “SecureMR: a service integrity assurance framework for MapReduce;
in Proceedings of Annual Computer Security Applications Conference (ACSAC'09), Honolulu, HI, 2009, pp.
73-82.

Wenzheng Zhu http://orcid.org/0000-0001-7152-9049

He received his B.S. degree in the Department of Computer Science from Wonkwang
University, Korea, and his M.S. degree in the Department of Computer Science from
Konkuk University, Korea. He is currently working towards Ph.D. degree in the
Department of Computer Science at Konkuk University. His research interests
include Cloud Computing, OS and Information Security.

Changhoon Lee http://orcid.org/0000-0002-5249-1695

He is a professor in the Department of Computer Science at Konkuk University. He
received his B.S. degree in the Department of Mathematics from Yonsei University,
Korea, and his M.S. and Ph.D. degree in the Department of Computer Science from
KAIST, Korea. His research interests are in the areas of AI, OS and Information
Security.

J Inf Process Syst, Vol.12, No.3, pp.538~547, September 2016 | 547




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


