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ABSTRACT

With the growing use of fingerprint authentication systems in recent years, the fake fingerprint detection is becoming more
and more important. This paper mainly proposes a method for fake fingerprint detection based on CNN, it will visualize the
distinctive part of detected fingerprint which provides a deeper insight in CNN model. After the preprocessing part using
fingerprint segmentation, the pretrained CNN model is used for detecting the liveness detection. Not only a liveness detection but
also feature analysis about the live fingerprint and fake fingerprint are provided after classifying which materials are used for
making the fake fingerprint. Our system is evaluated on three databases in LivDet2013, which compromise almost 6500 live
fingerprint images and 6000 fake fingerprint images in total. The proposed method achieves 3.1% ACE value about the liveness
detection and achieves 79.58% accuracy on LiveDet2013.
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Fig. 2. Fingerprint image Segmented results using
coherence
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Table 1. LiveDet 2013 database

Database Live training | Fake training
Biometrika 1000 1000
Crossmatch 1250 1000

Italdata 990 1000

Database Live testing Fake training
Biometrika 1000 1000
Crossmatch 1250 1000

[taldata 990 1000

Table 2. Confusion matrix of the
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Table 3. Confusion matrix of the biometrika

database
Liv Eco Gel Lat | Mod | Woo
Liv 992 0 8 7 1 2
Eco 0 79 12 4 4 2
Gel 6 119 175 16 4 14
Lat 1 2 5 64 33 58
Mod 0 0 0 9 88 1
Woo 1 0 0 100 70 123
1000 | 200 200 200 200 200
Table 4. Confusion matrix of the italdata
database
Liv Eco Gel Lat | Mod | Woo
Liv 986 0 5 16 1 24
Eco 4 178 2 33 0 26
Gel 0 13 155 66 31 63
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990 200 200 200 200 200

Table 5. Confusion matrix of the crossmatch
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Fig. 5. Examples of the CAMs of live fingerprint
image

S ————

Fig. 6. Examples of the CAMs of fake fingerprint
image
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