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[Abstract]

It is well known that the encrypted ranging signal, such as GPS P(Y) code, is immune to spoofing attack. However, in order
for users to use the signal, there needs permission from the operator. And also there are many restrictions for use because of
security issues. In this paper, a ground reference station equipped with high-gain directional antenna and a user receiver were
simulated. In the reference station, the encrypted code can be demodulated from the high-gain signal. And then the code can be
used to detect spoofing attack in the user receiver. This paper proposes the spoofing detection method using the encrypted signal

and deals with simulation results.
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