
International Journal of Internet, Broadcasting and Communication Vol.8 No.3 50-57 (2016)  

http://dx.doi.org/10.7236/IJIBC.2016.8.3.50 

 

 

An Improved Biometrics-based Password Authentication Scheme with Session 

Key Agreement 
 

 

Hyungkyu Yang
 

 

Computer Media Information Engineering, Kangnam University, 

111, Gugal-dong, Giheung-gu, Yongin-si, Gyounggi-do, 446-702, Korea 

hkyang@kangnam.ac.kr 

 

Abstract 

In 2013, Li et al. proposed an improved smart card-based remote user password authentication scheme, 

and claimed that their scheme not only overcomes security weaknesses of the Chen et al.’s scheme but also is 

a more user friendly scheme compared with other schemes. In this paper, we analyze the security of Li et 

al.’s authentication scheme and we show that Li et al.’s authentication scheme is still insecure against the 

various attacks, such as the off-line password guessing attack, the forgery attack, and the session key 

generation attack etc. Also, we propose an improved scheme that can resist these security drawbacks of Li et 

al.’s authentication, even if the secret information stored in the smart card is revealed. As a result of security 

analysis, the improved scheme is relatively more secure against several attacks than other related schemes 

in terms of the security. 
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1. Introduction 

Recently, user authentication scheme in m-commerce has been becoming one of important security issues. 

Since Lamport [1], in 1987, first proposed a remote password authentication protocol with the insecure 

communication, many researchers [2-9] have proposed the improved authentication protocols to improve 

various kinds of security problems.  

In traditional identity-based remote user authentications, the security of user authentication is based on the 

passwords, but simple passwords are easy to break by simply dictionary attacks. To resolve the simple 

password problems, many biometrics-based remote user authentication schemes [10-12] have been proposed. 

Generally, biometrics-based remote user authentication is inherently more secure and reliable than the 

traditional authentication scheme. There are some advantages of using biometrics keys as compared to 

traditional passwords.  
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• Biometric keys cannot be lost or forgotten.  

• Biometric keys are very difficult to copy or share.  

• Biometric keys are extremely hard to forge or distribute.  

• Biometric keys cannot be guessed easily.  

• Someone’s biometrics is not easy to break than others.   

In 2013, Chen et al.’s [8] pointed out the weaknesses of some password authentication schemes [5-6] and 

proposed a robust smart card-based remote user password authentication scheme to improve the security. 

And they claim that their scheme is efficient and can ensure forward secrecy of the session key. However, Li 

et al. [9], in 2013, pointed out that Chen et al.’s scheme cannot really ensure forward secrecy, and it cannot 

detect the wrong password in the login phase. Besides the password change phase of Chen et al.’s scheme is 

unfriendly and inefficient. Then, Li et al. proposed an improved smart card-based remote user password 

authentication scheme, and they claimed that their scheme not only overcomes security weaknesses of the 

Chen et al.’s scheme but also is a more user friendly scheme compared with other schemes. 

In this paper, we analyze the security of Li et al.’s smart card-based remote user password authentication 

scheme. And we show that Li et al.’s authentication scheme is still vulnerable to the various attacks, such as 

the off-line password guessing attack, the forgery attack, and the session key generation attack etc. Also, we 

propose the improved biometrics-based password authentication scheme to remove the security drawbacks of 

Li et al.’s authentication scheme, even if the secret information stored in the smart card is revealed. To 

analyze the security of the improved authentication scheme, we assume that an attacker can extract the 

values stored in the smart card by monitoring the power consumption [13-14] and intercept messages 

communicating between the user and the server. 

This paper is organized as follows. In Section 2, we briefly review Li et al.’s scheme. In Section 3, we 

describe the security analysis of Li et al.’s scheme. The improved scheme is described in Section 4, and its 

security analysis is given in Section 5. Finally, conclusions are described in Section 6. 

 

2. Reviews of Li et al.’ Scheme 

In 2014, Mishra et al. [11] proposed an improved biometrics-based remote user authentication scheme for 

telecare medicine information systems (TMIS). This scheme is composed of three phases: registration phase, 

login phase, and authentication phase. The notations used in this paper are as follows. 
 

Table 1. Notations used in this paper 

Notation Description 

Ui 

S 

IDi 

PW i 

Bioi 

x 

h() 

x∥y 

x⊕y 

User i 

Authentication server 

Identity of the user i 

Password of the user i 

Biometrics template of the user i 

Master secret key hold by server S 

A secure hash function 

x concatenates with y 

Exclusive-OR operation of x and y 

 

2.1 Registration Phase 

Before accessing the system, a user Ui initially needs to register with an authentication server S as the 

following steps.  
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R1. Ui submits his identity IDi and password PWi to S via secure channel.  

R2. S computes Ai=h(IDi∥PWi)
PWi 

mod p, and Bi=h(IDi)
(x+PWi) 

mod p. 

R3. S stores personal security parameters (Ai, Bi, h(), p, q) on the user’s smart card and issues the smart 

card to Ui via secure channel. 
 

2.2 Login Phase 

When the user Ui wants to login to the authentication server S, the user has to perform the following steps.  

L1. Ui inputs IDi and PWi, and then the smart card computes Ai
*
=h(IDi∥PWi)

PWi 
mod p. If Ai

*
 equals Ai, 

the smart card computes the following equations, where αis a random number chosen by the user and Ti is a 

current timestamp of the user. Otherwise, the smart card terminates the session. 

 Ci=Bi/h(IDi)
PWi 

mod p 

 Di=h(IDi)
α
 mod p 

 Mi=h(IDi∥Ci∥Di∥Ti)  

L3. Ui sends the login request message {IDi, Di, Mi, Ti} to S. 
 

2.3 Authentication Phase 

After receiving the login request message, the authentication server S has to perform the following steps to 

authenticate between the user and the server. 

A1. S checks that IDi is valid and that (Ti
’
-Ti)≤∆T, where Ti

’
 is the time when the login request message is 

received. If they are valid, S performs the following equations. 

 Ci
*
=h(IDi)

x 
mod p 

 Mi
*
=h(IDi∥Ci

*∥Di∥Ti)  

A2. S checks whether Mi=Mi
*
 or not. If they are equal, S accepts the user’s login request message, and the 

user is authenticated by the authentication server.  

A3. Then, S computes the following equations, where β is a random number chosen by the server and Ts is 

a current timestamp of the server.  

 Vi=h(IDi)
β
mod p 

 sk=Di
β
mod p 

 Ms=h(IDi∥Ci
’∥ Vi ∥Di∥ sk∥Ts)  

A4. S sends the mutual authentication message {IDi, Vi, Ms, Ts} to Ui. 

A5. After receiving the mutual authentication message, Ui checks that the IDi is valid and that (Ts
’
- Ts)≤∆T, 

where Ts
’
 is the time when the mutual authentication message is received. If they are valid, Ui computes the 

following equations. 

 sk
*
= Vi

α
 mod p 

 Ms
*
=h(IDi∥Ci∥ Vi ∥Di∥ sk

*∥Ts)  

A6. Ci checks whether Ms
*
=Ms or not. If they are equal, Ui accepts the mutual authentication message, and 

the authentication server is authenticated by the user.  

A7. After achieving mutual authentication, they can compute the shared session key sk=Vi
α
 mod p=Di

β 

mod p=h(IDi)
αβ 

mod p respectively for secrecy communication. 

 

3. Attacks against of Li et al.’ Scheme 

In this section, we will discuss the security drawbacks of Li et al.’s smart card based authentication 

scheme. To analyze Li et al.’s scheme, we assume that an attacker could obtain the secret values stored in the 
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smart card by monitoring the power consumption and intercept messages communicating between the user 

and the server [13-14]. Under this assumption, we will discuss the various attacks, such as the off-line 

password guessing attack, the forgery attack, and the session key generation attack etc. 
 

3.1 Password Guessing Attack 

If an attacker can extract the secret values (Ai) from the legal user’s smart card by some means, the 

attacker can easily find out PWi by the following steps, where PWi
* 
is

 
the guessed password.  

PA1. The attacker computes Ai
*
=h(IDi∥PWi

*
)

PWi* 
mod p from the registration phase. 

PA2. The attacker verifies the correctness of PWi
*
 by checking Ai=Ai

*
. 

PA3. The attacker repeats the above steps until a correct password PWi
*
 is found.  

Finally, the attacker can get the correct password by performing the off-line password guessing attack, and 

can perform successfully the various attacks with the guessed password. 
 

3.2 Forgery Attack 

With the extracted secret values (Bi) from the legal user’s smart card and the guessed password PWi
* 
in 

subsection 3.1, the attacker can easily perform the user impersonation attack as the following steps.  

FA1. The attacker computes the following equations, where γ is a random number chosen by the attacker. 

 Ci
*
=Bi/h(IDi)

PWi*
mod p 

 Di
*
=h(IDi)

γ
mod p 

 Mi
*
=h(IDi∥Ci

*∥Di
*∥Ta)  

where Ta is a current timestamp of the attacker. 

FA2. Then, the attacker sends the forged login request message {IDi, Di
*
, Mi

*
, Ta} to the authentication 

server S. 

FA3. Upon receiving the forged message, S checks whether IDi and (Ts
’
-Ts)≤∆T are valid or not, where Ts

’
 is the time when the 

forged login request message is received. If they are valid, S performs the following equations. 

 Ci
’
=h(IDi)

x 
mod p 

 Mi
*
=h(IDi∥Ci

’∥Di
*∥Ta)  

FA4. S checks whether Mi=Mi
*
 or not. If they are equal, the attacker is authenticated by the authentication 

server.  

Also, with the extracted secret values (Bi), the guessed password PWi
* 
and the intercepted massage (Di), 

the attacker can perform the server masquerading attack by sending the forged mutual authentication 

message {IDi, Vi
*
, Ms

*
, Ta

*
} to the user. 

 Vi
*
=h(IDi)

δ
mod p 

 sk
*
= Di

δ
mod p 

 Ms
*
=h(IDi∥Ci

*∥ Vi
*
 ∥Di∥ sk

*
 ∥Ta

*
)  

where δ is a random number chosen by the attacker.  
 

3.3 Session Key Gneration Attack 

Generally, the shared session key generation is provided for secure communication of messages between 

the server and the user. In the Li et al.’s scheme, the attacker can establish the shared session key 

sk
*
=h(IDi)

αδ
mod p by performing the server masquerading attack or sk

*
=h(IDi)

γβ
mod p by performing the user 

impersonation attack as shown in subsection 3.2 if the attacker can obtain the secret values stored in the 

smart card and intercept messages communicating between the server and the user. Thus, we can see that the 

Li et al.’s scheme does not resist the session key generation attack.  
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4. The Improved Scheme 

In this section, we propose an improved d biometrics-based password authentication scheme, which keeps 

the merits of the Li et al.’s scheme and withstands the various attacks, such as the password guessing attack, 

the forgery attack, the replay attack, etc. Also, the improved scheme achieves the session key generation via 

mutual authentication. The improved scheme is divided into three phases: registration phase, login phase and 

authentication phase. 

In order to initialize the scheme, the authentication server S selects large prime number p and q such that 

p=2q+1, then S chooses the master secret key x∈Zq. 

  

4.1 Registration Phase 

Before accessing the system, a user Ui initially needs to register with the authentication server S as the 

following steps. The registration phase is illustrated in figure 1. 

R1. Ui submits his identity IDi, password information (PWi⊕R) and biometrics information (Bioi⊕R) to S 

via secure channel, where R is a random number generated by Ui. 

R2. S computes the following equations. 

fi=(PWi⊕Bioi) 

Ai=h(IDi∥fi)
(PWi⊕R)

mod p 

Bi=h(IDi)
(x+(PWi⊕R))

mod p 

R3. S stores personal security parameters (Ai, Bi, h(), p, q) on a user’s smart card and issues the smart card to 

Ui via secure channel. And Ui stores random number R into the smart card. 
 

 

Figure 1. Registration phase of the improved scheme 
 

4.2 Login Phase 

When the user Ui wants to login to the authentication server S, the user has to perform the following steps. 

The login phase and authentication phase is illustrated in figure 2. 
 

 

Figure 2. Login phase and authentication phase of the improved scheme 
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L1. Ui inputs IDi and PWi, and biometrics information Bioi and then the smart card computes 

Ai
*
=h(IDi∥h(PWi⊕Bioi))

(PWi⊕R)
mod p. If Ai

*
 equals Ai, the smart card computes the following equations. 

Otherwise, the smart card terminates the session. 

 Ci=Bi/h(IDi)
 (PWi⊕R)

mod p 

 Di=h(IDi)
α
 mod p 

 Mi=h(IDi∥Ci∥Di∥Ti)  

where α is a random number chosen by the user and Ti is a current timestamp of the user. 

L3. Ui sends the login request message {IDi, Di, Mi, Ti} to S. 
 

4.3 Authentication Phase 

After receiving the login request message, the authentication server S has to perform the following steps to 

authenticate between the user and the authentication server. 

A1. S checks that the IDi is valid and that (Ti
’
-Ti)≤∆T, where Ti

’
 is the time when the login request message is received. If they 

are valid, S performs the following equations. 

 Ci
*
=h(IDi)

x 
mod p 

 Mi
*
=h(IDi∥Ci

*∥Di∥Ti)  

A2. S checks whether Mi=Mi
*
 or not. If they are equal, S accepts the user’s login request message, and the 

user is authenticated by the authentication server.  

A3. Then, S computes the following equations, where β is a random number chosen by the server and Ts is 

a current timestamp of the server.  

 Vi=h(IDi)
β
mod p 

 sk= Di
β
mod p 

 Ms=h(IDi∥Ci
*∥ Vi ∥Di∥ sk ∥Ts)  

A4. S sends the mutual authentication message {Vi, Ms, Ts} to Ui. 

A5. After receiving the mutual authentication message, Ui checks that (Ts
’
- Ts)≤∆T, where Ts

’
 is the time 

when the mutual authentication message is received. If they are valid, Ui computes the following equations. 

 sk
*
= Vi

α
 mod p 

 Ms
*
=h(IDi∥Ci∥ Vi ∥Di∥ sk

*
 ∥Ts)  

A6. Ui checks whether Ms
*
=Ms or not. If they are equal, Ui accepts the mutual authentication message, and 

the authentication server is authenticated by the user.  

A7. After achieving mutual authentication, they can compute the shared session key sk=Vi
α
 mod p=Di

β 
mod 

p=h(IDi)
αβ

mod p respectively for secrecy communication. 

 

5. Security Analysis of the Improved Scheme 

In this section, we will discuss the security of the improved scheme based on the password and biometrics 

information. To analyze the security of the improved scheme, we assume that an attacker can extract the 

secret values stored in the smart card by monitoring the power consumption [13-14] and intercept the 

messages communicating between the user and the server. Under this assumption, we will discuss the 

various attacks, such as the off-line password guessing attack, the forgery attack, the replay attack and the 

session key generation attack etc. 
 

5.1 Password Guessing Attack 

With the extracted secret values (Ai, Bi, h(), p, q) from the legal user’s smart card and the intercepted 
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messages {IDi, Di, Mi, Ti}, {Vi, Ms, Ts} communicating between the user and the server, the attacker may 

attempt to guess the user’s password PWi computing Ai or Bi in the registration phase. However, the attacker 

cannot guess the user’s password PWi without knowing the biometrics information Bioi generated by the user 

and the master secret value x kept by the server. 
 

5.2 Forgery Attack 

To impersonate as the legal user, an attacker may attempt to make a forged login request message {IDi, Di
*
, 

Mi
*
, Ta}. However, the attacker cannot compute the forged login request message without knowing the 

master secret value x, the user’s password PWi and the random number α, even if the attacker can extract 

the secret values (Ai, Bi) stored in the user’s smart card. Hence, the attacker cannot impersonate as the legal 

user to the server by performing the user impersonation attack. 

Also, to masquerade as the legitimate server, an attacker may attempt to make the forged mutual 

authentication massage {Vi
*
, Ms

*
, Ts} when receiving the user’s login request message. However, the 

attacker cannot compute the forged mutual authentication massage without knowing the master secret value 

x and the random number β, even if the attacker can extract the secret values (Ai, Bi) stored in the user’s 

smart card. Hence, the attacker cannot masquerade as the legitimate server to the user by performing the 

server masquerading attack. 
 

5.3 Replay Attack 

The attacker may replay the previously used login request message and mutual authentication massage to 

cheat the user or the authentication server. However, in the improved scheme, the timestamp Ti in the login 

request message and the timestamp Ts in the mutual authentication massage are updated on new timestamp 

whenever new session is started. Therefore, the replayed messages can be detected by checking the 

timestamp. So, the improved scheme can resist the replay attack. 
 

5.4 Session Key Generation Attack  

With the extracted secret values (Ai, Bi) from the legal user’s smart card and the intercepted messages {IDi, 

Di, Mi, Ti}, {Vi, Ms, Ts} communicating between the user and the server, the attacker may attempt to compute 

the shared session key sk. However, the attacker cannot compute the shared session key sk=Vi
α
 mod p=Di

β 

mod p=h(IDi)
αβ mod p without knowing the master secret value x kept by the server, the random number α 

generated by the user and the random number β generated by the authentication server. Thus, the 

improved scheme can resist the session key generation attack. 
 

5.5 Security Comparisons of the Improved Scheme and Other Related Scheme 

The security comparison of the improved scheme and other related schemes are summarized in Table 2. 

As a result, the improved scheme is relatively more secure against several attacks than other related schemes. 

  

Table 2. Security Comparison of the Improved Scheme and Other Related Scheme 

security features Chen’s scheme [8] Li et al.’s scheme [9] Improved scheme 

password guessing attack impossible possible impossible 

forgery attack impossible possible impossible 

replay attack impossible impossible impossible 

session key generation attack impossible possible impossible 

insider attack possible possible impossible 
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6. Conclusions 

In this paper, we point out that the Li et al.’s scheme is not secure against the various attacks, such as the 

off-line password guessing attack, the forgery attack and the session key generation attack etc. Also, we 

proposed the improved scheme that resist the password guessing attack, the forgery attack, the replay attack, 

the insider attack and the session key generation attack etc., even if the secret information stored in the smart 

card is revealed. As a result of security comparison, the improved scheme is relatively more secure against 

several attacks than other related schemes in terms of the security. 
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