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Abstract To improve security in the data communication field, many studies on the application of chaotic
signals to encryption have been conducted in recent years. In this study, a new security protocol where the
initial value sensitivity and noise similarity of chaotic signals have been applied to an RFID communication
channel was designed. In the case of chaotic systems, if the initial values become identical, the same
signals are generated at the same time after that point even though the two systems have been calculated
independently. Therefore, an unpredictable security channel can be produced based on such characteristics.
However, a security channel can be produced only when an initial value is shared in advance, and thus
there is a potential problem of infringement during the transmission of the initial value. To resolve this
problem, a method in which a certain proportion of new chaotic signals are applied to two chaotic systems
for communication and are then synchronized after some time was proposed. This new method can conceal
the initial value, and thus can resolve the problem of the existing communication method using chaotic
signals. The designed method was verified with the encryption and decryption of images. It is expected
that a more secure RFID system could be established by applying the communication protocol proposed in
this study to insecure RFID communication channels.
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Fig. 1. Architecture of Hash—-lock protocol
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Fig. 2. Architecture of Randomized Hash-lock protocol
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