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Network Defense Mechanism Based on Isolated Networks
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ABSTRACT

Network assets have been protected from malware infection by checking the integrity of mobile devices
through network access control systems, vaccines, or mobile device management. However, most of existing
systems apply a uniform security policy to all users, and allow even infected mobile devices to log into the
network inside for completion of the integrity checking, which makes it possible that the infected devices behave
maliciously inside the network. Therefore, this paper proposes a network defense mechanism based on isolated
networks. In the proposed mechanism, every mobile device go through the integrity check system implemented in

an isolated network, and can get the network access only if it has been validated successfully.
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Table 1. The role and challenges of security systems
Role Issue
. verifying the
installation of . No control method
necessary security until before the
software agent is installed
NAC | . Pattern-based threats | . Policy control is
conduct inspections possible, but is
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policy-based the malicious code
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. authentication and . before to the app
MDM control/management being installed no
for mobile control method
. Device does not
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over traffic
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Table 2. The difference from the conventional method

Conventional integrity

checking method The proposed method

. Progress integrity check
of the new device in the
isolated area that is not
accessible to the internal
network through an IP
assignment of the
isolated area to access to
the internal network

. Even if the delay occurs
during the inspection so
that the isolation area to
protect the internal
network.

. After the one allocated
the IP access to the
internal network
proceeds integrity check.

. In the event of a delay in
the process to detect a
new device block and
the devicel is allowed to
access the network.
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