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Abstract

The Korean government has implemented various policies such as establishing new major/department
and operating a variety of education programs related with cybersecurity. However, it has not yet been
constructed virtuous cycle that can provide appropriate education and training to professionals with the
high level and quality. In this study, by surveying and analyzing satisfaction about education and training
program aimed at employees in public sector who are in charge of cybersecurity, we suggest the direction
of education and training for cybersecurity experts required at the national level.
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A T 7|Et R SR v &) =& ol e £-
25 ol2 Al AE) w8 S TaS A4 ez Y
H wSo] g2d i dYEe] BT VEHE §
Abol B QFH FH Al E o] A 2015 ol X128 67} Hokal7] Wiolth. HEH S A S 344%7F
ag - FE B FAAES dem AR AARAs 23671 SARALHE S5
£ xSt o, A AfojAte uhet & ATH<Table 2> =), o]& & - FARHYER
HelPE A4SES dark 4% 1098 85 Avnw, Aawastiel vgo] o} o5
stHor BN &9 & ALsta F 1225 SHAETAINA Y AF v A vls)] HHESE
£ A o] &3kt o] nlgo] tha =A YERY Aol 4ot}
(Table 1> Institution Type and Position of the Respondents
Category % Category %
@ Government Ministry(Central) 21.3 | @ Practician 836
@ Government Ministry(Local) 230 @ Middle Management(section chief, head 107
of a department, etc.)
@ Public Enterprise 49 @ Project Manager(general manager, team 33
leader, etc.)
® Quas.rGOVfamr.nental Institutions, Other 156 | @ Decision Maker(director, etc.) 0.8
Public Institution
® Vendors - (® Head of Organization -
® Etc. 352 |® Etc. 1.6
100 100
(Table 2> Major of the Respondents
Curriculum Total Actual Cyber Crvotograch Security
Major (%) Training TypLography Awareness
@ Information Security 49 2.2 11.1 =
@ Mathematics/Statistics 41 43 2.2 6.5
@ Electrical and Electronic 10.7 8.7 156 6.5
@ Information Communication 21.3 109 40.0 9.7
(® Data Processing 344 54.3 89 419
® Business 1.6 2.2 2.2 -
@ Law 41 2.2 6.7 3.2
® Language and Literature 0.8 - 2.2 -
Social Science 25 2.2 - 6.5
@ Etc. 15.6 13.0 11.1 258
Total(%) 100.0 100 100 100
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A A8 e AOE woln, Aur)g AL $YAES Fo B Qoo F§7
AFEIAE A9 gle Aoz yEyt o] 41.0%% 7H¢ =A JERETh A& - FA
S - FTANA Y EAAERE Al FAF TS o] BEAS INE /et A48 A, s
AR WSFAIA AT} dik Bt S 7N HAL W esE T el
Ao A LAY AR FARE Ao rlge]l o D] 47 422%, WEKFAAA HHL
WO, GEASAT AT Aol e WL HY BA] 391%, ‘QutuE 3}
2 G G SAREY] Y v o] =2 Al AL ‘dFolle] Fg'0] 548% =2 = A e I}
2 Ueht Aol s Btk FHage] 49, Het AR Ao] & BATH<Table 4> #2). ¢57]
of 55 ATALEY Qs BYH WEeR  SAF P FA FYo wHowA Wiy
BT 5 guh ARAFe B % 29 A% 4 9EF 99y 9t ARAeRA 1
<Table 3) Position and Curriculum for the Respondents” Major Skills
Major Skill |@D Strategic |@ R&D and |@ Education |® Manage- |® Cyber (D Evaluation Total
and Implemen-|  and ment and | Incident and Certi- (%)
Category Planning tation Training Operation Response fication ?
Total(%) 37.71% 6.6% 3.3% 42.6% 41% 5.7% 100
Practician 34.3% 3.9% 2.9% 47.1% 4.9% 6.9% 100
Middle Management 53.8% 15.4% 77% 23.1% - - 100
Project Manager 100.0% - - - - - 100
Decision Maker - - - 100.0% - - 100
Etc. - 100.0% - - - - 100
Actual Cyber Training 47.8% 8.7% 2.2% 37.0% 2.2% 2.2% 100
Cryptography 6.7% 6.7% 4.4% 62.2% 6.7% 13.3% 100
Security Awareness 67.7% 3.2% 3.2% 22.6% 3.2% - 100
Table 4» The Purpose of Registration
Total Characteristics of Education and Training curriculum
0
Category (%) Cryptography Actual Cyber Training Security Awareness
(N = 45) (N = 46) (N =31)
@ Improvement in 213 156 %.1 26
Security Awareness
@ Improvement in
Security technical skills 344 422 391 161
@ Utilization at Work 41.0 422 304 54.8
@ Training for promotion 0.8 - - 3.2
(® Acquisition of Security ~ ~ ~ ~
Certificate
® Etc. 2.5 - 43 3.2
Total(%) 100.0 36.9 37.7 25.4
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4ol wrFe] nekigo] ool ol of A HEA AAA WEE Y =
oh mebd, $RAEY F8 FYEH| W e 9P nA anxdue AL #9Y 9
Fadz Aosk gk AL wsIe 54 ok ER, A4 $EAY W WEEIL we
W A Ao wpet wsHy AA G 4 ol ol el SHEIFI=U (W] T FTEAY F
gge del Sgslol 3 Slnlehs Ao B §), AR M%7k Wb weE 2D5E U
Ha) B 5 Atk GEU1EAE e A% T UT oS Hob vol st A wE
T HE AERE AE QY FollAE 53] AW g 9FeE 78 gt AS gl
gel Awrt wom, A wetwgabge wF  YrH<Table 5> F)
38 FEOoR W] o] Tojrrh: P4 4 Fo A0z, 7ele] ol oo AL,
A 54 DT BFE wSAgel A4 dRelel Bl Wk AN, AL B ol
b Hasty, A Ao AL upebA W - FA A AAAR wMEEe JFS
= WEHgUE 27 0 ERYS AY £ 9 uXEd 24e] 918 SPSSE ol g3l thE
(Table 5> The Cause of Satisfaction with CSTEC's Differentiated Actual Level Education and Training
The reason of high satisfaction % The reason of low satisfaction %
(D Expectation for high utilization at work 27 (D Expectation for rare utilization at work 11
(2 Suitability for my skill level 9 @ Difficultness for my skill level 44
@ Excellence of teaching method 35 @ Lack of teaching method 11
@ Excellence of facilities/procedure/classroom 27 | @ Lack of facilities/procedure/classroom 34
® Etc. 2 ® Etc. -
Total 100 Total 100
<Table 6 The Result of Multiple Regression Analysis
Hypothesis 1. Course level will have an effect on Satisfaction.
Hypothesis 2. Pace of course will have an effect on Satisfaction.
Hypothesis 3. Expectation for utilization at work will have an effect on Satisfaction.
Hypothesis 4. Attitude of instructor will have an effect on Satisfaction.
DV Category SE B t-value | p-value TL
Constant 562 - =427 670
Course level(H1) 168 -.023 -.218 328 331
. . Pace of course(H2) 192 085 798 426 326
Satisfaction - T *
Expectation for utilization at work(H3) 102 197 2.230 028 471
Attitude of instructor(H4) 101 582 6.876 000" 511
R=756, R*=.571, Adjusted R®=0.557, F'=38.964, p=.000, Durbin— Watson=2.037

o < 0.05, “p < 0.01.

% Dependent Variable = DV, standard error = SE, Tolerance Limit = TL.
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3 A& S tH<Table 6> #x). 274 g oAb ol Aol7h d=AE A s 913
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o] -218% U7 12 717 E e, 24 A A8 TH<Table 7>, <Table 8> ). &4]
WY& T (3% 798E YERY 74 2% 7] 7} A, w5 - T A k] whE Ajolof
Stk GFFEII I SR vA= JF 3 Wilk's A 32 06282 #2452 0.001 2 1}
o]t 1972 UEh A sl on, A= Elv frolE 001S 7o 2 Hek 7ol zbo]
Al tgkol 687622 LER AEE T = §] 7F Sl Ao w UEh FTEUFER
T80 9 A EsF AA A wE - FH ¥ 2 A (<Table 9> %) & FAAA A
o e MASS & AUTh ALY AP WS7FA], SR QAL RE W
< Fgkol p = 0000014 38964¢] A& K.o]iL el SAA R Fog Ao|7t A= A= v
glom 8740l i3t R* = 5712 57.1%2] A9 Bt 53], 7S AES Ve o® wETHA
28 Wo]i gt} Durbin-Watson 2.037= %+ o daf dE7lEdE A wSFAAA H
A5 Fbell ABBATE glol AP ] A3 o] a2 AN FEo R UEREAIRE ARt
Ao Ve Heotu g Ao He FdsA wA vely
W - FEAFe] EAO wet SR S AWkl o] MRS B 959 4
T wEARgel] o AAAQ WEE W&t ¢ TR AS - T G i SRR U
A(DHARE w57 dH] 544 74A), 2h5- A avks s e 5314 THA R v A Q1A
FA AN TS w5 - FAIA A A FEA st es & Atk
(Table 7) The Result of Multivariate Analysis of Variance : Descriptive Statistics
Category Crzflsto:gl;f;hy Actual ((IJ\?Ib:er4 ;)‘raining Secun’(tlifI fv;;reness Total ¢ tb;;(gaer ;
Whole Satisfaction 5.78 5.25 5.04 5.40 7.00
Value of Education 3.39 3.27 2.35 3.08 4.00
Intention of Future 650 586 581 609 | 700
Participation
(Table 8> The Result of Multivariate Analysis of Variance @ WIlk's A
Value F HDF EDF P-value
curriculum 828 3 824 6.000 232.0000 .001
p < 0.01.
% Hypothesis Degree of Freedom = HDF, Error Degree of Freedom = EDF.
(Table 9> The Result of Multivariate Analysis of Variance : Inter-subject Effect
Source Dependent Variable Type II SS DF Mean Square F P-value
Whole Satisfaction 11.700 5.850 5.327 .006
(C:SE; Value of Education 22,393 11.19 5397 | 006
Intention of Future Participation 12.479 6.240 4924 .009

o < 0.01.
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(Table 11> Comparison of the Domestic Public Sector Cyber Security Educational Institutions

Cyber Security Cyber Security Korea Information The Korea . .
.. . o Financial
Category Tralpmg and fl?ralr.nng & Technology Asspaatlon for Security
Exercise Center |Certifications Center| Research Institute |Industrial Technology Institute
(CSTEC) (former KISA Academy) (KITRI) Security (KAITS)
Training with Phased mentoring
€ .. . program, Demand-side Theory/practical
scenario Training with . . . . ;
Feature . projet and practice, visit education education related
(based on scenario . . . . .
. follow—up (Industrial Security) | financial security
actual training)
management
I Theory/practical
: . utilization . e
Educational s Theory/practical . education facilities,
Own facilities . .. Cyber war room of outside
Place training facility . Cyber lecture
educational place
(Internet)
Main education Student, Student
. refresher refresher refresher
object refresher (or refresher)
Next generation
War game CSO education Finance and
Main for e programs, Personal
Curriculum | cyber security K-shield Best of Best industrial security Information
incidents expert education |Security education
programs
% All information collected at each institution’s homepage.
W, 371 S A FHuF(EdE 9 Hob gdx & AR oI}, whEhA], 2 <
219d F9 0e) % /19 - AQAel UiF o A%E GAFANLS oz ki W
w7pe] Basth. o2 98], 247142 @k % Fd 0o YRS s BEeE
FTHEAA o] 7O R FyEoof gt dol= tha AR o] vk 22, w5 - T1
(BAZ FEPF B2 L ARG, worlge] Ao SHEE $440) Asks wEBH(E
Adelshz 2 A WY AT 5L A F B FPRRA s w)e] 4] e
AAA AT Q) RANGRYS AFFn IR Qs wFEe 45 WEALE e o
Afeke AR g9 wEH ARATAE(F Btk B4 Avks 3F 229 Atoluel ¥
#) Cybersecurity Training Research Center) 2] oS - FAY g HEd S AA e
AYE Hasit doll B2 9og = & s Aoz 7ddn
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