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For most organizations, a security infrastructure to protect company’s core information and their technology is becoming increas-

ingly important. So various approaches to information security have been made but many security accidents are still taking place.

In fact, for many Korean companies, information security is perceived as an expense, not an asset. In order to change this perception,

it is very important to recognize the need for information security and to find a rational approach for information security. The

purpose of this study is to present a framework for information security strategies of companies. The framework classifies companies

into eight types so company can receive help in making decisions for the development of information security strategy depending

on the type of company it belongs to. To develope measures to classify the types of companies, 12 information security professionals

have done brainstorming, and based on previous studies, among the factors that have been demonstrated to be able to influence

the information security of the enterprise, three factors have been selected. Delphi method was applied to 29 security experts

in order to determine sub items for each factor, and then final items for evaluation was determined by verifying the content

validity and reliability of the components through the SPSS analysis. Then, this study identified characteristics of each type

of eight companies from a security perspective by utilizing the developed sub items, and summarized what kind of actual security

accidents happened in the past.
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<Table 1> Classification of Control items in 1SO27001

Control Domain Items | Details
Security Policy 1 2
Organizational Security 2 11
Asset Management 2 5
Human Resources Security 3 9
Information Security Incident Management 2 5
Business Continuity Management 1 5
Compliance 3 10
Physical Security and Environmental Security 2 13
Communication and Operation Management 10 32
Access Control 7 25
Information System gain, 6 16

Development and Maintenance

total 39 133
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<Figure 1> Certification System of K-ISMS

<Table 2> Classification of control items in K-ISMS

Control Domain Details
Security Policy 5
Organizational Security 4
Outsiders Security 4
Classification of Information Assets 4
Education and Training 4
Human Security 5
Physical Security 12
Security of the System Development 13
Password Control 3
Access Control 14
Operations Management 22
Secure Electronic Transactions 5
Security Incident Management 7
Review, Monitor and Audit 11
Business Continuity Management 7
total 120
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<Figure 2> Study Procedure
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<Table 3> Evaluation Index Candidates

Domain

Candidate indicators

Total

Company
Size

Firm age, number of employees, Total sales,
Information and communication service-related
sales, The average daily number of visitors for the
past three months, Use pc number, Performance
human resources information systems management
business

Value
Origin

Collection of personal information, Retention of
other companies and partners personal information,
Big data utilization, Collection of IP information,
Retained personal information utilization, Trade
secret, Industrial secrets, Technical standard
holdings, Advantage technology compared to
competitors, Ensure plan protected, The presence
of the drawing and the core document, The proportion
of research compared to all employees, Intellectual
property right, Technology development capabilities,
Form of the main products(Manufacturing/services),
6 whether large high-tech industry, Classification
and definition of core human resources, The
proportion of R&D investment to net sales, Whether
legal protection such as patents and trade secret
protection exists

Aotk 71Ee =&Y FTRANAFE o|go] FH2a ¢
ks wE vhEojA] AErE Hue] FrtE Fa st
AZske A ®7F Johd AA S 5 =S S, HE
Ao 4709 $RFIIA 7L el AT
HE FRAYVNMARE gz 3

WP 5 5/ SEBIAI R
el AAER e, dE7te] e
AU 2 AFAE wdbo] HAAAY E AAEAY
AHEA 9L fALeE oulE 7R o it &k shuE
SEAh A1ar dapo] zARe] AR <Table 4> 2
o] 7149l R okl ‘A& H = 7, Ao 4
wokell 1770, ICT AR&-9] WA of ol 16707} 3744 3
2 =EFHAL

rir
o

<Table 4> The Number of Primary and Secondary Delphi
Survey Analysis ltems

Openness
of the
ICT use

Whether security specialist organization exists,
Physical equipment separation on the network,
Firewall, Encryption of network, Intrusion detection
system, File management system, Manage the use
of the PC in the network connection, Information
access restriction, Allow remote work, Password
management system, External connection user
authentication, Whether the cooperation and
co-development, Take advantage of business
environment information system, Use of network
equipment, The operation of the server number,
Online financial transactions and business data
exchange, Utilization of the information system, The
intended use of the information system, Outsourcing
of information systems management, Use of
electronic approval and e-commerce

20

Number of | The number of | The number of
Domain candidate obtained obtained
indicators of | evaluation index in|evaluation index in
evaluation |the primary study |the second survey
Company 7 7 7
Size
Value
Origin 19 17 15
Openness
of the 20 16 16
ICT use
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<Table 5> Primary, Secondary, as a Result of the Delphi Survey Analysis

. . - . Secondar
Domain Candidate indicators Primary need importanc):e
Firm age 3.67 3.81
number of employees 4.62 4.59
Total sales 4.54 4.55
Company Size | Information and communication service-related sales 3.88 3.76
The average daily number of visitors for the past three months 423 4.04
Use pc number 3.06 3.25
Performance human resources information systems management business 332 3.42
Collection of personal information 3.89 3.76
Retention of other companies and partners personal information 4.12 4.08
Big data utilization 2.84 3.04
Collection of ip information(1x) 1.94 -
Retained personal information utilization 4.05 3.89
Trade secret(2x) 3.57 -
Industrial secrets(2x) 3.62 -
Technical standard holdings 4.03 3.88
Advantage technology compared to competitors(3x) 2.78 2.82
Value Origin Ensure plan protected(3x) 3.06 291
The presence of the drawing and the core document 321 3.62
The proportion of research compared to all employees 3.16 3.36
Intellectual property right 2.87 3.07
Technology development capabilities(1x) 2.28 -
Form of the main products(Manufacturing/services) 4.87 4.82
6 whether large high-tech industry 3.22 3.13
Classification and definition of core human resources(3x) 3.28 2.98
The proportion of R&D investment to net sales 2.97 3.04
Whether legal protection such as patents and trade secret protection exists 3.12 3.56
Whether security specialist organization exists 3.69 3.82
Physical equipment separation on the network 3.76 4.04
Firewall 4.01 3.87
Encryption of network 4.66 4.29
Intrusion detection system 4.16 4.18
File management system(1x) 2.33 -
Manage the use of the PC in the network connection 3.56 3.54
Information access restriction 3.78 3.65
Allow remote work 3.51 3.32
Openness of the | Password management system 2.93 3.06
ICT use External connection user authentication 331 3.24
Whether the cooperation and co-development(1x) 1.95 -
Take advantage of business environment information system 4.02 3.86
Use of network equipment 3.84 4.07
The operation of the server number 4.09 3.88
Online financial transactions and business data exchange(1x) - -
Utilization of the information system 3.68 3.78
The intended use of the information system 4.14 4.13
Outsourcing of information systems management(1x) 231 -
Use of electronic approval and e-commerce 443 431

* (1x) : Variable that has been excluded from the secondary Delphi survey.
(2x) : Variable that has been excluded from the third-order Delphi survey.
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{Table 6> 3-Order Delphi Results Analysis
Domain Evaluation index CVR Cronbach’s a

Firm age 0.76 0.88

number of employees 0.82 0.92

Total sales 0.85 0.9

Company Size | Information and communication service-related sales 0.77 0.83

The average daily number of visitors for the past three months 0.83 0.81

Use pc number 0.92 0.89

Performance human resources information systems management business 0.88 0.83

Collection of personal information 0.89 0.84

Retention of other companies and partners personal information 0.72 0.85

Big data utilization 0.82 0.87

Retained personal information utilization 0.85 0.92

Technical standard holdings 0.89 0.85

The presence of the drawing and the core document 0.81 0.82

Value Origin The proportion of research compared to all employees 0.84 0.85

Intellectual property right 0.87 0.76

Form of the main products(Manufacturing/services) 0.78 0.77

6 whether large high-tech industry 0.76 0.72

The proportion of R&D investment to net sales 0.82 0.87

Whether legal protection 0.91 0.88

such as patents and trade secret protection exists 0.87 0.89

Whether security specialist organization exists 0.52 0.88

Physical equipment separation on the network 0.83 0.91

Firewall 0.56 0.83

Encryption of network 0.65 0.89

Intrusion detection system 0.75 0.94

Manage the use of the PC in the network connection 0.59 0.88

Information access restriction 0.45 0.91

Openness of the | Allow remote work 0.72 0.83

ICT use Password management system 0.57 0.82

External connection user authentication 0.63 0.92

Take advantage of business environment information system 0.59 0.88

Use of network equipment 0.45 0.85

The operation of the server number 0.49 0.81

Utilization of the information system 0.66 0.85

The intended use of the information system 0.78 0.90

Use of electronic approval and e-commerce 0.54 0.88

25




26 Hee—Oh! Kim - Dong—Hyun Baek

St
=

4.4 @7}

O

F 3ehasel 43 Wito] 2AE
%ﬂZLL 4678 FolA 1170 A
oz 36709 WAAEE EESAT 7 Hopd
fqi”* <Table 7>3} z¥o] 7

S H| 23 770, AR A FokolA IfdA
Hl%?& 1370, ICT AH&9 /W78 FofelA
ZA ¥ = 16707 EEH

Norr

QL

K
o
T ofN

;3
1o,
=y
m
Hr J
~ o
=2
2
B

N,

= 4y
L T
ot o -

7

<Table 7> The Final Evaluation Index

Domain Evaluation index Total

Firm age, number of employees, Total sales,
Information and communication service-related
Company | sales, The average daily number of visitors for

Size the past three months, Use pc number,
Performance human resources information
systems management business

Collection of personal information, Retention of
other companies and partners personal
information, Big data utilization, Retained
personal information utilization, Technical
standard holdings, The presence of the drawing
and the core document, The proportion of
research compared to all employees, 13
Intellectual property right, Form of the main
products(Manufacturing/services), 6 whether
large high-tech industry, The proportion of
R&D investment to net sales, Whether legal
protection, such as patents and trade secret
protection exists

Value
Origin

Whether security specialist organization exists,
Physical equipment separation on the network,
Firewall, Encryption of network, Intrusion
detection system, Manage the use of the PC in
the network connection, Information access
restriction, Allow remote work, Password
management system, External connection user 16
authentication, Take advantage of business
environment information system, Use of
network equipment, The operation of the server
number, Utilization of the information system,
The intended use of the information system,
Use of electronic approval and e-commerce
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