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Key Generation and Management Scheme for Partial Encryption
Based on Hash Tree Chain

Kyoung Min Kim - Kyu-Seek Sohn' - Seung Yeob Nam'

A new key generation scheme is proposed to support partial encryption and partial decryption of data in cloud

computing environment with a minimal key-related traffic overhead. Our proposed scheme employs a concept of

hash tree chain to reduce the number of keys that need to be delivered to the decryption node. The performance

of the proposed scheme is evaluated through simulation.
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BEron BBl BAT B9 AL BE}
L3t vlole] B2 ¢57|2 Pt wColA LY
oh gHEs} L Ao dolg B2 Wag sl
b ezl vlole] 25 7io] A19] A% sialgtel 5
7 =&} ool 2P g Hole B8 3
Fe AN 4 9k 492 I 4 9k 7H A9
of HZhE WA 49 A Ao mRe
o A5 A4S AT 4 ek Tela ARG
3 o] ufet o5 et wE R ASHL gt
omE ¢57| AtEt ATs Last ol
229 et e | shHigloR e GEsie] Be
3 dlole] BB UEYIS BHT 4 9k webd, A

ofs
K

A

2 A o
5\1

o ol

ofs

t

ol

i)

o
”é%
ot
w2
qu
Y
Lo
o0,
o
N

o

0 A o

o3} girh, 7129 Fi ohst dargFelae 4%
3t keE710, 1, 7HE| 7] 3 r|ES Addljof Jr.
SRR 2 =RofA] Aoket duEES AeE He=
Adsforst= 719 745 €Y 4= Stk Holg £5 0
WA 1919] F27)5= hy o2t by p0laL Hole &5 74
9] AT 7= hy polth UTS} lE= AREALNA hy
I ohy e AT AMARE hy (SEZRE by o
hy 1= AL 4= Qi) & o2 A9= AREA} HlolH
E5 189 5353} sl A5 AeEAl & =i
= ‘E 7(:)1_?_ h3,1’ h?,lﬂhl,l
& 453} =E7F ARAA AEETE ARARE Ry
ZHE hy o hy 3= AXSHL by ZRE hy y~hg o
= AKFEE &= Stk Fig. 4= Hlold &5 1~72 72 &5
53} sh= A9 dAlE HERHT

A Eoslof| ol sli4] B2l FEI st
hg o= BEIAZE Aot AMARs 125 E 2H7Ho] T
olf] 559 7|5 Al EooE Zgshd Hr

)

S|

=2
>
é
2
ot
2
1_,
o
nlN
©
oo
o

@D == 0|Msts =2

h3y, ha1, Ry
hyy
hzq hz, hy3
/_ »///\x_ / -
h3i hz, hzs h3s hzs hse  hsy

Fig. 4. Example about partial decryption for data block
No. 1~7

4, Al

o

A

olr
4

3oAE 71 FH st Bhao] 7=
By eHgE BAE agHoR 4% 4=
& FE st 7] A4 WAl 9 1ol 7]k
3t 9l 558} WAl =95kl 4ol A= 7] dal
253 2 =RollA A)jkel YaE|Ee %
Ase BAsH Foh E AEL Intel Core i5-3470
CPU, RAM 4GB, Windows 7 32bit3H74 9] Sdst %]
oA Y=t Y3}t YIS AESE
glole 55 9 942719 7] 128bit= A 4sk3ich
7] L lalA] ARERE a4 = SHA 2560]1L, 3
ko] AF9] 128bitS Fslo] AMgaIGITh

4.1, HEY3 2Hs|E X 2N

Kim 50] Akt H& o5 3} WHA(Kim et al., 2016)
o B2 uGslo] fo|g BB fuE BEY|E YES
5 oA AEslor dvke EARS 7ML Slqlth
A FHE = 2 =2ollA] A gkt WHalo] Y EQA Eefiy
SHFE SHA 7]E BAlE S o= A= A
s gt

WA HlolE E59| 4o whek AMAF BRE St
553} 7)) 48 APE A ST LB
ot 22 AR AYEQAeE WA 128749 o] E
g 2p B3 sk 498 st Baslehe
tole £5& 1 5 Y& Attt 1221 dlojd
228 wos o 7| A4 949 Bagt 7o)
A4 e AN 712G TeT O BHS W
BaN WRS 7=t ofF BEst she doly 2
52 e F7M7IN ABS wad. Fig 59
Fig. 62 tlo[E &5 5 N7|¢9| tlolg 555 Fi4
o= 255 o] ofstel LR AT 719 A4S



FE Y3 Aot oliel E2l Al 7|8 7| My & | Loz

=< =

i
ol

e a4 g Tgzolrh. APL N=1289}
N=2569] 57 Aol Qe et Tejze] A=
Zo BEsisll Yoly B89 42 Y1 A

AgATE HE BEEE 9Ist] Agolosi 2
o] 719] 42 Upehic). Aloke UaelEe 48
Yol 29| 47 /gl uet Wash
7o) 4 217 o] FeE ehiit. Fig. S
19 Aol W 2 =RoA Aotels 7] 44
1AS AMgel A9 N=128 1) A4afof sl o))
el St Wadow 108 9A Fom, N=256%
w128 A oreth

i

1o o B~ rlo
» 12 o ot

T
L

A

T
=
o

o gas 7o

=

~#l4 E2| 42l B8

=3} 7|8 Wst
O K N W s U N W

B

t7]9] 4

ol 2ast

=
=
o

ol E2 M HE

23375 A9

(b) N=256

Fig. 5. Number of keys required for partial
encryption in the proposed scheme
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