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Development and Application of Elementary Information Security
Education STEAM Program through Simulation Hacking Play Activities

Namje Park
Dept. of Computer Education, Teachers College, Jeju National University

ABSTRACT

The new STEAM program suggested in this paper aims at helping students to have interest in information
security engineering experts and to design their career creatively through the project on future promising career.
The program was designed to help teachers and students understand the jobs and capabilities required for in-
formation security experts through direction and execution of the information security expert project. Teaching
tools of information security through simulation hacking play activities based on hexagon cell is designed to pro-
vide students with the chance to indirectly experience the job of a computer security expert through an un-
plugged education. Because the content of cyber security is unfamiliar and difficult to understand, the program is
designed to allow students to access the key principle of the job, rather than to describe the technical part. Using
this program, students will be able to communicate with each other to solve the problems, to have interest in
computer security experts, and to design their careers in a creative manner.
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<Table 1> Steps of research

Steps

Description

Preparation

— Analysis of preceding researches
— Analysis of related researches
—Study on STEAM cases

Planning

— Analysis of curriculum
— Development of textbooks and teaching

ro
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materials
—Development of education program
—Pre-survey of students
Action —Orientation for teachers
—Operation of the education program
— Verification of effectiveness
L —Feedback from experts
Verification

— Amendment and supplementation of the
program
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(Fig. 7) Example result of activity worksheet
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<Table 2> Overview of survey respondents

gender

sum
male female

4 years 17 18 3H
5 years 18 12 30

<Table 3> Satisfaction

standard .
N  average deviati variance
satisfaction cviation
100 4.08 094 0.88
Aol shdo] e BEEe Aol glov),
A RO ASAP mhe pERE RO 3
°o17} A ATHP<.001)

<Table 4> Experience existence and nonexistence

. standard
experience N average .
deviation
existence 32 454 07 393
nonexistence 68 3.82 0.94 o
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