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ABSTRACT

A local storage of HIML5 is a Web Storage, which is stored permanently on a local computer in the form of files. The contents of
the storage can be easily accessed and modified because it is stored as plaintext. Moreover, because the internet browser clossifies
the local storages of each domain using file names, the malicious attacker can abuse victim’s local storage files by changing file names.

In the paper, we propose a scheme fo maintain the integrity and the confidentiality of the local storage’s source domain and
source device. The key idea is that the client encrypts the data stored in the local storage with cipher key, which is managed by
the web server. On the step of requesting the cipher key, the web server authenticates whether the client is legal source of local
storage or not. Finally, we showed that our method can defect an abnomal access fo the local storage through experiments
according to the proposed method
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(Table 2) Local Storage API

Funtion

Purpose

- localStorage Setltem("'key","value")
- localStorage[key] = value

key/value pair add to local storage list.

- localStorage key(n)

Return the name of the nth key in the local storage list.

- localStorage.getltem(key)
- value = localStorage[key]

Return the current value associated with the given key

- localStorage.removeltem(key)
- delete localStorage[key]

Remove value associated with the given key

- localStorage.clear() Remove all of local storage’s items
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