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Abstract

Key agreement is paramount in secure wireless communications. A promising approach to
address key agreement schemes is to extract secure keys from channel characteristics.
However, because channels lack randomness, it is difficult for wireless networks with
stationary communicating terminals to generate robust keys. In this paper, we propose a
Robust Secure Key Agreement (RSKA) scheme from Received Signal Strength (RSS) in
stationary wireless networks. In order to mitigate the asymmetry in RSS measurements for
communicating parties, the sender and receiver normalize RSS measurements and quantize
them into g-bit sequences. They then reshape bit sequences into new I-bit sequences. These bit
sequences work as key sources. Rather than extracting the key from the key sources directly,
the sender randomly generates a bit sequence as a key and hides it in a promise. This is created
from a polynomial constructed on the sender’s key source and key. The receiver recovers the
key by reconstructing a polynomial from its key source and the promise. Our analysis shows
that the shared key generated by our proposed RSKA scheme has features of high randomness
and a high bit rate compared to traditional RSS-based key agreement schemes.
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1. Introduction

W ireless networks are more vulnerable to attacks over contemporary networks due to their

broadcast nature. To protect wireless networks, a humber of security protocols have been
proposed and established [1-3]. Secret keys play a critical role in these security [4,5].
Traditional key generation schemes are based on public key infrastructures and cryptographic
algorithms. Recent studies have been proposed to generate the shared secret keys by exploring
physical (PHY)-layer information in wireless networks [6-10]. PHY-layer based key
agreement schemes are constructed on wireless channel characteristics. These include channel
randomness, channel reciprocity and independent channel variation over space [11].
Compared to the traditional schemes, the PHY-layer based key exchange protocols do not rely
on computational hardness. Rather, they utilize random channel measurements and can
achieve information-theoretical security [12].

Generally, channel measurements may range from Channel State Information (CSI),
channel phase to Receive Signal Strength (RSS). CSI information is usually extracted from
Orthogonal Frequency-Division Multiplexing (OFDM) sub-carriers for achieving high
bit-rate key generation [7]. However, it is only efficient in OFDM systems. Channel phase
[8,91 may be extracted for key generation but their implementations require an
analog-to-digital converter (ADC) working with the Nyquist frequencies of single-tone
carriers [11]. This introduces hardware constraints. RSS is an attractive means for generating
secret keys. It is available in most affordable off-the-shelf wireless cards without any
modification [7].

A number of RSS-based key agreement schemes generate high bit-rate secret keys through
optimal quantization strategies such as ranking for quantization or multi-level quantization
[10,13-18]. These schemes enhance information reconciliation efficiency for key robustness
[19]. The above approaches require that the RSS has large variations to produce randomly
changing measurements for robust key generation. However, there are many wireless
application scenarios where channel coherence time is long and where channel have limited
variations. These include wireless body area networks, wireless sensor networks or
device-to-device communications with stationary nodes or terminals. We define these
networks as stationary wireless networks.

RSS(dB)

Probes Probes
(a) Scenario 1 (b) Scenario 2
Fig. 1. Rss measurements of stationary wireless networks.
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To study fluctuations in the channel characteristics of stationary wireless networks, we
conducted practical experiments’ and collected the channel measurements from both
transmitters and receivers. These are denoted by Alice and Bob, respectively. Fig. 1 shows the
RSS measurements. From these figures we observed the following features of RSS
measurements in stationary wireless networks:

® The RSS measurements have slow variations. As shown in Fig. 1 (a) and Fig. 1 (b), RSS
measurements may remain stable for several probes in stationary wireless networks. This
results in low randomness for keys if keys are extracted from measurements directly.
Additionally, if RSS measurements are quantized according to thresholds [16], most of the
measurements may be discarded, which reduces the key generation rate.

® The RSS measurements at both endpoints are not symmetric. Measurements collected at
Alice and Bob are not identical due to non-ideal conditions such as hardware differences
and noise.

Stationary wireless channel measurements lack variations and randomness. It is thus,
difficult to generate high bit-rate and high-entropy secret keys from their channels. Bits
extracted by traditional RSS-based key agreement schemes are less suitable for secret keys as
their rate and entropy are low [18]. These problems are extensively discussed in [20,21].
Specifically, [20] integrates opportunistic beamforming and frequency diversity for key
generation. However, it requires an additional antenna at transmitter to introduce channel
fluctuations. [21] introduces iJam to ensure that eavesdroppers are unable to demodulate
wireless signals. The scheme is channel-independent but is only effective for an OFDM based
systems. Furthermore, secrecy depends on the statistical characteristics of transmitted data.

Despite the aforementioned efforts, secret key agreement from RSS in stationary wireless
channel continues to face the following challenges: i) How to improve secret key bit-rates
from channel measurements with slow variation in general wireless networks except for
specific OFDM systems? and ii) How can we increase the entropy of RSS-based secret keys
from stationary wireless channel without additional hardware or system modifications?

To address the above issues, we propose a fuzzy-vault-based key agreement scheme from
the RSS of the stationary wireless channels. We refer to this scheme as the Robust Secure Key
Agreement (RSKA). In RSKA, the RSS measurements are quantized with normalization
through maximal measurements to mitigate the non-reciprocity of the channel characteristics.
The normalized quantization bit sequences are then reshaped into sequences with different
levels. These methods alter the original repeated sequences into new variations, and can
generate high bit-rate keys. The reshaped sequences function as key sources to produce a
promise to hide key information. A promise is a fuzzy-vault, which is generated from a
polynomial constructed on the key. The key is randomly generated by the transmitter. Upon
receiving the promise sent by the transmitter, the receiver is able to reconstruct the polynomial
with its key source and recover the secret key. In summary, the main contributions are
threefold.
® We propose normalized quantization and bit reshaping techniques to generate high bit-rate

secret keys. By normalizing quantization, the channel measurements of both

communicating parties are translated into more matching sequences. Moreover, the bit
reshaping process transforms the repeated sequences into more diverse ones. Therefore, the
reshaped sequences may provide high bit-rate key source.

® \We propose an RSS-based high bit-rate high-entropy secure key agreement for stationary
wireless networks. In the proposed RSKA scheme, a polynomial is constructed on the key
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which is randomly generated by the transmitter. A modified fuzzy-vault is used to generate

a promise for key information concealment. Promises are then transmitted to the receiver

for key recovery. Rather than generating keys directly from the channel measurements, the

fuzzy-vault scheme uses a randomly generated bit sequence as the key, thus providing
high-entropy.

® We formally discuss the parameter settings for the proposed RSKA scheme and analyze its
performance, security level, bit rate, and key entropy. Additionally, we conduct practical
experiments to collect channel measurements of stationary wireless networks and validate
the effectiveness of our proposed RSKA scheme.

The remainder of the paper is organized as follows. Section 2 presents the proposed RSKA
scheme and discusses the parameter settings. This is followed by a performance analysis in
Section 3. Section 4 evaluates the performance of the proposed protocol through practical
experiments and extensive simulations. Finally, Section 5 concludes this work.

2. The Proposed RSKA

In contrast to existing RSS-based key extraction approaches, which focus on error-correcting
bits, our proposed RSKA scheme generates shared keys based on a fuzzy-vault, which will be
presented in the first subsection. The RSKA scheme is described in detail with the
corresponding parameters.

2.1 Preliminary

Fuzzy-vault. The intent of the fuzzy-vault-based key agreement scheme is to hide keys in a
construction called vault using a set of key sources [22,23]. As shown in Fig. 2 (a), the
transmitter Alice generates an mth order polynomial

f(X)=Cp X"+ X" H o+ C X+ C
over the variable x. Alice keeps key =c, , |C,_, |...C; | C, as the shared key. Then Alice
projects each real point s; in its source ¥, onto the polynomial to generate a set of real points
G ={(s,, T(5,)).(s,, f(S,)),...(s,, f(s,))} and randomly creates chaff points
C ={(c,, f,),(c,, f,),...(c,, f,)}, where f, = f(c,). The fuzzy-vault is constructed by
combing G and C in a random order. Upon receiving the vault (G,C), the receiver Bob matches

the vault with its key source ‘¥, , and reconstructs the polynomial using Lagrange theorem, as
shown in Fig. 2 (b).

Random number Chaff points
generator C ={(c1,f1‘),(c2,f2'),---,(cv,fv')} c
G G,C
Key sources Bt Vault (G,0)

Y, ={5,,5,.",S,} construction

key Polynomial
construction

(a) Fuzzy-vault at transmitter
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Vault (G,C)

Key sources
¥, :{51'152'1"'15u'}

Polynomial key

Matchin .
atching construction

(b) Fuzzy-vault at receiver
Fig. 2. The traditional fuzzy-vault scheme at (a) transmitter and (b) receiver.

In the proposed RSKA scheme, the RSS measurements perform as the key sources. We
modify the fuzzy-vault to improve the performance of key agreement scheme in stationary
wireless networks.

2.2 The RSKA Scheme

The proposed RSKA scheme consists of three steps: Normalized quantization, bit reshape, and
modified fuzzy-vault based key extraction.

Step 1 RSS Normalization and Quantization. In order to mitigate the asymmetry of RSS
measurements, we normalize the RSS with maximal measurements received by the terminal®.
The normalized value is then quantized by a predefined level, denoted by g. Without loss of
generality, we assume that Alice stores its s RSS measurements in array A =[a],,, and that

the maximal element in A is sy,. All the elements of A, denoted by s;, are then normalized and
quantized as
S.

L—x 29, (1)

S =—1
s, +as,

where ; is represented by a g-bit binary sequence?, and « € (0,1) is a modification factor.

Remark 1 i) Due to unideal conditions, Alice and Bob may fail to achieve absolutely identical
RSS measurements. Yet they may get similar variation trends due to channel reciprocity. By
normalization and quantization, the measurements may be translated into more matching bits.
il) The modification factor « is introduced in Eq. 1 to limit the quantized bit sequence at some
level which is not predicable for the eavesdroppers.

We denote Alice’s RSS measurements A=[55, 55, 56, 56, 57] and Bob’s RSS measurements
B=[56, 56, 56, 57, 58]. By normalization and quantization with level g=8 and & = 0.5. For

Alice’s measurement 55, receives a normalized value %> x 2° =164.67 . With rounding,

the value is quantized into sequence 1651,=10100101,. In this way, Alice gets sequences
&, ={10100101,10100101,10101000,10101000,10101011}.

Similarly, for Bob’s measurement 56, it gets normalized value 2> x 2° =164.78 and the

value is quantized into sequence 165,,=10100101,. Thus, Bob receives sequences
¢, ={10100101,10100101,10101001,10101000,10101011} .

! For the simplification of computation, we extract the absolute value of RSS for quantization.
2 The numerator is a little larger than s, thus avoiding full ones of the sequence when the measurement
reaches sp,.
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As a result, the two different measurements A and B are quantized into two high matching bits.
We will discuss the prerequisites of high matching normalization in subsection 2.3.

Step 2 Bit reshaping. As there is only little variations in stationary wireless networks, the
entropy of the quantized bits is slow and they are not suitable for extracting keys directly. We

propose to reshape the bit sequence @, and @, with a different level I, where | = q . In the
above example, with I=10, @, and ®, may be reshaped as

¥, ={1010010110,1001011010,1000101010,0010101011}
And
¥, ={1010010110,1001011010,1001101010,0010101011},

which have noticeable variations. The reshaped bit sequences ‘¥, and ¥, work as the key
sources for the generation of shared keys with modified fuzzy-vault.

Step 3 Modified fuzzy-vault-based key extraction. In the traditional fuzzy-vault schemes, the
fuzzy-vault includes the points on the polynomial. This may result information leakage to
eavesdropper [22,23]. Additionally, security relies on the computational complexity of
constructing polynomial from the fuzzy-vault. Thus it is conditionally secure. We propose to
send only partial point information to the receiver. This is inconsequelntial to the eavesdropper,
thus reaching higher security level. Specifically, Alice generates a random k-bit sequence key

and splits it into the form of akey =, | C, , | ...C; | C,. The mth order polynomial
f(X)=Cp X" +Cp X" P+ +C X+ C

is constructed. For each element a, € ¥, , Alice computes f, = f(a;)and creates a set
N ={(a,, f,),(a,, f,),...(a,, f,)}, where n denotes the amount of elements in key source
¥, . Instead of sending all the values {f, f,,...f .} in order, Alice chooses v, m<v<n
elements from N denoted by T ={fi1’ fiz,...fiv}, where i;<i,<...<i,. Here ij,je[l,v]is
computed by the following equation:

a,+a, +..+a,

I, =n%* @)
a, +a, +..+4,
1 2 v+l

where L={l,,1,,..1,,,} specifies the position of a, ,a, ,...,a, intheset'¥,. Ifthe firstv+1
elements are selected, L ={1,2,...v+1}. Additionally, Alice selects a secure hash function
Hash and calculates Hash(RSS) = Hash(a, |a, |...|a, )and Hash(key) for the verification of

the RSS value and the key. Consequently, Alice formulates the promise in the format
T|Hash(RSS)|L|Hash(key) and sends it to Bob.

Remark 2 Eq. 2 is an example of calculating the sequence number i; from the RSS. Other
methods may be explored under the condition that Alice and Bob can derive the sequence
number without interaction such that Eve gathers no information from it.
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Fig. 3. The proposed RSKA scheme.

After receiving the promise, Bob checks whether Hash(RSS) = Hash(b, |b, |...|b )- If the

equation does not hold, Bob will notify Alice to reselect the RSS value until the equation holds.
Later, Bob computes the sequence number as follows:
b, +b, +..+Db,
* il 2 j

i. =N 3
! b, +b, +..+b, ®

and constructs the set H ={(b, , f, ),(b, , f, ),...(b, , f, )} with T. By choosing m elements

from H, represented by {(x;,Y,),(X,,¥,),---(X,,¥,,)}, Bob reconstructs the polynomial
using Lagrange theorem. The polynomial is reconstructed as

10 =2 y,,00 .

where d; (x) = ﬁ (X=x)/(x; —%). Rewrite f'(x) as

i#j,i=1
f'(X)=c', 1 X, 1 +C'\ s Xy o +...FC' X+C,

Bob gets the shared key key'=c', ,|c', ,]|...C";|C', and checks



2382 Zhang et al.:Robust Key Agreement From Received Signal Strength in Static Wireless Networks

Hash(key)?Hash(key") 4)

If Eqg. 4 holds, the key agreement scheme successes. Otherwise, Bob reselects m elements from
H and reconstructs the polynomial until the equation holds. The protocol of the proposed
RSKA scheme is shown in Fig. 3.

2.3 Discussion

In this subsection, we discuss the prerequisite of high matching normalization in Step 1. We
later clarify the relationship between reshaping level | and quantization level g for high
variations of key sources in Step 2.

Recall that in the experiment of section 1, the RSS measurements of stationary wireless
networks at Alice and Bob have almost the same variation trends and range despite their
asymmetry. Furthermore, they acheive the maximal or minimal values almost at the same
probe. In other words, by adjusting Alice’s measurements along the vertical axis in Fig. 1, we
can match Bob’s value with minor differences. Thus we have the following assumptions.

Assumption 1 i) We sort Alice and Bob’s measurements according to ascending order,
denoted by X, ={a,,a,,..a,} and X, ={b,,b,,..b,} , respectively. Without loss of
generality, we suppose the measurements at Alice and Bob have the same variation range and
the same interval, i.e, b, —b, =a, —a,A r and a, —b, =a, -b,..=a, b A d i) The

measurements @, € X,and b, € X, are normalized by Eq. 1 and transformed into integer by
rounding.

Under the Assumption 1, we have the following theorem.
Theorem 1 The prerequisite of X, and X, have the same quantization bits is

gq+2
\/d2+dxrx2 _d

l+a
X, > 5
m 5 (%)
where d and r are defined in Assumption 1, q is the quantization level, x,, denotes the minimal
maximal RSS measurements of Alice and Bob, i.e. x,=min{an,bn}-

Proof. According to Eq. 1, for all a € X, and b, € X, , they are normalize as

Lx 2%nd L>< 29, respectively. In order to acheive the same quantized bits
a,(l+a) b1+ )

by rounding, they should satisfy
a, b;
| ———x20-—
a,(l+a) b, (1+ )
Without loss of generality, we suppose
a,—-b =a,-b,=d>0andb,-b =a,—-a =r.

x2%|<1 (6)

Then Eq. 6 turns to
_bHd e B e
(b, +d)1+ ) b,(1+ )

We let x, Amin(a,,,b,) =D, . It can be further simplified as
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dxr, x21

>0 7
1+« )

2
X, +dxX, —

Since X, >0, we can have

gq+2
\/d2+dxrix2 _d

1+«
X > 8
m > (8)

For all a; € X,and b, € X, ;<rA a, —a,. Substitute r; in Eq. 8 by r, we get the

prerequisite of X, and X, possessing the same quantization bits, as shown in Eq. 5.

Remark 3 i) Under the condition that Alice and Bob do not have the same RSS variation range,
ie, b, —b #a, —a,, we definerAmax{b, —b,,a, —a,} for redundancy. ii) Eq. 8 is the

solution of Eq. 7 over variable x,. If another parameter, supposing g, is the variable, the
solution of Eq. 7 becomes

(x 2 +dxx )Y1+a)

dxa

q<log, 9)

By reshaping, the repeated bit sequences may be transformed into varied ones. Next, we
provide definitions of repetition and variation characteristics for sequence sets and the
relationship between these parameters.

Definition 1 (q,t)-repetition sequence set. A g-bit sequence is repeated by t times and the t
repeated sequences consist of a (q,t)-repetition sequence set.

Definition 2 (I,w)-variation sequence set. An (l,w)-variation sequence set is composed by w
different sequences with the same length | bits.

The relationship between the quantization level g and the reshaping level | is given in the
following theorem.

Theorem?2 An RSS measurement’s (q,t)-repetition sequence set may be reshaped into a new

. _ ) Z
sequence set which includes an (l,w)-variation sequence set. The parameters satisfy w = [TJ ,

where z =min{qxt,e}. Here, e is the least common multiple of g and I.
Proof. Please see Appendix A.

From Theorem 2, we learn when | and g are relatively-prime, the reshaped sequence set has
the largest size. This theorem provides a guide for selecting a proper | for the variations of the

key sources ‘¥, and ‘P, . Whereafter, the determination of | is not only affected by g, but also

related with the order of the polynomial m and the security level of the key. Their relationship
will be analyzed in Section 3.
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3. Performance Analysis

In this section, we analyze the secureness of the proposed RSKA scheme. We also show how
the scheme achieves high entropy and high bit-rate performance.

3.1 Security Level

The security of RSKA is based on the computational difficulty of polynomial reconstruction.
As Alice only sends the function value of the polynomial, an adversary who does not know

any information about the variable value has to try out 2' x (2' —=1)x (2" =2)x....(2"' —=m)

times to arrive at the correct polynomial. Generally, | is large enough to satisfy 2' > m, then
the term 2' x (2' =) x(2' —2)x....(2" —m) = 2"™. Further, the adversary may derive the
secret key by a brute-force attack, making 2° attempts, where k is the length of the key.
Consequently, the security level is determined by min{2"™ 2*}.

In order to protect the key, the parameters (I,m,k) should satisfy | xm > k. Usually, we set
m < | for reducing the computational complexity. Additionally, as key sources come from the
RSS samples, the amount of samples s should meet the requirement of generating enough bit
sequences, i.e.,,Sxq>1xm.
Remark 4 Eve may deduce the key by guessing the RSS values instead of directly
reconstructing the polynomial with Lagrange theorem. In order to resist this kind of attack, the
parameters should satisfy

P x (r)™ Mo 1x G > 2Mm (10)
where G denotes the maximal variability on the range of the RSS measurements. P." denotes
the permutation amounts for choosing m numbers from n numbers. The left side of Eq. 10
denotes that the adversary has to make an X (r)mxﬂ/ %G attempts to guess the values of
RSS in order to obtain (X, X,...X,) such that it can reconstruct the polynomial from
{(x, ¥, (X5, Y,) (X, ¥, )} - The right side of Eq. 10 denotes that the adversary has to

make 2™ attempts in order to guess the key via a brute-force attack. To resist brute-force
attacks the parameters should satisfy Eq. 10. Generally, parameters satisfy Eq. 10 in most
cases.

3.2 Secure Bit Rate

Secure bit rate is defined as the average number of secret bits extracted per collected
measurement [18]. As | x n = sx(, we have the secure bit rate
R=1XM_Mg (12)
S n
Given the s RSS measurements, the maximal secure bit rate may be obtained by selecting
proper parameters gq,m,l. Specifically, the problem may be explicitly expressed as:

¥ Under the condition that the parameters (1,m,k) should satisfy |xm >k, the secure bit rate is k/s.
Whereas, in order to analyze the maximal secure bit rate, we assume that the security level K =1xm.
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m
max —q
n

s.t. (CDn :FTqJ,

(C2)sxq>mxl >k,

(x. 2 +dxx )1+a)

(C3)g<log2
dxr

(C4)g,1 eN".

Constraint (C2) is established to guarantee the security level. Constraint (C3) is the solution of

Eq. 6, for guaranteeing the validity of bit reshaping. In constraint (C4), N " denotes a positive
integer set. Additionally, q,I may satisfy gcd(qg,)=1, denoting that q and | are relative-prime.
Where gcd(q,l) presents the greatest common divisor of q and |. Consequently, there is a
tradeoff between the security level and the key generation rate.

3.3 Key Entropy and First-try-success Probability

In the proposed RSKA scheme, the key is generated randomly by Alice, with a high level of
randomness. Provided that the random generator performs well, the entropy of a k-bit key may
reach the upper bound. In Section 4, we estimate the entropy of the key generated by RSKA,
which shows that the proposed RSKA scheme has the characteristic of high entropy.
First-try-success probability is defined as the probability of successful key agreement for
the first turn. We denote h the amount of mismatching elements from Alice and Bob’s key
sources. Only when all the m elements are selected from the n-h matching ones, can the
reconstructed polynomial correctly extract matching bits. The first-try-success probability P

is

n—h n

Ps = / .

m m
If Bob fails to recover the shared key in the first turn, he may try again. We define u as the
average times that Bob tries befores a successful agreement. We have u = |_1/ PS—‘. Next, we
draw the relationship between u and n, m, h in Fig. 4. The figure shows that a higher n may
increase the probability of key matching while a larger m causes more attempts for obtaining

the correct key. Additionally, the higher the key sources mismatching ratio is, the more efforts
Bob makes for a key agreement.
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(a) m=4
15

I -2
I =3
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n

Fig. 4. The relationship between u and n, m, h.

4. Experimental Evaluation

In this section, we evaluate the performances of the proposed RSKA scheme and compare it
with the traditional RSS-based key agreement from wireless channel [18].

4.1 Experimental Settings

We set up a wireless channel using an IRIS wireless sensor motes operating at 2.4GHz. There
are three motes located within the communication radius of each other. Two motes, Alice and
Bob, function as the communicating parties. The other mote works as a sink and connects to a
laptop. Specifically, the initiator Alice sends a probe message to Bob. Upon receiving the
packet, Bob conducts two tasks: i) Measuring the RSS and transmitting the value to the sink;
and ii) Sending a probe message back to Alice. Alice repeats the processes, i.e., measuring the
RSS, transmitting it to the sink, and sending a probe message back to Bob. In this way, the sink
obtains all the RSS measures on the channel between Alice and Bob. It is worth noting that

Alice may wait 7 millisecond in order to fully control the rate and interval between packets.
Alice and Bob are stationary and are located at two corners of the room. They send probe
messages to each other at the interval of 7 =100ms. We collect the RSS measurements in two

scenarios.

® Scenario 1. There are intermediate objects between the communicating terminals and all of
the objects are stationary.

® Scenario 2. There are intermediate objects between the communication terminals and one
intermediate object (i.e., a person) moves at a regular gait [26], i.e., 1m/s.
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After receiving s probe messages, Alice randomly generate an mx | bit sequences for the
key and constructs an mth order polynomial. Simultaneously, she produces a promise and
sends it to Bob. Based on RSS measurements and promise, Bob can reconstruct the
polynomial for the key recovery.

Firstly, we estimate the range of q according to Eq. 9. The receiving sensitivity of IRIS
motes is -101dBm, while the RSS measurements vary from -55dBm to -70dBm. Consequently,
we set x,=70 in Eqg. 9. Additionally, the other parameters are estimated as
d =3,r=5a =0.5. Thus q is estimated by

2
(70° +3x70)(1+0.5) <lo
3x5

g<log2 g,511.

In our experiments, we set q=7, q=8. Generally, | is larger than g for higher security while
m is relatively small for low computational complexity, i.e., m=5m=6.
In the traditional RSS-based key agreement as described in [18], named TRKA, the upper

threshold and the lower threshold are represented by 6" and &, respectively. The RSS
measurement are quantized as

1 RSS > 6"
X=
0, RSS <6~

The values between the lower and the upper threshold are dropped. Cascade protocol [27] is
adopted for information reconciliation. For the uniformity of our benchmark, both of the
schemes compare the entropy of the keys before privacy amplification.

4.2 Performance Evaluation

First-try-success probability Psof RSKA. Fig. 5 shows the affecting factors of first-try-success
probability in RSKA. With | increasing from 9 to 13, Ps may decrease slightly both at g=7 and
g=8. However as an exception, the probabilty increases at I=13 and gq=8. This is due to q=8 and
I=13 being relatively-prime for more various key sources. Generally, Bob has a high
probability for a successful key agreement when g increases from 7 to 8. The result is
encouraging because the secure bit rate is higher when q is larger according to Eqg. 11. Note
that g should not exceed the solution of Eq. 9. Whereafter, Bob has to try more times for key
agreement when m increases, as shown in both Fig. 5 (a) and (b). Consequently, it is better to
set m at a low level for fast key agreement. However, m should satisfy (C2) for the
optimization problem in Eq. 12 for security guarantee.

In Scenario 2, as there are mobile objects between the communicating parties causing
asymmetrical channel characteristics, there may be a larger disparity of bits in the key sources
comparing to Scenario 1. As a result, the receiver has low probability of success in the first
attempt of the key agreement implementation, as demonstrated in Fig. 5 (b).
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Fig. 5. First-try-success probability varies with 1,q,m (s=60)

Secure bit rate. As shown in Fig. 6, the secure bit rate of RSKA decreases with increasing s
in both Scenario 1 and Scenario 2. This is not surprising, the secure bit rate is an inverse ratio
to sample amounts while proportional to reshaping level as analyzed in Section 3. In this figure,
the secure bit rate of TRKA does not change distinctly with increasing s. The figure also
demonstrates that RSKA has higher key generation bit-rate than TRKA in most cases.
However, it is predicable; the bit rate of RSKA may fall below TRKA if s continues increasing.
Therefore, it is not necessary to collect too many RSS measurements in RSKA. Nonetheless, it
is required that s satisfies constraint (C2) of the optimization problem Eq. 12. Furthermore, s is
proportional to n and higher n may increase the first-try-success probability as shown in Fig. 4.
Thereby, optimal s is a tradeoff between security level and secure bit rate.
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Entropy. In order to compare the key entropy of the proposed scheme with the benckmark,
we use NIST test suit [28] to estimate the approximate entropy of the key. From Fig. 7 we
found that the key generated by RSKA has much higher randomness than that of TRKA. Bear
in mind that the key is randomly generated by the transmitter in RSKA. Thus the entropy may
almost reach as high as 1, which is the upper bound of the entropy in NIST test suit. The figure
also depicts that the entropy is not related with s and | in both Scenario 1 and Scenario 2. It is
worthy noting that TRKA extracts keys with higher randomness in Scenario 2 than in Scenario
1 due to the fact that mobility increases uncertainty of channel characteristics. The result
shows that our proposed protocol has much higher entropy and is immune to the parameter

variations.
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Fig. 7. Comparisons of entropy varying with s (m=5, g=8).

5. Conclusion

In this paper, a novel RSS-based robust key agreement scheme is proposed for stationary
wireless networks. By introducing normalized quantization and bit reshaping, the channel
measurements are transformed into matching bits with high variations. Transmitter and
receivers achieve key agreement by using a modified fuzzy-vault. As the key is randomly
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generated by the transmitter, it produces high entropy, almost reaching the upper bound of a
sequence according to the NIST test. Furthermore, when the parameters are properly selected,
RSKA has the characteristic of higher key generation rate compared to traditional RSS-based
key agreements. Additionally, the proposed approach does not require any modification to
hardware and is applicable in both stationary and mobile environments.

Note that in this study, we mainly focus on resisting passive attacks, i.e., eavesdropping. In
our future work, we will consider other attacks such as predicable channel attacks and stalking
attacks [7].

Appendix A: Proof of Theorem 2
Without loss of generality, we assume that part of Alice’s RSS measurements, denoted by
@, ={s,.s,...5,}» IS @ (q,1)- repetition sequence set. We construct a new sequence ¢, ', which is
formulated by combining the elements in ¢_ one by one. For simplification of expression, we
list the bit amount of the sequence s; in o', as shown in the middle line of Fig. Al. The figure
shows the processes of transforming o into key source y_ . We assume that g<l=g+p<2g.
From the figure, we find that the first element of _, a;, is composed by s; and the first p bits of

s,. Similarly, a, is composed by the rest g-p bits of s, and the first I-(g-p) bits of s3 (when
I-(g-p)<q). If I-(g-p)>q, a, is composed by the rest g-p bits of s,, s; and the first I-(2g-p) bits of
s4. According to this method, a;,a,,...,ayare constructed by different arrangements of the g-bit
sequence thus formulating (I,w)-variation sequence set. Actually, there are two cases.

If t >t', the first repetition of a; appears after a,, where | xw=(qxt"and the product

| x wis the least common multiple of q and I. If t is large enough, aj,a,,...,a, Will circularly
appear.

If t<t', ¢, is not large enough to construct a repetition of a; while constructing an (I,w)

. xt
-variation sequence set, where w = {qI—J )

Combining the above two cases, the result follows.
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Fig. ALl. The reshaping processes of key source.
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