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Abstract 
 

We investigate the opposite of artificial noise (AN)-assisted communication in 
multiple-input–multiple-output (MIMO) wiretap channels for the multiuser case by taking the 
side of the eavesdropper. We first define a framework for an AN-assisted multiuser 
multiple-input–multiple-output (MU-MIMO) system, for which eavesdropping methods are 
proposed with and without knowledge of legitimate users’ channel state information (CSI). 
The proposed method without CSI is based on a modified joint approximate diagonalization of 
eigen-matrices algorithm, which eliminates permutation indetermination and phase ambiguity, 
as well as the minimum description length algorithm, which blindly estimates the number of 
secret data sources. Simulation results show that both proposed methods can intercept 
information effectively. In addition, the proposed method without legitimate users’ CSI 
performs well in terms of robustness and computational complexity. 
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1. Introduction 

The issues of privacy and security in wireless communication are gaining increasing 
attention. Many physical layer security techniques have been proposed to guarantee security 
by exploiting inherent randomness of the wireless channel [1]-[3]. Wyner first introduced the 
“wiretap channel” model and proposed the use of the secrecy rate to measure physical layer 
security performance [4]. Securing data is possible only when the secrecy rate is positive, i.e., 
the legitimate channel has better quality than the eavesdropper channel. However, maintaining 
the advantage of the legitimate channel is difficult because the eavesdropper is always passive 
and its location is unknown to the transmitter. To deal with this situation, Goel [5] proposed an 
artificial noise (AN)-assisted strategy, which masks the beamformed information to degrade 
the eavesdropper channel. The AN-assisted strategy is widely used in multiple-input–
multiple-output (MIMO) and multiuser MIMO (MU-MIMO) wiretap channels in [6]–[8] to 
meet the target quality of service through optimal power allocation (PA) between the 
information signal and AN. In [9], noisy and outdated channel state information (CSI) is 
assumed at the transmitter. The authors propose a robust beamforming algorithm to achieve 
the minimum mean square error, while transmitting maximum power for the AN. Work in [10] 
extends the scheme from the analysis to the imperfect CSI at the eavesdropper. The 
closed-form expression for the ergodic secrecy sum-rate is derived in the large system limit, 
where the objective is to optimize the PA between information signals and the AN to 
maximize secrecy sum-rates. 

However, all the above studies only explain the condition that the number of antennas at the 
eavesdropper is less than that at the transmitter. Private message in physical essence is 
transmitted in the desired direction, whereas that in deliberate interference is transmitted in 
other orthogonal directions. Unfortunately, the interference is not white in spatial domain 
because of the limitation of transmitted antenna number. An eavesdropper can eliminate 
directional interferences by the aid of multiple antennas. Thus, numerous wiretapping 
strategies are proposed when equal or more antennas exist at the eavesdropper than that at the 
transmitter [11]–[13]. For single-user system in AN-assisted multi-input single-output (MISO) 
channels, the MUSIC-like algorithm [11] using the orthogonality between signal and noise 
subspace was proposed to recover secret messages successfully by ergodic searching all 
possible signal sequences in finite alphabet. The hyperplane clustering algorithm (HC) 
algorithm [12] that uses the distribution of received scrambled signals on parallel hyperplanes 
was proposed to estimate blindly the hyperplane parameters which reveal the secret 
information. For single-user system in AN-assisted MIMO channels, the attack on 
AN-assisted scheme was proposed in [13] to overhear secret messages with the perfect CSI of 
legitimate users. However, all aforementioned studies aim at single user cases. In multiuser 
cases, the spatial signature of received scrambled signals changes. Thus, the methods [11], [12] 
and [13] are not applicable. 

In this paper, we investigate the AN-assisted communication in MIMO wiretap channels for 
the multiuser case from the point of the eavesdropper. We initially define a framework for the 
AN-assisted system in MU-MIMO wiretap channels. A wiretapping strategy with CSI of 
legitimate users is then proposed. Another wiretapping strategy without CSI of legitimate 
users is also proposed based on modified joint approximate diagonalization of eigen-matrices 
(JADE) and minimum description length (MDL) algorithm. The numerical results verify the 
effectiveness of our schemes. 
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The following contributions can be identified. (1) We first investigate the opposite of 
AN-assisted communication systems for multiuser scenarios, while  [11], [12] and [13] are 
only suitable for single-user scenarios. (2) We consider a general eavesdropping case where no 
CSI of legitimate users is available in MIMO wiretap channels whereas the algorithm [13] 
requires that the eavesdropper knows the perfect CSI of the legitimate users; and (3) our 
proposed method is also applicable when the CSI of perfect legitimate users is unavailable at 
the transmitter, which relaxes the wiretapping condition. 

Our notations are as follows. ( )T⋅ , ( )H⋅ , ( )tr ⋅ , and ( )+⋅ are matrix conjugate, transpose, 
trace, and pseudoinverse, respectively. m n× represents the set m n×  matrices in complex 
fields. {}⋅� denotes the expected value of a random variable. 2( , )µ δ  indicates the 

normal distribution with a mean value µ  and a variance 2δ . 

2. System Model 
We consider a MU-MIMO system, where a transmitter with Nt antenna simultaneously 

sends independent data streams to K legitimate receivers with Nr antennas each. A Ne-antenna 
eavesdropper attempts to recover all K data streams without CSI of the legitimate users. All 
legitimate users and eavesdroppers have full CSI of their own. The transmitter knows the 
perfect CSI on the legitimate users but knows nothing about the eavesdropper’s CSI. To 
confuse the eavesdropper, the transmitter sends intended signals together with AN. The 
overall transmitted signal is given as:  

1

K

k k
k

s
=

′ ′= + = +∑x Ws s w s ,                                        (1) 

where ks is the information symbol for legitimate user k with { }H =ss I� . The vector ′s  is 

the AN signal and 1Nt
k

×∈w   is the beamforming vector.  

Denoting the Nt Nr×  channel vectors between the transmitter and user k by kh  and the 

Nt Ne×  channel vectors between the transmitter and the eavesdropper by G . In a broadcast 
scenario,

 

the signals received by the kth legitimate user can be: 

 
1,

K
H H H

k k k k j j j k k
j j k

s s
= ≠

′= + + +∑y h w h w h s n                           (2) 

and by the eavesdropper: 

1

K
H H

e k k e
k

s
=

′= + +∑y G w G s n                                       (3) 

where kn and en  are naturally-occurring independent and identically-distributed (i.i.d.) 

zero-mean additive white Gaussian noise vector with variances 2
kσ  and 

2
eσ , respectively.  

Note that legitimate user k receives interference signals of other legitimate users

1,

K
H
j j j

j j k
s

= ≠
∑ h w  and the AN H

k ′h s  in addition to the desired signal H
k k ksh w . To eliminate 

interference signals generated by other legitimate users, we design the beamforming matrix by 
a widely used scheme, block diagonalization (BD) [14] precoding technique. The 
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beamforming matrix 1 2[ , , , ]K=W w w w  at the legitimate user k should satisfy the 
following condition: 

0, 1, 2, , ,k j j K j k= = ≠h w                                             (4) 

That is, the beamforming vector kw  is generated in null space of the complement matrix 

kH . Define the complement matrix as 1 1 1[ , , , , ]T
k k k K− +=H h h h h    

   where 

( )H T
l l l=h w h . The singular value decomposition (SVD) of lH  is:  

(1) (0)[ ]H
k k k k k=H U Σ V V                                                  (5) 

where (0)
kV  is the collection of the last ( R )kNt −   right singular vectors of the complement 

matrix lH  whose rank is R k
 . (0)

kV  is an orthogonal basis of the null space of lH . We assume 

the initial beamforming vector (0)
k k=w V , then the equivalent channel for user k is (0)

k kh V . 

The SVD of (0)
k kh V  is:  

(0) (1) (0)[ ]H
k k k k k k=h V U Σ V V                                              (6) 

where (1)
kV  is the collection of the first R k′  right singular vectors of (0)

k kh V  whose rank is 

R k′ . The final beamforming matrix 1 2[ , , , ]K=W w w w  for user k is given by: 

 
(0) (1) (0) (1) (0) (1) 1/2

1 1 2 2[ , , , ]K K=W V V V V V V Λ  

 ,                          (7) 
where Λ  is a diagonal matrix whose elements are supposed to be one in this paper. Then, (7) 
reduces to 

(0) (1) (0) (1) (0) (1)
1 1 2 2[ , , , ]K K=W V V V V V V  

 .                               (8) 
To guarantee that AN will not affect all legitimate receivers, AN is designed to be generated 

in the null space of 1 2[ , , , ]K=H h h h , i.e., ′ =s Zt , where ( )Nt Nt K× −∈Z − is an orthogonal 
basis of the null space of H  and t  are i.i.d. (0,1)  variables. Here, we assume K Nt<  
to ensure the existence of Z . 

Thus, (1) can be represented as:  

 
T

(0) (1) (0) (1) (0) (1) T
1 1 2 2 1 Nt K 1 K 1 Nt K

[ ][ ]
[ ][s s t t ]K K − −

′= + =

=

x Ws s W Z s t
V V V V V V z z  

   

,     (9) 

By substituting (9) into (2) and (3), the signals received by the kth legitimate user and by the 
eavesdropper can be derived as follows: 

(0) (1)H
k k k k k ks= +y h V V n                                          (10) 

and 
 H H

e e= + +y G Ws G Zt n .                                     (11) 

Note that legitimate user k can easily demodulate ks  using the maximum likelihood (ML) 
rule.  

(0) (1) 2arg min{|| ( ) || }
k

H
k k k k k ks U

s s +

∈
= − h V V y                                (12) 

where 1 2{ , , , }mU U U U=   is the symbol set with a total of m  symbols. While for the 
eavesdropper, recovering the desired signals contaminated by AN is difficult.  
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3. Existing Wiretapping Methods for Single-user System 
In this section, we consider a single-user multi-input single-output (SU-MISO) system, 

where a transmitter with Nt antenna sends a data stream to the only legitimate receiver with 
single antenna. An Ne-antenna eavesdropper attempts to recover the data stream without CSI 
of the legitimate user.  

By denoting the  channel vectors between the transmitter and the only legitimate user 
by  and the  channel vectors between the transmitter and the eavesdropper by 

, the overall transmitted signal  changes in form with (9):  

,                      (13) 

where  is the information symbol for the legitimate user. Vector  is AN signal, 

 is an orthogonal basis of the null space of , and 
 are i.i.d.  variables.  

Thus, the signals received by the legitimate user can be:  

                      (14) 

and by the eavesdropper: 

                  (15) 

where and  are naturally occurring independent and i.i.d. zero-mean additive white 

Gaussian noise vector with variances  and , respectively. 

3.1 MUSIC-like algorithm 

Next, we present a brief introduction of the MUSIC-like algorithm and the HC algorithm. 
Then, we verify that both are invalid for the multiuser system. 

For the MUSIC-like algorithm, suppose the block length is , then the received signal by 
eavesdropper in one block is:  

                            (16) 
The eavesdropper aims to estimate the L information symbols in the first row of matrix  

as accurate as possible, and not the equivalent channel . To transpose both sides of 
(15), we obtain: 

                         (17) 
where ,  

,                    (18) 

1Nt×
ABh Nt Ne×

G ′x
T

T
1 Nt 1 1 Nt 1[ ][ t t ]AB

AB

s

s− −

′ ′′= + =

=

x w s WS
h z z
h

 

s ′′ =s Zt
( 1)

1 Nt 1[ ] Nt Nt× −
−= ∈Z z z  ABh

1 Nt 1[ ]t t −=t 
(0,1)

H H AB
AB AB AB AB AB

AB

y s′= + = +
hh x n h n
h

H H HAB
e e e

AB

s′ ′ ′′= + = + +
hy G x n G G s n
h

ABn en
2
kσ

2
eσ

L

[ (1), (2), , ( )]e L′ =y y y y

S
HG W

H H H H H
ee e e′ ′= + = +y x G n SW G n

[ (1), (2), , ( )]e e e e L=n n n n

1 Nt 1

1 Nt 1

1 Nt 1

(1) (1) (1)(1)
(2) (2) (2)(2)

( ) ( ) ( ) ( )

s t tS
s t tS

S L s L t L t L

−

−

−

  
  
  = =
  
  

   

S





    


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Next, the estimation of the first rank of matrix is evaluated. Let 
 be the secret message to be estimated by the SVD,  is then 

decomposed as: 

                    (19) 

When  and ,  is the Nt dimensional signal subspace expanded by  
and  is the (L-Nt) dimensional noise subspace and orthogonal to the vector  i.e., 

                                                  (20) 

Based on (20), the MUSIC-like constructs an objective function  to search the 
maximum 

                                           (21) 

The optimization procedure is performed by enumerating all the possible combination of 
the symbol set; when traversing into , the objective function result  is the 
maximum given that its denominator becomes zero. However, for MU-MIMO systems, the 
signal subspace  is the dimensional, that is, K vectors  satisfy the term (20); 
when traversing the symbol set, the information symbol for all legitimate users could result in 
the maximum . Moreover, the MUSIC-like algorithm cannot ensure the corresponding 
legitimate users for the K vectors. Thus, it cannot be directly applied to MU-MIMO systems. 

3.2 HC algorithm 

We present a brief introduction of the HC algorithm. The transmitted vector signals  in 
(13), which is contaminated with AN, are distributed within parallel hyperplanes in unitary 
signal space, with each hyperplane corresponding to one certain transmitted symbol

. The normal vector of these hyperplanes is 
 
and the offset of each 

hyperplane is the corresponding . 
In [11], Liu has proven that this hyperplane signature still holds in  when the 

eavesdropper has equal or more antennas than the transmitter, which can be used for 
eavesdropping. Let  and ignore ; by projecting  into the direction of , 
the following can be obtained: 

               (22) 

For MU-MIMO systems, let  and ignore ; by projecting  into the 
direction of , the following can be obtained: 

               (23) 

S
[ (1) (2) ( )]Ts s s L=b 

H
ey

0
[ ] [ ]

0
sH H

ee s n s n
n

 
′ =  

 

Σ
y U U U U

Σ
Ne Nt≥ L Nt> sU S

nU b
0H

n =U b
ˆ( )J b

ˆ ˆˆ( ) ˆ ˆ

H

H H
n n

J =
b bb

b U U b

ˆ =b b ˆ( )J b

sU Nt K× b

ˆ( )J b

′x

, 1, 2, ,iU i m= 

AB

AB

h
h

, 1, 2, ,iU i m= 

ey

AB
+=w G h en e′y w

1, ( )
,

H H H H H
e AB

AB iU

−′ ′ ′< >≈ =
′=< >=

y w w G x h GG GG x
x h

+′ =w G H en ey
′w

1, ( )
,

H H H H H
e

−′ ′< >= =
=< >=

y w w G x H GG GG x
x H u
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where  and . The received signals  in MU-MIMO systems are 
clearly at the point of intersection of the K hyperplanes, which is different from the received 
signals  in SU-MISO systems. The signal space of  has a discrete symmetric pattern. 
Without the knowledge of , the eavesdropper cannot distinguish the main direction in the K 
normal vectors. Thus, the HC algorithm is also not available in MU-MIMO systems. 

4. Proposed Wiretapping Methods for Multiuser System 
Two types of eavesdropper approaches exist: (1) the eavesdropper attempts to decode one 

of the K data information-bearing waveforms he is interested in and (2) the eavesdropper 
attempts to decode all the K information-bearing waveforms. Here, we choose the latter 
approach. The eavesdropping condition that the antennas at the eavesdropper should be equal 
or more than the transmitter is necessary. The analyses meet Ne Nt≥  hereinafter.  

4.1 With perfect CSI of legitimate users 
In this section, we assume that perfect CSI about the legitimate users is available to the 
eavesdropper. To extract all K private symbols s  from the AN-embedded signals, we need to 

design the received beamformers W , which can eliminate the interference term HG Zt in (7). 
HG  has a left inverse, denoted by †G , then multiply ey  by H +=W H G , i.e., 

(0) (1)H
e k k e B= + ≈Wy H V V s Wn y                                 (24) 

where 1 2[ , , , ]B K=y y y y . The private symbol s  can be decoded by the eavesdropper using 
the ML detector, as given in (12).  

4.2 Without the CSI of legitimate users 
The CSI of legitimate users is difficult to obtain by an eavesdropper; hence, we next consider 
how an eavesdropper implements eavesdropping when CSI of legitimate users is not available. 
From the aspect of signal processing, wiretapping can be categorized as blind source 
separation (BSS). The JADE algorithm [15] is an effective method to solve BSS problems. In 
applying JADE algorithm, the typical requirements are as follows: (1) the source signals 
should ensure statistical independence; (2) the channel transfer matrix should be full column 
rank; (3) the number of receiving antennas should be greater than or equal to the number of 
transmitted antennas; and (4) at most one Gaussian source signal is allowed. For 
eavesdropping, all prerequisites are satisfied except the fourth one. Several Gaussian signals 
and a complex-valued communication signal in (11) exist. Because eavesdropping only aims 
to obtain accurate estimation of that complex-valued , whose nongaussianity are the most 
obvious, the idea of JADE can be applied to extract these nongaussianity sources. However, 
the complex signals are recovered with permutation indetermination and phase ambiguity of 
JADE because of the independent in-phase and quadrature (I/Q) components. We modify 
JADE using the constrained scheme in [16] to eliminate permutation indetermination and 
phase ambiguity. 
The signal model can be reformulated from (7) as: 

1 2[ , , , ]Ku u u=u  ku U∈ ey

e′y ey
H

s
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H H
e e

e

= + +
= +

y G Ws G Zt n
AS n                                         (25) 

where [ ]H=A G W Z  is a steering matrix and [ ]=S s t  is the overall symbol matrix. The 

covariance matrix of received signal ey  can be expressed as: 
2[ ]e e eE σ= = +H HR y y AA I                                     (26) 

The eigenvalue decomposition of R  yields: 

s s

0
[ , ] [ , ]

0
sH H

y y y s n s n
n

H H
s n n n

V V V V V V

V V V V

Λ 
= Λ =  Λ 
= Λ + Λ

R
                    (27) 

where s
Ne KV ×∈  and ( )Ne Ne K

nV × −∈−  are the eigenvectors of s 1 2{ }Kdiag λ λ λΛ = ≥ ≥  

and +1 +2 e{ }n K K Ndiag λ λ λΛ = ≥ ≥ , which are diagonal matrices with K  and e-N K  
eigenvalues in descending order, respectively.  
Note that the number of signal sources K  is unknown for the eavesdropper; hence, we 
propose to estimate K  by MDL algorithm [17]. The objective function is:  

1
( )

11

1( ) ln[( ) ( )] (2 ) ln
2

Ne Ne
Ne k NNe k

i i
i ki k

kMDL k Ne k N
Ne k

ll  −−

= += +

= − + −
− ∑∏   (28) 

where N  is the sample number. When k  increases from 0  to 1Ne − , the estimated number 
of signal sources K̂  is the integer that minimizes ( )MDL k , i.e., 

ˆ min{ ( ), 0,1, 2, , 1}K MDL k k Ne= = −                         (29) 
The estimated variance of noise 

2ˆeσ  can be calculated from the mean value of the e-N K  
eigenvalues. The whitening matrix V  is given by: 

1/2 2 1/2

2 2
1

ˆ ˆ( )
1 1{ , , }

ˆ ˆ( ) ( )

H H
s s s e s

H
s

e K e

V I V

diag V

s

λ s λ s

− −= Λ = Λ −

=
− −

V



                     (30) 

Then, the whitening signal is written as: 
ˆ e e=y Vy                                                (31) 

To avoid I/Q-associated problems, we turn the Ne complex whitening signals ˆ ey  into the 

mixtures of 2Ne real signals ey , which are I/Q components of the signals i.e., 

11 11 1 11 1

1 11 11 1 1 1

1 1

1 1

ˆ
ˆ

ˆ
ˆ

i q Nei Neqi i

q q i Neq Nei q

e

Nei Ne i Ne q NeNei NeNeq Nei

Neq NeqNe q Ne i NeNeq NeNei

g g g gy y
y g g g g y

y g g g g y
y yg g g g

− −    
    − −    
    = =
    

− −    
    − −     

y





      





              (32) 

The fourth-order cumulant matrix of the modified whitening signals are used in the eigenvalue 
decomposition in the following form:  
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1

1 ˆ ˆ ˆ ˆ[ ] 2 (0) (0) ( (0)) (0)

ˆ ˆ

Ne
T T

y ee e e ee y y y y
n

H
C

R R tr R R
Ne =

= − −

= Λ

∑C y y y y

U U
           (33) 

where 
1

1ˆ (0)= [ ]
Ne

T
y e e

n
R

Ne =
∑ y y  and the unitary matrix ˆ HU  is the separation matrix. In this 

paper, only K complex signals must be recovered; thus, the separation matrix ˆ H
SU  is the first 

2K rows of ˆ HU , i.e., 
11 12 1,2 1 1,2

11 12 1,2 1 1,2

2 1,1 2 1,2 2 1,2 1 2 1,2

2 ,1 2 ,2 2 ,2 1 2 ,2

ˆ

Ne Ne

Ne Ne
H
S

K K K Ne K Ne

K K K Ne K Ne

u u u u
u u u u

u u u u
u u u u

−

−

− − − − −

−

 
 
 
 =
 
 
 
 

U





    





                                     (34) 

 
To keep the structure of (15), we impose a constraint on ˆ H

SU . The separation matrix ˆ H
SU  is 

modified as:  
 

Table 1. OUR PROPOSED MODIFIED JADE ALGORITHM FOR EAVESDROPPING 
 

Step 1: Estimate the number of legitimate users 
(1) Calculate the covariance matrix R of received signal ey using (26). 
(2) Get the eigenvalue of R using (27). 
(3) Use the eigenvalue to estimate the number of legitimate users K  using 

(28). 
Step 2: Get the whitening signal  

Perform whitening over the received signal by using (31) and obtain a 
whitening signal ˆ ey . 

Step 3: Estimate the separation matrix 
(1) Form a new vector ey  containing 2Ne real components from the real and 

imaginary parts of all ˆ ey  using (32). 
(2) The fourth-order cumulant matrix in eigenvalue decomposition yields the 

unitary matrix ˆ HU  using (33). 
(3) Take the first 2K  rows of ˆ HU  and impose a constraint on them using (35). 
(4) Get the final separation matrix ˆ H

SU  and estimate desired signal ˆreals  
containing 2K real components using (36). 

Step 4: Estimate the secret data 
(1) Reform the real form signals ˆreals into complex form as 

ˆ ˆ ˆ ˆ ˆ[ (1,:) j (2,:), , (2 1,:) j (2 ,:)]s s s K s K= + − +s  , where ˆ( ,:)s k  is the kth row 
of ŝ . 

(2) Decode the secret symbols by maximum likelihood detector using (37). 
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1,2 1 2,2 2,2 1 1,211 22 21 12

2,2 1 1,2 1,2 1 2,221 12 11 22
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2 ,1 2 1,2 2

2 2 2 2

2 2 2 2
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2 2 2 2
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Ne Ne Ne Ne

Ne Ne Ne Ne

H
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K Ne K Ne K Ne K Ne K Ne K Ne

K Ne

u u u uu u u u

u u u uu u u u

u u u u u u u u
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− −

− − − − − −

−

+ −+ −
− −

− +− +

=
+ − + −

− −

−

U





    



1,1 2 ,2 2 ,2 1 2 1,2 2 1,2 1 2 ,2

2 2 2
K Ne K Ne K Ne K Ne K Neu u u u u− − − − −

 
 
 
 
 
 
 
 
 
 
 + − +
 
 



          (35) 

 
The 2 K real signals can be estimated in the following form: 
 

ˆˆ H
real S e=s U y                                                                (36) 

 
Then, the complex form of the desired signals are

ˆ ˆ ˆ ˆ[ (1,:) j (2,:), , (2 1,:) j (2 ,:)]s s s K s K+ − + , where ˆ( ,:)s k , 1, 2, , 2 1,2k K K= − is the 
kth row of ˆreals . Finally, the secret message could be decoded using the ML detector as: 
 

2ˆarg min{|| || }
k

k ks U
s s s

∈
′ = −                                      (37) 

 

The eavesdropping procedure can be implemented with the steps in Table 1. Note that when 
the CSI of the transmitter is imperfect, the beamforming matrix  and the AN  designed based 
on the imperfect CSI may change. However, their changes also meet the prerequisites of JADE. 
While the expected signal sources  will remain the same, the modified JADE can still work for 
eavesdropping. 

5. Simulation Results and Analysis 
In the following, we assess the proposed wiretapping method from computer simulations. H  

and G  are modeled as Rayleigh block fading channels. We consider four cases: (1) 5Nt =  
and 2 legitimate users equipped with 2Nr =  antennas each; (2) 7Nt =  and 3 legitimate 
users equipped with 2Nr =  antennas each. Both of them transmit BPSK signals; (3) the 
transmitter knows perfect CSI of the legitimate users; and (4) the transmitter knows imperfect 
CSI of the legitimate users. The received noise of each antenna is i.i.d. zero-mean additive 
white Gaussian noise with unit variances. The signal-to-noise ratio (SNR) and 
signal-to-interference ratio (SIR) are defined as the ratio between the power of information 
signal and the power of noise and the ratio between the power of information signal and the 
power of AN, respectively. We call the proposed method with perfect CSI of the legitimate 
user Method 1 and the proposed method without CSI of the legitimate user Method 2 for 
convenience. 

First, Fig. 1 shows the influence of data block length N  to the bit error rate (BER) 
performance using Method 2 in case 2. Method 2 uses JADE algorithm, in which the sample 
number should be large; however, a larger N  will allow more computational capability to run. 
In Fig. 1, when N  increases to 300, BER no longer reduces. Hence, we take 300N =  in the 
following simulations. 
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Fig. 1. BER performance as signal samples increases (SNR=10dB) 

 
 

Next, we evaluate the average BER performance of the eavesdropper as the SNR increases 
from 0 dB to 20 dB with a fixed SIR = 0 dB using Methods 1 and 2 in Fig. 2. Following are the 
observations. (1) The larger the number of eavesdropper antennas, the smaller the differences 
of BER performance between Methods 1 and 2. (2) The number of legitimate users has little 
effect on the average BER because the separation results of the JADE algorithm are not 
sensitive to the number of source signals. (3) Both proposed methods with Ne Nt>  can 
obtain BER improvements with Ne Nt= . Moreover, the more antennas the eavesdropper is 
equipped with, the better the average BER. (4) Method 2 in cases 3 and 4 almost obtains the 
same BER, which verifies whether the CSI at the transmitter is perfect and will not affect 
eavesdropping. 
 

In Fig. 3, we evaluate the performance of the proposed methods as the SIR increases from –
10 dB to 10 dB with a fixed SNR = 2 dB. We can observe that the BERs of Method 1 are 
always constant because Method 1 completely eliminates AN and its BER is no longer under 
SIR influence. The BERs of Method 2 reduce with increasing SIR, which indicates that 
Method 2 has robustness to AN. When SIR increases to a critical value, the BERs of Method 2 
are even lower than the BERs of the proposed method with CSI because Method 1 eliminates 
AN while increasing channel noise. The BER performance of Method 2 in cases 3 and case 4 
are almost the same, which suggests that the different signal forms of AN in cases 3 and case 4 
would not affect the BER of Method 2; however, the power of AN would affect the BER. 
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Fig. 2. BER performance as SNR increases (SIR=0dB). 

 
 

 
Fig. 3.  BER performance as SIR increases (SNR=2dB).  
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Fig. 4. Computational complexity 

 
Finally, we compare the computational complexity of MUSIC-like, HC, and Method 2 

considering that all of them are blind identification. For Method 2, the numbers of 
computational complexity for covariance matrix R  are proportional to 22Ne N . The eigen 
decomposition for an Ne Ne×  matrix is proportional to 3( )O Ne . The approximate joint 
diagonalization for fourth-order cumulant matrix (two Nt Nt×  matrices) is proportional to 

32 ( )O Nt . The total computational complexities of our proposed method is
2 3 32 ( ) 2 ( )Ne N O Ne O Nt+ + . While MUSIC-like [10] requires the size of symbol set m ; 

thus, the permutation and combination for a symbol with data block length N̂  is N̂m . The 

total computational complexities for MUSIC-like is 
ˆ3ˆ( )NO N m . For HC, the computational 

complexity is proportional to ( )O mNNe  [11]. The comparison results are plotted in Fig. 4 

with 5Ne Nt= = , 250N = , ˆ 9N = , and 2 4m or= . The computational complexity of our 
proposed method is shown to be 6–7 orders of magnitude less than that of MUSIC-like 
algorithm and slightly less than that of HC. 

5. Conclusion 
We focused on the conflicting AN strategy and proposed wiretapping methods for 

AN-assisted MU-MIMO system with and without CSI of legitimate users. The eavesdropper 
can successfully recover secret messages from signals contaminated with AN using both 
proposed methods. Simulations show that if the eavesdropper has more antennas than that of 
the transmitter, both proposed algorithms can intercept information effectively. Moreover, our 
wiretapping method without CSI of legitimate users performs well in terms of both robustness 
and computational complexity. 
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	Note that legitimate user k can easily demodulate  using the maximum likelihood (ML) rule.
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