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Abstract

In this paper, we proposed an information security risk index to diagnose users’ malware infection situa-
tions (such as computer virus and adware) by gathering data from KT network systems. To develop the
information security risk index, we used the analytic hierarchy process methodology and estimated the risk
weights of malware code types using the judgments of experts. The control chart could be used effectively
to forecast the information security risk for the proposed information security risk index data.
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User Malware name Malware type Number of infected files
P Adware.Generic.32911 A (Adware) 5
P Adware.Generic.47501 A (Adware) 4
P A.ADV.FunWebProducts A (Adware) 3
P A.ETC.Jyle A (Adware) 2
P A.TBR.BaroGo A (Adware) 1
P E.KSE.TWinSoft B (Extended) 1
P E.KSE.PointUp B (Extended) 2
P E.KSE.PointUp B (Extended) 3
Y A.ETC.waddon A (Adware) 5
Y E.RHT.Hosts B (Extended) 5
Y H.SHK.CWS C (Hijacker) 5
Y Trojan.Agent. AGZI D (Trojan) 2
K Adware.Generic.42292 A (Adware) 1
J A.ETC.Jyle A (Adware) 5
Table 2.2. Rate of infection for malware type with the Table 2.1
Malware type A C D
Number of infected users (M;) 4 2 1 1
Frequency of malware type 8 4 1 1
Sum of infected files 26 11 5 2
Infection rate (pt) 4/10 =0.4 2/10 =0.2 1/10=0.1 1/10=0.1
Infection frequency per 1 infected user 8/4=2.0 4/2=2.0 1/1=1.0 1/1=1.0
Infected files per 1 infected user 26/4 =6.5 11/2=55 5/1=5.0 2/1=2.0
Table 2.3. Daily mean infected rate for malware types
Ranking Malware type Daily mean infected rate (%)
1 Trojan 2.17
2 Extended 0.86
3 Adware 0.74
4 Virus 0.49
5 Worm 0.39
6 Spyware 0.28
7 Hijacker 0.25
8 Etc 0.18
9 HackingTool 0.09
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Table 3.1. The example questionnaire of AHP pairwise comparison sclae

Importance — Importance

. Very Mo- Mo- Very .
Alternative Alternative
Extreme | Strong | Strong | derate | Equal | derate | Strong | Strong | Extreme

9| 8 7161|5432 1 2134|567 8] 9
A O B
A (0] C
B O C

Table 3.2. AHP weight of malware type

Malware type Weight (9) Weight (8)
Virus 0.117 0.118
Worm 0.211 0.218
Trojan 0.207 0.220
Spyware 0.196 0.206
Adware 0.053 0.054
Hijacker 0.066 0.063
Extended 0.037 -
Hacking Tool 0.089 0.096
Etc 0.023 0.025
Consistency index (CI) 0.033 0.032
Consistency ratio (CR) 0.023 0.023
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A7IA, Amax® BE A ANIFAZE B4 nBot ZAY Z27] W2 Amax 7t noll 283 3 &
S5 AU RAY 479 $A50] AREL 0T BE 4 Ao THEe 249 JL A7) A
AE &3] A8 FA A4 (consistency index; CI) (Amax —n)/(n—1)2F EF4 ¥]-&(consistency
ratio; CR) (CI/RI) x 100%7} AH&Eit). o]714 RI= Aot} ux|et dA| o A= A&l A}
S0l Sl AARS BAL G Aatol Haslol e B SAEANE AHoE BT B8
= WEE A3t} (Jeong, 2010; Jeong 5, 2012; Lee 5, 2014).

3.2. 2HICO| 2L JIEX]
1.000 0.678 0.387 0.640 2.569 1.683 3.898 1.230 5.194 0.297
1.476 1.000 1.423 1.476 5.502 2.825 5.966 1.445 7.056 0.534
2.584 0.703 1.000 1.084 4.743 4.384 4.082 2.408 6.000 0.522
1.563 0.678 0.922 1.000 4.644 4.384 4.690 2.825 6.188 0.495
A" = 0.389 0.182 0.211 0.215 1.000 1.062 1.783 0.725 3.000 |, w" = 0.134
0.594 0.354 0.228 0.228 0.942 1.000 2.825 0.699 3.817 0.166
0.257 0.168 0.245 0.213 0.561 0.354 1.000 0.570 1.783 0.093
0.813 0.692 0.415 0.354 1.380 1.431 1.755 1.000 4.644 0.225
0.193 0.142 0.167 0.162 0.333 0.262 0.561 0.215 1.000 0.059
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Table 3.3. Information security risk index value on July 2009

Week day Date Index Date Index Date Index
Sun 28-Jun-09 4.894 5-Jul-09 —14.941 12-Jul-09 69.823
Mon 29-Jun-09 17.963 6-Jul-09 6.537 13-Jul-09 77.415
Tue 30-Jun-09 10.254 7-Jul-09* 8.803 14-Jul-09 40.992
Wed 1-Jul-09 13.161 8-Jul-09 19.909 15-Jul-09 14.595
Thu 2-Jul-09 8.074 9-Jul-09 83.934 16-Jul-09 6.744
Fri 3-Jul-09 3.346 10-Jul-09 141.658 17-Jul-09 5.425
Sat 4-Jul-09 —8.850 11-Jul-09 113.198 18-Jul-09 —13.145

*: DDos attack occurrence day.

Aek. A7, pee purd] AR WEE ‘/}E}Lﬂﬂ e 71E5kel E3etnz FEHST) of
% 3

oty AZA, P = Muk/ne, v’ = (r1,...,r8) = (w1/p1,...,ws/ps), My’ = (M,..., M)t
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Weighted Average of Returns of Sample Infection Proportions of 8 Malignant Code Classes
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Figure 3.1. Fitting the moving average curves for information security risk index.

d g .,
oltk. ol Ao} ol Boa olekn Bk £ ATNN hE APEAS AT, Bel PAUE ol
AEE Sjok shertel HsiAE 2744 Teivk BRAAA R, DA BUEAY 30 4S 483
o, o] BANL Molrhe P9l S L clnshe Y

Foldl 7170e] AA ARZHE 334014 AFE BEFLAYY 2AHE ST,

FA FE|TE, Figure 4.2= 92 dHE EQ A9 FA =
2l 79 342 Figure 3.13} Zo] 2009d 7Y 742 DDoS A
ds vetf i, A4 AFE FaAAEATY FALNES gttt o] FAKQ 9 ofefell iAo
2 a4 e F Y F4L B @Atk -l FeAdEATe] &Y FA FAew T
4 S+ lowess A1 (AFEA Lowess 5A1)3 55 o] 53 (MAS5), 205 o587 (MA20)E& F7}18he]

< AHg3te] TSI (Venables 5, 2010). Figure 4.19] 48



1180 Jin Woo Park, Seokhoon Yun, Jinheum Kim, Hyeong Chul Jeong

o
s
S
DDos Day (Jul.7.2009)
»
L
E
A
%
&
=l
B
5
5
3]
(0]
@ .
o SEN .
g - upper limit
7 o 4
.
I
o
g
o
2
1
T T T T T T
2007.5 2008.0 2008.5 2009.0 2009.5 2010.0

Year

Figure 4.1. Control chart of information security risk index on Sunday.
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Figure 4.2. Control chart of information security risk index from Monday to Saturday.
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