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ABSTRACT

Information system audit is the requirement to configure the information system successfully. However, there is a problem with
reduction of efficiency in the audit work when the system capacity is growing up. In the subsidiary field of information system audit,
there is the same problem. In this paper, we will focus on the database audit, and implement an SQL audit tool in order to improve the
performance of a database. During the designing phase of the SQL audit tool which aim to improve the performance of a database, we
have analyzed the requirements of SQL audit work. Based on the aforementioned them, the process of the SQL audit tool has been
designed with SQL audit features in accordance with information audit process. During the implementation phase, we have implemented 3
main function modules according to the output of the design phase. The main modules we implemented are the audit job definition module,
audit job executing module and result reporting module. With the implemented tool, it applied to an Electric Power Corporation project in
China and compared with other tools that are able to use SQL audit. In this paper, the implemented SQL audit tool is able to perform the
general SQL audit work and to reduce the cost of the audit work for database performance and to raise the accuracy of result and to
apply the extended inspection rule which need to use SQL parsing.
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Table 1. The auxiliary tools for DB Audit

Software Description
ER-Win Data Model design tool
DA#
SQL Expert SQL monitoring tool
Oracle AWR
Orange for Oracle Development and performance tuning
Toad tool
IDO#
PL/SQL Developer
IDO# Index design and tuning tool

Meta# Data governance tool
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Fig. 2. The conceptual diagram of the repository
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Fig. 3. Data Model 1: The part of main functions



206 ZEMelSs=2Xl/

¥ Clone] ORA_SQLS ---.—{ ORA_SQL_PLANS
O# SFSH0HO|CI(FK) O# L FHOLO|CI(FK) O# QL ID(FK)
O# figoroln] O# HHE0HIT|FK) O# YRR CI(FK)
quRE O#5aLID O# G019 TR
qH Do LOAD_ DT [ o OPERATION

DB 11 [ora_TaBLES
[sERTES O# 2LF%0H0I TR
O+ 27|10 -11—H O# taor
O* DBMSR B 01| Ll (P O TABLE_NAME

ORA_CONSTRAINTS
O# g2gao|nEFg J tro
—HosmoomEg [T | O# Lol LFg

i | O# TABLE_NAME(FK) § O # CONSTRAINT_NAME(FK)
# TARIF NAMF(FK) _ ess.

\[10 TARIFSPACF NAMF _____ see [ CONSTRAINT NAME=+.

oRa sEQuENGES i | (ORATABCOLUMNS _IND_
Sa ag;};ﬂ” 1(FK) : O# GLAA00IOF) | O ALFA0H0|OFQ
e 'ORA_TAB_PARTITIONS O# DO EI(FK) O# T§AH0H0| T (FK)

O# SEQUENCE_NAME
Do MIN_VALUE
Do MAX_VALUE

O# TABLE NAME(FK)
D% COLUMN_NAME
D14 DATA IENGT see

O# A2A0HICIFQ
O# HHE0HITIFl
1% TABLE_NAME(FK)
O1# PARTITION_NAME

O INDEX_NAME(FK)

0% TABLE_NAME(FK)

0% COLUMN NAME(FK)
O# COLUMN_POSITION .,

Oo COMPOSITE 'ORA_INDEXES
7 O# 2R AAOLITI(FQ :
osOyooItEg [T .
O# INDEX_NAME
+

‘ORA_TAB_SUBPARTITIONS 'ORA_IND_PARTITIONS 'ORA_IND_SUBPARTITION:
O# AT S 00| CI(FKQ) O AZFA0MICI(FK) O# YL AA0L0| C(F)
O# HYOHICIEK) O HAORITIE)  foeee D HA0HITIFER)
DO# TABLE_NAME(FK) O# INDEX_NAME(FK) O# INDEX_NAME(FK)
O# PARTITION_NAME(FK) O# PARTITION_NAME O# PARTITION_NAME(FK)
O# SUBPARTITIONS NAME Oo COMPOSITE O# SUBPARTITION_NAME |

Fig. 4. Data Model 2: The part of collected information

32 HlolEHlolA M52 ¢IFt sQL #al =72 73

1) SQL 7% =79 /s 9 =233 4%

B Al2"& Spring Framework[lS] 71Hko 2
el gtelB el E AF&ste] JiEsbdth g SQL
= 9438H7] 918l ANTLR V4[14, 1515 A&k th

Bootstrap, Jquery

HTML + CSS JSP+ISTL

Fig. 5. The development enviroment
THE Al AW 3742 Table 29 2t}

Table 2. The configuration of server

CPU Intel i5 4 Core
Hardware RAM 8GB
HDD 1TB
Server Apache Tomcat 8.0
Software
DB Oracle 11g r2
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Check whether or not to use SCALAR SUBQUERY that like multiple nested

Calculate how many tables which capacity exceeds 100G were scanned by

Table 5. The result report of auditing

2 TABLE SCAN way
3 |Check whether or not to use BIND VARIABLE instead Constant Inspect Violation
4 [Check whether there are data type conversions occurred implicitly. Target Inpect Item No n -
Check whether left-side column in the condition was wrapped in FUNCTIO| mount ercentage
5 expression Check whether the INDEX FULL SCAN operation occu.. 42 146%
6 |Check whether or not to use Sort Merge Join Calculate how many tables which capacity exceeds.. 4 2.58%
7 |Check whether or not to use OUTER JOIN in the right way SLs Check whether left-side column in the condition .. 508 17.72%
8 [Check whether or not to used the hints in the SQL (Total 2867) Check whether or not to use Sort Merge Join 2 0.07%
9 |Check whether or not to include more than five tables in FROM CLAUSE Check whether or not to use OUTER JOIN in the ri.. 2 0.07%
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