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Effect of Security Culture on Security Compliance
and Knowledge of Employees
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Abstract

This study proposes an alternative to minimize insider-caused security threats that are relatively dif-
ficult to control and cause high uncertainty in information security management. Therefore, we inves-
tigate the relationship between organizational effort and the security understanding of employees to
eventually enhance security compliance intention among employees. We develop a research model and
formulate hypotheses on the basis of past findings. Accomplished questionnaires are collected from
526 employees working in organizations where information security policy is being implemented. In
addition, we prove the hypotheses using a structural model. After reviewing the structural model, the
security knowledge of employees and information security culture are determined to positively influ-
ence the security compliance intention of employees. Moreover, top management support, security pol-
icy, security visibility, and security education programs are proven to be antecedent factors in estab-
lishing a security culture in organizations. The findings of this study could guide organizations in for-

mulating information security strategies to enhance the security compliance intention of employees.
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