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Education Course in the Private Sector
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ABSTRACT

The recent convergence in ICT industry has created new businesses as well as other opportunities. However, it entails new
convergence threat accompanied by security risks. Even though there are security professionals who are dealing with the
situation, there is not enough human resource in risk management. Moreover, the amount of research that studies quality of
education and training security personnel is not sufficient. This paper explores the curriculum of information security education
in the private sector and reasons out fifteen standard curriculums in four professional fields categorized by job classification. In
addition, it provides a weighted score table based on the evaluation indicator for the effective security education certificates in
the private sector.
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w]=¢] National Cybersecurity Workforce
Framework(4)= 712819] Ale|w Bk wf-o]H
/JE]B.(National Initiative for Cybersecurity
Education, NICE) ¥ 18 d3ks A3
$lste] Ak=l AAelel. National Cybersecurity
Workforce Framework: Abelwixelzl 3=l
g5 % 71%S  TM(Securely Provision,
‘Operate and Maintain’, Protect and

Defend’, Investigate’, ‘Collect and Operate’,

‘Analyze’ ‘Oversight and Development) 7}
R ERsla, §Fekt SFgERS WA R
A Atelw] do AubS EZs= WA ALl
2 AAHCR At AL
71l = NIST F3Ho = 7its &,
ohz} kel N3l AE A A

dlo] Estar ieH(5).
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2.1.2 NIST SP 800-16(3rd Draft)

u]=9] SP 800-16(A Role-Based Model for
Federal Technology/Cyber
security Traing, Revision 1(3rd Draft)&

Information

National Cybersecurity Workforce Framework(4)
7} RIZREeks wibeE AAEvE HE 1T
o, o]& FFwokddl AEA717] A 19984 Hx
q7kEl NIST SP 800-16% el Esfe] et
Weeow AW 4 ol EFW8-2 National
Cybersecurity Workforce Framework(4)¢} -F-AFs}
ARk ok 531 Ael| dislA AFE ks o] &
Aolc},  FF+=  ‘Securely  Provision/Develop
‘Operate and Maintain’, ‘Assess/Evaluate’,
Respond /Investigate, ‘Oversight, Management
and Support, Continuous Monitoring, ‘Contingency
Planning 522 AX=o] olr}6).
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Inforsec skills(28))9] 5471 #A& Akl
A2 weblzgels]of A4l 719s ddos A
B gelo] 7ks3t 6711 ELEfSt &t Fujitsu) (29),
A ABRHER G (NEC) (30) #\ &t — 7 5—
(Asgent)(31), MR - 74 - 74 - T (NIT DATA)(32),
MREit7 > 7(LAO)(33),  #R\VEit BP AT #aAA%E) (34)
o] 148314& ZApskdel. AR A3s ulete
R7hEol WS- Akl A 5o} WA oddte] 9leS
aEste], Ayl F okl 3 AGEF AA}
IR FTHEE(NCS) T BR8] 3t
9] whekom ) wizhlol Molwge] ke wim
A& AABIATH35) (36).

o

= National Cybersecurity Workforce Framework
» NIST SP 800-16(3rd Draft)
s AHHES Fof AFAA A

#4743} National Cybersecurity Workforce
Framework(4) <32 & ‘B35 2 wlo] NIST SP
800-16(3rd Draft)(6) 9 F R=t/3H7}, AR
H3E Fof AFAA 7o Hof T Alndl, =713
FeHET(NCS)(36).9] 107 sH<e 5 ‘nHet
Ay BA FE wSHHe] s g EEE R

&

National Cybersecurity Workforce Framework(4]
o] ‘w3 g "o NIST SP 800-16(3rd
Draft)(6]9] "th&/AFFzAl 49, ARHIS o}
AFAA & g QlF gL oot £
=2 =E W97 Yen] National Cybersecurity
Workforce Framework(4) 3 2 29" ¥WF,
ARRE AgFol BFAAT) wHE 2 9
o] Afolle dAl 2dF aEe] §lo] ERHEA
Fopch. HAFA R wIkFo] FHIL HA ¢ 7]
4 FEEAY, AR 285HAEE e E A
Hoks @ WY, ® 24 2 fA, O A= 2 ot
O #A5/HAYL 5 NEer= A3t (fig 1)
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R

NICE NIST SP 800-16 Workforce
P— @ Securely ® R&D and

- ) > Provision/ Implemen— -
Provision Development tation Provision

NICE

RELTEY

Operate Operate and . Management | Operate
Maintain Maintain - and Operation Maintan

© Protectand Assess/ 4 ©7 ~ Evaluate/ Protectand ©
Defend 7 Evaluate . Certified < Defend

. Respond / | / /|, Protectand .| e
Investigation > vesitse 9 Defend Investigation
\ Confinuous @ Education
Coei Moritoring / andTraining Y Analyze

I

® | © otz Strategyand | Oversightand ®
Development (RERIED pd T Development

N Oversight )’
Management
and Support

Collectand
Operate

Macketing Collectand
and sales Operate

il

Fig. 1. Professional field grouping and matching

@ell+= National Cybersecurity Workforce
Framework(4)2] "sHxdt 71€ 23 NIST SP
800-16(3rd Draft)(6)¢] "3t 7l& Bg 2 A
W ARRS AFAAT)S] AT e d RS
Fharsie] 743191 o National Cybersecurity
Workforce Framework(4) 2 "9 2 fA]

NIST SP 800-16(3rd Draft)(6)¢] "< 2
2, AREg AFAAT) el 2 ¥dE Fast

of FAFAG. P g Fols: xIse O
National Cybersecurity Workforce Framework(4)
o] "B B owel’ "ZAV, "BAS Faslelon,
NIST SP 800-16(3rd Draft)(6)e] “#lgt/%7}
S/ ARERAY RSl Bet #eE Fuskgr)
weh, AHRS Hof AFAA(T)S] "Fr} & AT
Ata e aste] FAEI © = A 1E
o ZrEa gopet MIAAET, A 2 7187
S 9 F4"s Faspsict (Table 1)

Yy
)
A}

Table 1. Professional field classification

Category @ © )
National Protect and Oversight
- ersi
Ghasauity Securely Operate De{_e"d_ an dg
Workforce | Provision Maintain Investigation
Framework Analyze Development
Assess/Evaluate Oversight,
NIST SP Securely Operate Respond Management
800-16 Provision and /Investigate and Support
(3rd) /Develop Maintain Continuous Contingency
Monitoring Planning
Devel
Vi OIIJ‘ Evaluate/ Strategy and
msekrjlllo - Certified Planning
S
Framrework and Marﬁmt
for Impleme Cpensti .
Infornretion n-tation on Protect and Fiducation
N Defend and Training
Security
Workforce
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322 B WsnEY == Table 3. Standard curriculum classification
;quuc B =2 = 2 79 9] 2] S o] 3 @ ® © @
i i ‘1‘11:7]—{01] w]:": SR RS e Security Network Penetration Security
EF7)Fe 43t AR v s FH A FAA L} e Develp Security Testing Consulting
ARHES J?—‘?rfjrzé ‘{-Evt}‘ju 55 Fuste] 1970 3 Convergence Digital Information
Ars =3Pt IR A A4S 9 . ngicmt?’ . | Forensics | Secnity Law
0T/Bigdata/clou
¢ AW 2AE Hsted S R RSTIR Hex
B 6 1 B0 Al s System Assess i
/K]—O]] T/HK]'O:] 3”]‘]5] Ug‘i 7]'{’:0 ‘:\‘JE T’:/Ll‘i }EA]E}‘ Security /Evaluate Vacy
ﬁit},(Table 2) A 7&‘7’]' 197H Zéliii _,",7_-3'-37,]_7@ Mobile Incident
Z meoad - 9P - 2ok So deais Security | Handing
20159 7)1&F $od=9l 3§ FAAo] gl= Ao I Database Mhlicious
AT} WA, 2 LAY A0 LopE 7] Security | ark Arehyis
Foz xF WY WEEA Ase wdsl Application
Securit
15702 #Ratsic). !

Table 2. Frequency of curriculum in the korea
private sector

Rank Name of a course Frequency | Ratio(%)
1 Penetration Testing 43 23.1
2 Network Security 21 11.4
3 Digital Forensics 15 8.0
4 MHlicious code Analysis 14 7.5
5 Security Consulting 13 7.0
6 Secure Coding 13 7.0
7 Assess/Evaluate 11 6.0
8 Information Security Law 10 5.4
9 Incident Handing 10 5.4

10 Privacy 9 4.8
11 Reverse Engineering 9 4.8
12 | Convergence Security 5 2.7
13 System Security 4 2.1
14 | Application Security 4 2.1
15 Mobile Security 3 1.6
16 Database Security 2 1.1
17 Programming(S/W) - -
18 Risk Management - -
19 Physical Security - -
Total 186 100

MEEA A3E wegste] WSt (Table 3)

4.1 ¥HE3S
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A2 A old, Frieddd wiHAA -2 o)
TAEAu 2 el AHP  (Analytical
Hierarchy Process) 71¥F] #HE7F 28-S AA
sfolon] AE7E AHP ZAb= 20159 119 1
d~21d, 377 AAEA (HEA] & 234 3]).
SHARE ARES FHU|Y FA 1Y, HERS
e Az 29, ARRE UwS diga 29,
ArBsel FHF 55 Fsly e TFEok
A 189 55 e ® Ak Ao
= AR AP AFE Falsle] A A
F7F & SHATNE AL vA 1559 94
I 7|3 TE o183t e AR F§sle

A8l
skH AHP(Analytical Hierarchy Process)
ZAe} A HrA el oig Aok AEE H
3 AREs A w§7|H A 55 e E o
Z] A

& e} ARA o ¥

$2°4(38.7%), ZdAtl®E (16.4%) W53
17.3% 2(27.6%) 22 ‘W82d —
- BEH > A 2oz v

<

T

AL S S s Y a9l AT s
% ¥

570e) 745 Bl elelgel slol 49 A7
F3E A0E Foio] 27 SeelAe] dgeied
Arhas 44 Fasielct

Evaluation Criteria
of Information Security education and Training

|Edu:alianl‘l { || Instructor H Education Envi HSludents ‘

Educational Goals Instructor Assignment Training facilities Students management

Contetnts Lecture operations Other Facilities Satisfaction Survey

Textbook Education community Training Equipment Consulting

Training Time

Educational Correlation

Fig. 2. Stratification for Analytic Hierarchy Process

Table 4. Trainees Score in cach Evaluation
Criteria

Category Ratio(%) Score
Education Operations 38.7 39

Instructor 16.4 16
Education Environment 17.3 17
Students management 27.6 26

H7A % 7EeA AFS 918 AHP(Analytical
‘]

Hierarchy Process) A&#42
3 2F AEFH JFHF A Ax
of, AYEY ASNS HRRE P

ATEe Q% Zeals, QFEd 5
oot BAAE B AHAECH L
7% Hh W 5) WeE gastel Yk w
¥ AW S gtk Y AES ERT AWAY

FPPe B QT o) F Afalol & T3k T}

e, o,
P
o
I

Table 5. Evaluation Criteria of Information

Security education and Training

Category Element Score
Educational Goals 35
Contetnts 40
gdu‘cat.lon Textbook 20
perations
Training Time 10
Educational Correlation 25
Instructor Assignment 50
Instructor Lecture operations 50
Education community 30
Training facilities 25
ducation Other Facilities 10
nvironment
Training Equipment 35
Students management 30
Students Satisfaction Survey 20
management
Consulting 20
Total 400
V.2 B
B ede wtiol ARRT W8I odFE 9
gk 712 AR, Se] wZkEel AR BT w33
2 F 5 AR ZAFEAS vl R Rk}
ARHS WA A AFuHE Ayl
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AHP(Analytical Hierarchy Process) FAM:
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