541
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.26, NO.2, Apr, 2016 ISSN 2288-2715(0nline)
http://dx.doi.org/10.13089/JKIISC.2016.26.2.541

49 ANES ) 522 AT 1T AZEs
el

+ =
2™ e 4% x g g
'zo| HotHME 2ZEry5tn

Improvement of the Certification Model for Enhancing Information Security
Management Efficiency for the Financial Sector*

Eun Oh,” Tae-Sung Kim,z* Tae-Hee Cho'
'CHO&LEE Security Consulting, 2Chungbuk National University

3.20 A4 ek, FhEAL RARRGEATL Sl
HE 903 4 givh 22U okl 38 o
o] BAA - FA a7 BT S glow, o
L LT I ESS PN e P
202 el £ dPiE dins
o) BHE eI Auns Bl A Q%
983 oz o Wepon AUsielol

14 & % g% ko] AAEA wAE 1 oW AU iE
£ apslart 24 ojeje] Hal Aol A M WA A o] &
1% Qla) Qs ad, 1A old A A% de] A% s 5o
b e ARl 9 s B
S ANNE AFAES B
& welnA @ wd 40 Auns delAA 9%

o
ost

[o
2
2
&
32
i

ot
o M
oX,
=
>

[o
do
H1
=
=
}:H
mp Ak

A

1‘
sy
ko

o do 3
e
oL

e e
rﬂﬁl
11-4ﬂ-§

2
glé
S
>
ok,
K
N
>
ot
v

ABSTRACT

Considering the results of the 3.20 Cyber Attack, leaks of personal information by card companies, and so on, convenience
and efficiency cannot be guaranteed without security as a prerequisite. In addition, it is more likely that customers’ interests
seem to be interfered with in financial institutions than in any other industry. Therefore, when a security accident occurs, users
may suffer mental damage and monetary loss, leading to class action, customer defection, loss of reputation, and falloff in
international credibility, which all may have a significant effect on the business continuity of corporations. This study integrates
the representative information security certification systems in order to improve the efficiency of information security
management and demonstrate the necessity of information security management system certification for the financial sector. If the
certification is needed, we would like to recommend the desirable development direction.
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ARH} Al 7]Ee] WE S5 R J)E
o] =gl ko] A Astel gich. wheba] Hok
Al vEY wwshE s, SAbsia, dAsls
WSR2 doh(11). &% S FEnt gl
Zl8def &gk Hekrtarr) SolvhiA 7192

S Busta 24 AAHES Ass] AT edeR
AHR S Z2Ax fASEe] shiel AHES
FAA 75 D Lol AHAHA 2H5E 7]EoA
Hieh(13].

200249 = ARRS JAAISMS:
Information Security Management System)
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Table 1. Areas of ISO/IEC 27001(5)

Areas
Security policy

Organization of information
security

Asset management

Human resources security

Physical and environmental

security
Information T .
. Communications and operations
protection
management
measures

Access control

Information systems acquisition,
development and maintenance

Information security incident
management

Business continuity management

Compliance
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Table 2. ISO/IEC 27015 areas and controls Table 3. Assessment items for integrated
supplemented for organizations providing certification of PIMS, PIPL
financial services(6)
Assessment items
Areas
Security Policy(5) Large
. - - - . companies Small &
Allocation of information security Areas Public | -Internet | D& 1 Small
responsibilities/Contact with special interest institu- |communi-| T AT | enter-
groups/Identification of risks related to tion cations | oo | prise
external parties/Addressing security when S?r"}ge?
dealing with customers/Addressing security in providers
third party agreements Personal
Asset management(2) information 16 16 15 3
Inventory of assets/Acceptable use of assets management
Human resources security(3) PTOcesses
Screening/Terms and conditions of] _ Personal
employment/Information security awareness, information
education and training élsfseﬁgfcgré% 20 19 19 19
Physical and environmental security(4) rights
Working in secure areas/Equipment siting and
protection/Equipment maintenance/Secure _ Personal
disposal or re-use of equipment information
— - security 50 48 44 22
Communications and operations counter—
management(7) . ; measures
Segregation uties/Capacity
management/Controls against malicious Total 86 83 78 44

code/Disposal of media/Information handling

procedures/Internet banking

services/Monitoring system use/

Information systems acquisition, development
and maintenance(3)

Security requirements analysis and
specification/Policy on the use of
cryptographic controls/Control of operational
software

Business continuity management(2)

Business continuity apd rjsk
asse.ssment/Developlng. and  implementing
continuity plans including information
security

Compliance(2)
Technical compliance checking/Compliance
monitoring

Note: ( )is  the
supplemented

number of  controls
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Fig. 1. Methodology and procedure of the

study

Table 4. The deduction criteria on same,
similar, and different item

Same item

- In case ISMS check items are

In case the object, direction and
contents of check items are same

included and the contents which
aren’t included in the items are
other ISMS check items

In case the object and direction of
check item are same, but one
part of contents are different

Similar |- In case of one part of ISMS check
item items
- In case PIMS/PIPL check items
include one part of ISMS check
items
Different |- In case there are no same and
item similar check items
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& ulasle] B RAF, ThEE BRaeh ISMS ZAES] W @ B FAEom Adslsic
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= 1049 o4 g4¥dlon PIMS, PIPL =& o] Adslelon 7 A% EAZEe] Aws) A4
ISMSelA] shslels] el ISMSE Auns o AY 2 /Fe wF gmele] B4 wE g

Table 5. Result of redundancy evaluation of information security certifications (Countermeasures)

ISMS

PIMS

PIPL

Areas

Check
items

same

similar

blank"

Differ-
ent

Redun-
dancy

o

same

similar

blank PI%\)/IS

Differ-
ent

Redun-
dancy

nZ v —

Informa-
tion
security
policies

13

13

100%

69%

Informa-
tion
security
organiza-
tion

100%

1%

Security of
external
parties

75%

50%

Informa-
tion asset
classifi-
cation

86%

1%

Education
and
training
on
informa-
tion
security

10

10

100%

60%

Personnel
security

11

10

100%

27%

Physical
security

21

13

62%

17 4

19%

System
develop-
ment
security

22

16

73%

11

11 0

50%

Crypto-
graphy
control

100%

50%

Access
control

46

44

96%

11

29 2

37%

Opera-
tions
security

56

41

15

73%

43 1

23%

Intrusion
incident
handling

14

13

93%

36%

IT
disaster
recovery
planning

0%

0%

Total

225

184

1

40

17

82%

62

22

141 8

10

37%

Note: 1) In case there are no check items which can be reconciled.

2) The holding rate of same and similar items in overall check items
3) The second different items which are overlapped with the different item deducted firstly
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Table 6. Result of redundancy evaluation of information security certifications (Lifecycle)

PIMS PIPL
Check L ") . Redu
Areas items same similar blank Different danc;lz)
Collecpon of personal 20 15 0 5 1 75%
information
.P[MS Use and provision of personal 46 929 1 16 4 65%
(lifecycle) information
Management ar_ld destrgctlon 16 7 9 7 0 56%
of personal information
Total 84 51 3 28 5 64%

Note: 1) In case there are no check items which can be reconciled.
2) The holding rate of same and similar items in overall check items
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Table 7. Integration of information security
certification systems

Additional control
Areas activities
.| (PIMS)Appointment of the
Ort{%gg;zla employee responsible for and
Information | gystem _in charge of personal
security information by sections
organization
& iosleoilsjiq (PIMS)Report and
blijlity communication system
Access | (PIMS)The responsibility of
manage- employee in charge of
Accoss ment personal information
control .
al?tc}fgfist (PIMS)Authority management
mana eY of employee in charge of
men%u personal information
Medium (PIPL)Keeping of storage
security media
(PIMS)Storage of access
records of personal
Operations maLﬁ()alg o information system
security ment gnd (PIMS)Designation of output
monitor- purpose of personal
ing information and protection
measure and personal
information masking

&5 Holth PIPLS AdiA o ud F5uEs
Holedl ISMSeke] Al SAlgE 2] zfo]ef|A
71918k Aoleh(ar: ISMS®| AlF SAgsE $=
25370, PIMS+ 31070 z&lx PIPL> 15571%).
PIMSY xguiz | FJEJAE olzldt HE zkaldl
b Aee] w2 FEHES Bl # 5 olvh
HAEHon =39 3K M2 A EAES
% ISMSell F7t=l+ §AA S AHElshd Table
T RC)1E ISMS BAARE FhsE A 5
AGE-E Al9]). 71E ISMSel| 32719 A2 Al
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Table 8. Descriptive statistics for the Table 9. Result of survey on integration model
respondents of information security certification systems
Type Freque-| Percen- Questionnaire items Mean
i i i ney tage 1. Appointment of the employee
Public ) financial 1 4.8 responsible for and in charge of 4.38
enterprise personal information by sections
Insmjance 1 4.8 2. Report and communication system 4.57
Type of |Credit card 4 19.0 3. The responsibility of employee in 405
industry [Security consulting 6 28 6 charge of personal information '
company : 4. Authority management of employee 405
[SMS auditor 4 19.0 in charge of personal information ’
etc. 5 23.8 5. Keeping of storage media 3.57
Under 100 9 42.9 6. Storage of access records of 459
100~300 3 14.3 personal information system )
Number of|300~1,000 3 14.3 7. Designation of output purpose of
employees |1.000~5,000 4 19.0 personal information and protection 367
5,000~10,000 1 4.8 measure and personal information '
Over 10,000 1 4.8 masking
1~5 years 2 9.5
C 5~10 years 5 23.8 vebgdtl F5d AEES FAA AF s 9
areer 110~15 years 9 42.9 34 ISMSel ¢+ PIMS. PIPL EAlxlere =
T o Aele] Batshe WAL WA Bage & 4 ol
ertifica- |K- . N
=71z o = o AL ] o
tions  [PIMS 3 | 111 b e ISMS slsslet = A
acquisi- [PIPL 0 0.0 EAE 538 wedsla QleRdl digk s Al
tion or [1S027001 4 14.8 stolch. Fig. 2+ S9AE vebdl Aol ‘HE
not ole} mi 2A grkeb BRd SR & 19
(Multiple , o
responses Not acquired 12 44.4 wHo g 90%E A|3kedc}.
possible) Fig. 3 =l &% A9 EAe] ISMS %
Queht to {Yes 4 | 19.0 |l 8] whdElo] QA gtk A7ske o
acquire _ _ . o
ISMS or |No 17 810 froll ok &5 Az Hato|o), ‘F§ FHaH HE
not gk 8-S ISMSel kdslar oA frhels =i
Total 21 100.0 o] 3.52% 714 E9ir}
e o - e Table 10& 344 ARR3S AAA =4 A,
. - 1 . o 9 6=
20 WS weh 3 wSelt 47 A 5 g gsjsjer @ 1SMS gnusehAe] FAlvek13
o G asheh 2 BHES seivh. $9Ae] A
@ol 3.0 olgeld EAFETI AYAL FEshe
Ao = ®Hkr}
Table 9% Awws WA Fgzdols
ISMSell F7b8 T7le] SAAkgel g ¥ Az g .
o Fageleh. ALYRAFAL APe] Foprh
4572 7V #ska, oo g AR AEA
299 4715 AAof 452, NAARATA A
9 Fof 4.38 o2 ey 9lrt Ao U
< g5 AAA L B3t Fof 3. 64 H"J" »E a £ a
E_:]'%_E‘Q] %qu —y—iqﬂi E—O]: 3 5 % —/l\__ 9}1\ NOTATALL THAT'S NOT TYPICALLY THAT'S RIGHT SO YES
o g kel AFEE 25 30 lgoR Au i
RE deAA SR AR SHs slom Fig. 2. Opinion on how far ISMS reflects the

characteristic of financial industry
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3.24

[ 12] 131

Note: [1JAs the contents for financial related
laws were not reflected on ISMS: (2] As required
items on the life cycle which check legal
standard on the generation through destruction
of personal information are not reflected:(3)As
the required items on the protection of
information was well reflected on the current
criteria, but they don’t come out clearly

Fig. 3. Reason to think ISMS does not reflect
the characteristic of financial industry

A wobel dg A Aseld BFEOE FLE
9% A AR B AFe 1l Ao}
oAREAde, b e Bage 2 EA
Popl Huns A o]gic

e s A SutAblA F¢d Auns 3
e AA w8l Az ARl s ARREA 21 Al
Asts shgleh. wgAe] A ok gl &
zepelola] dagh e AlelEe] AR 245t

AHEAR o] 854 2 ARRT Tl A7 YE,

Table 10. Opinion on degree of strengthening
ISMS areas when introducing information
security management system certification for
the financial sector

priority
Standard of
Deviation | impor-
tance

3.38 0.21 10

Areas Mean

Information security

policies
Information security | 4 o 0.19 5
organization
Security Of external 4.38 0.18 2
parties

Information asset 3.57 0.21 7

priority
. Standard of
Areas Mean Deviation| impor-
tance
classification
Education and
training on 3.52 0.21 8
information security
Personnel security 3.86 0.21 6
Physical security 3.48 0.25 9
System devglopment 438 0.20 9
security
Cryptography control | 4.19 0.16 4
Access control 4.52 0.13 1
Operations security 4.19 0.15 4
Intrusion {ncldent 419 016 4
handling
IT disaster Tecovery 494 017 3
planning
V.&2 B

59t Zlgdel e EEbs W PIMS,
PIPLe]l /MelARRE 2|4 <l&(PIMS)oZ
A=13k=E 90k (2016.1.1. Al8)). olol e} 7]¢] &
2k e amet ozl A1 AR FEEE AR
55 223l Q23S 2907 e 8 A7)
5 Zt 9ls AR o= glh o]HF
AY F4& Fd HEFHozE [SMSe PIMSY
Tge] 7Fe Zlo R Balrh

a2 PIMSE ISMSe9F 2] 815 5] 9
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