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ABSTRACT

In smart grid, enhancement of efficiency and interoperability of electric power system is achieved through the connection with
outer network, and this induces that power grid system is threatened increasingly, becomes the main target of cyber terrorism,
and is sincerely required to design the secure power system. Although SSDLC(Secure System Development Life Cycle) is used
for risk management from the design phase, traditional development life cycle is somewhat limited for satisfaction of information
security indicator of power control system. Despite that power control system should reflect control entities of information
security considering its own characteristics, validation elements are insufficient to apply into real tasks based on existing
compliance. To make design of diagnostic model and assessment process for power control system possible and to give a
direction for information security and present related indicator, we propose the new risk management framework of power
control system which is applied operational security controls and standard architecture presented by IEC 62351 TC 57 with
enterprise risk management framework.

Keywords: Risk Management, SCADA Network, Secure Power Control, Smart Grid

Received(04. 09. 2015), Modified(1st: 10. 06. 2015, t}. (No. 20131020400760)
2nd: 01. 05. 2016), Accepted(01. 31. 2016) t F42}, parkljun@naver.com
* R o= 20139 % AR AR -] Al o2 gl A] ¥ 2AAAL, kysong@uc.ac.kr(Corresponding author)

7149711 (KETEP) 8] A9 wo} 58 47 3]



426 o3t A9 AefA~E AAE

913 sl =9 At

LM 2

A% A"l A
Power Control System)< =7}
AAd2%  SCADA(Supervisory Control and
Data Acquisition) #& &3l H7], 7t &,
AE 5 QAR AY Ane b AdE ARAEka
Anlo] H-2El A E Fal HAZECR dlolElE 4

o v
=0 F AT & oleh AT A A9

Ao} 2|28 (POS:
Fa719 a4

N
N
i3
o,

o
ot

e

>
>
L tol

Ei

ont
2
ﬁi

r-.“i

Ny ﬂ-qo
o

=

N

)

ofN >

PSS
9% ke pAsE ole we e o A

Al

o]
= Al AEE AT} ole EEAQ B
doz el Zaaws HEel 44T Last Ao

b o2 U ELFo| g Axdl Y 4AZE
dol A B ZRAAE SSDLC(Secure
System / Software Development Life
Cycle)oll F3le] 872K 2 epedAd 24 bAoA
Jf,LEi _r]ﬂ;}a] 7]H]—__i /d;q]g]o] 24_9.5] o]o\/]_

% SSDLCS} A53 A¥w ARBE QA
0374]"3 vgoz  4ky] Ao Alz~®l (Industrial
Control  System)®] 7] AHREET A&
(indicator)& &A3l7]ol= tha Agk-elc}, w3t
ARRS AFE S YsiMe A Hw=r)
ool 3le ZH AejAd E SCADA A|=HlE
Farsk AA = A oA 9 A5-$-84]
(interoperability)2 ®As = gl= FHr7} 9=
welel 7]de] E3h 2 24, AHHRS AHA AHuz)
Ab ], W A, 5 A5 e, AHsE Alg
fgl-a] qlz_iio]. /K]/\Eé] E«]]_/_‘\_E, %ﬁ_ u_l Ooﬂio}
ZEA2 FA Sol HE S ZEAA 249
wjFo] Fojof Ftell& Bl Py} ZRA 2~ 7
gE g 2459 R&R(Role & Responsibility)
AAAo] mE3F Al o)}
metd 2 ErddlAe dA dibd R A8EHa
= ARH ZHJNZE Fal Y Alo] Al
Al 87EE Bl aaEks FAleE bl A

e

o 23S AT 5 ole 2y Hrh ZRA~ A
AZd 7Fsdt sdde] A 2E Akt 3
E‘r & s o ol Ao Slnk 27%ellA
+ IEC TC 5714 Aelata gle A AlojA2d
_HL‘%} #5357 IEC TR 623519 A= Aloj A28 £
& S1E wel oA U Y Helr|e, Y Al
oA zdel 93 2 FHdE sk, 3
AE AJA 28" AA A oddo dgt HE Y
7153 Heb TA dew AR sdde] =4
928 Aol 4geldE Hel8
Q9lze] A e Ak waT Hrp ZAs
APk Pbsshes oo A e7AE B4
3‘} _§_ U].;(]U]— 5001]&]% Z—]Eﬂ ;q]op\] Eﬂ /\4741,]
Al el WA, sleHel Bobt shsst
wel Zeg9=E AYseha F A
% E]

_4

4o
o
rxi
)
Dy
AT

2.1 M3 HOAIA RS 2ot 23 EF

7t Fo7M AAS Bugiths S A
AefAl 2~ Hebrle Jiie] oS A3 TEC,
IEEE P2030, SGIP(Smart Grid
Interoperability Panel) & =4 E3]|7+=
Bl g7k o}7|HIAE Aesta NIST %
DHS® AH AlojA2® 2 WE=A 7+ o4&
A3} Aol Heobd ERE 9 TF sz E A
3.el= AA M-S AEHow sty gt &
A TEC TC 5744 Asta gle AY Ao~
g 98t B4 ZEEE 332 IEC 60870-5
Series, IEC 60870-6 Series, TEC 61850
Series, IEC 61970 Series, IEC 61968
Series Eo] 11]245]01 olouq x—]aﬂ Ao A| 2~ 2
HEYF 7+ AT &A1 Alo|y] HeA FHE
gt i Ael xFE ZHYY =l NIST SP 1108
"NIST Framework and Roadmap for Smart
Grid Interoperability Standard v3.0"¢] 2%
%3 gleh(3-5].

NISTE Al+¥ A¥Wed4 IEDs(Intelligent
Electronic Devices) %  AMI(Advanced
Metering Infrastructure)el w3 5-e1% 4
7] #2] 7% N A4S Asta AnfEaE



A B K 5 5}3]

=4 (2016. 4)

427

= Hal slel=gfel 4] “NIST IR 762872 E3
2vtEaR|E S At <l 2 7] e
LAk A3l IEEE P1711e141&
A5 A A A dole U 74
As A AFIe EBEE s
PE(Position Embedding) ZE=&
AeH6).

= O

13

P

kil
N %ﬂ

-

2.2 M8 MOJA|AR Hot OlF|’IA

IEC TC 57014 A= A Ao A28 Hal o}
g

Zl9AE 71U, FEA, HA A 2 1S T
Azgle) 34 S4E A SR S o2 44
g Hot AEES AHEste] AARE TSkl 29
& 5 oe ZHEd A A S ATska sl 59
A Wk FAle dubd o g V)% 2 =y s 3t
w2 Z1Ee R diA AlzEe] 3 2 Hd A
o os) AAEet wheba 913 2 93 B4 71
A, AR E QSE flsl ARl Bk 8l dist

of thE W= 82 Aol o] BAE BE 5] of
2ol A Alzdlel] aAaA el fEeldeld =
sg gold mel RPARGS weste] e nal
welelen E7E 4 9ok

2.3 T2 HOAAH Al HOUl& U SN

231 MY HOAIAH 2

02
o
o0
ror
e
1>
T

(o]
N
T

gy
N2
Ho
o2

Y
L
i)
2
o
of
rr
o
>
o
N
)
rlo
(W
X m1o
b
o
0,
N
¥ &
£ X

&2
N
ey
fu
Home
=t
it
I

e
[
-}
[
[t

-

o
—
.

A, Bl 7|07 ] el A
AFel A Alstslel A A
SHA A& nletoZ A 53
o]. O:IL/\],zﬂ.o] 7]1117\'] 7]..9.&] Z o]
25 7Ike.g 7]7] A~ v Eg =] Fokd
7%, ALAle 7%, S| Bekrnd 3 3
Ao AggF oF5. = 7

A, 1ok 7] %A
A A E H}E‘a A Aol 2| 2289 Afo]n] <] ¥
£ Aol M 3

o
=

rzi
KN
oE-L 1>.

_pn%

oL A
g 2

td

e

g,

—113
i,
>N

w3} BobAAS wiee g e Al2del AAE=
2~utE vlg], FoulA Alx, IEDs 58 o]4-9] o]
A o HEshs 7l el A8
A A Ao A 2gle 8 Al BEd ==
474 el 5o FHo= sH(Open)Hell w2t
Abo|H] FAR7) Qe o] AL T Ao] A ~E T

W meoa) 7hgelt 2y
o7 gle) we A
AL A8

“AAZF dlolE] £
43 s AA o] 7&-7L5101°]E
Ay Al 2w 52

1 3
Hok 25 WS AT 5 glefof wt.

A z{]oqx]z;%y)r =Y 2 [TA 28 Ao]o=
Ael7k EAs] wiitel] 71 ITA 2~
Aol vlo] EAls}xo] A3 ¥

73 A-8o] a7¥rt Table 2= u]zq/k ITs} A2
ITe] ®ot EAL ulw A)stdeh7

2.4 2 HOAAHO| Hot 3 U FoHy 24

241 T HOA|AHIS] HOob 213

S A2l AT 22 AYE A, el
~E abqlasto], B 71 A8 okel Al A3l

A Sl 1 Sl A3t A i, ARl

o A% 9 A, 43

pil

¢
f

¢

2

A4 $13 5 ol 919 <Al o8 e 4
o} etelrel 918 2 Add g1g ozt Aol
98 wssy]  gedE A% wel(DID:

343} AdAAsh 2 2
3k

Table 1. Security requirement for PCS

Security Requirement

Policy Direction

1.Update or repair work
does not stop system.

2.To minimize the impact
on system performance.

3.Not applicable in a
closed environment and
the environment on a
regular basis to
maintain the patch
secure conditions.

1. specific maintenance of
security standards for
power control system

2.Special measures of
system(Lock Down) for
the purpose

introduction

3.resources development
for organization/human
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Table 2. Comparison for specification between
Biz IT and Power IT

Category Biz IT Power IT
Anti-virus/ Using a wide range Non-conventional
Mobile & awl 8l & limited
of conventional . .
Code installation

- Data confidentiality
& integrity
- Limiting allowable | - Process

Risk . .
momentary pause availability,
manage- . L
ment operation - Risk impact
- Risk impacts facility,
business
operations delayed
- IT Asset & Data
key of protection Protective for slave
Security - Central server device

protection

Life support

techniques Average 3~by Max. 10~20y
Outsource Using general Do not use various
Regular & plan Unpla.nned &
Patch P certain parts
eligibility
supply
Change Regular & plan Management &
Management eligibility highly complex
. The delay of time | Secure core time is
Time .
approved required
Availability 24 x 365 Usually
Confidentiali High Common
ty
Integrity Medium High
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