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Abstract

Currently, different medical institutions have been carrying out the e-healthcare system project.

The system includes electronic medical record and prescription delivery system, and, the Medical Treatment law
permits electronic signature for medical record management, which reduced the relevant costs and enabled sharing
medical record. And medical solution using online certificates is expanding its application. In that light, the role of
certificates became more important than ever. However, in contrast to active effort made to manage personal
certificates, certificates related to medical solutions and other types of work are not being managed properly.

Most work-related certificates are saved in office computers, which makes them vulnerable to various security
threats. Although certificate servers can be used as a solution to this problem, hospitals must build the server
separately and, therefore, small and medium-size hospitals can be reluctant to bear the burden.

This study proposed a way to design and implement an effective and secure certificate management system by
save the certificate file as a BLOB, using existing resources without needing to build a separate certificate server,

at minimized costs.
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Column_name Data_type Comments
NANM VARCHAR2(50) B3
FOLD VARCHAR2(200) | ZtiH
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NANM TR 23]
cn=H|2E1ZA1234567890ABC
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FOLD
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SRNO 031ff7be

USFG Y

SANO ALL

Column_name Data
SRNO 031ff7be
FINO 1,2,3,4,5
CaPubs
kmCert.der
FINM kmPri.key
signCert.der
signPri.key
FIDT 20150717160432
FISZ 2444
FIPS .
FIBL BLOB NOT RETRIEVED
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-7 oflAet o] 2Rl Al IFAE T LT fEA datetime Idt_tdt
RIZAM7FA 7" AAws~E dest JeolA 2a9s 3 String Is_code
W AREAE Hlaste] QISA S -5 ddeta o whE long  1II_FILENUMB
ollE H g5 SE3Y S ASAE thEwA d n_filesys In_fs
BLOBE #d 2 W3lslr] ojld] 2 F8 A dld < nvo_blobtostring In_bs
A0 e ARE BHshy] ¢33 axe vhgy 2k if Not DirectoryExists("C:\Program Files\NPKI\") then
CreateDirectory("C:\Program Files\NPKI\")
String 1s_srno, 1s_orga, Is_fold, Is_sano end if
Long 1l_dwlcnt, 1I_dw2cnt if Not DirectoryExists("C:\Program Files\NPKI\"+as_orga+
Integer i, j, li_cnt \') then
dw_abcerm_dn.accepttext( ) CreateDirectory("C:\Program  Files\NPKI\"+as_orga+
li_cnt = 0 \)
I_dwlcnt = dw_abcerm_dn.rowcount( ) end if
for i = 1 to ll_dwlent if Not DirectoryExists("C:\Program
Is_srmo = dw_abcerm_dn.GetItemString(i,’srno’) Files\NPKI\"+as_orga+"\USERY") then
Is_orga = dw_abcerm_dn.GetItemString(i, orga’) CreateDirectory(”"C:\Program
Is_fold = dw_abcerm_dn.GetItemString (i, fold’) Files\NPKI\"+as_orga+"\USERY")
Is_sano = dw_abcerm_dn.GetltemString(i,’sano’) end if
if Is_sano <> 'ALL’ then Is_target = as_orga+\USER\'+as_fold
li_ent = li_ent + 1 Is_path = "C\Program Files\NPKI\" + Is_target + "\
gs_certlist[li_cnt] = "C:\Program if Not DirectoryExists(Is_path) then
Files\NPKI\"+ls_orga+"\USER\"+1s_fold CreateDirectory( ls_path )
end if end if
dw_2.event ue_retrieve_info(ls_srno) Is_file = dw_2.GetItemString(row, "finm”)
dw_2.accepttext( ) Is_data = "'
Il_dw2cnt = dw_2.rowcount( ) Is_Write = Is_path + Is_file
hpb_1.maxposition = 1I_dw2cnt if ab_Check then
for j = 1 to lIl_dwZ2cnt Is_sdt = dw_2.GetltemString(row, "fidt")
of_filedownloadblob(j, true, 1s_fold, 1s_orga) In_fs.of_GetFilewriteDate(Is_Write, 1dt_tdt)
hpb_1.position = j if Is_sdt > String(Idt_tdt, YYYYMMDDHHMMSS')
next then Ib_Copy = true
next lul_sLen = dw_2.GetltemNumber(row, "fisz”)
lul_tLen = FileLength( 1s_Write )
9] Ao A gs_certlist MEol ThE2=3F QIFA 9 % if lul_sLen > lul_tLen then 1b_Copy = true
HE wysty 2209 F8 A T ASAHE A

= Zﬂt?}dr end if
A4 BLOBE o= ®gste] g tjdye|e the if Ib_Copy then
e e Wee o2t 2tk Is_code = dw_2.GetltemString(row, "srmo”)
I_FILENUMB = dw_2.GetltemNumber(row, "fino”)
STRING ls_path, Is_target, 1s_sdt

string Is_data, 1s_tmp, Is_file, 1s_Write of_helpdisp( Is_file+ Load &... ',0)
long Irow, Irowent SELECTBLOB fibl

ulong lul_sLen, lul_tLen INTO Ib_data

blob 1b_data FROM abcerh

Boolean Ib_Copy = false WHERE srmo = ‘Is_code
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AND fino = :1_FILENUMB for i = 1 to upperbound(gs_certlist)
USING SQLCA; Is_path = gs_certlistli]
yield() ient = in_fs.of_getfiles(Is_path, 1s_name[],lb_subdir{])

if Len(Ib_data) > O then
of_helpdisp( 1s_file+’ 3} Writing ... /, 0)
In_fs.of_FileWrite( 1s_Write, 1b_data )
end if
end if
return 0
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String 1s_file, 1s_path, Is_name[]
Integer li_del, i, j, icnt

boolean 1b_subdir{]

for j =1 to ient
Is_file = Is_path +\'+ ls_namelj]
FileDelete(ls_file)
next
li_del = RemoveDirectory (Is_path)
yield()
next
return li_del
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