St2 A4S AH|5Hs| — Hl485(2016): 79—-111
E1 2016. 8. 19, MAIY 2016. 9. 13, AIXHEFHY 2016. 9. 20







ISO/TC 2920 2lst AliEior o ZxERste| =3¢ 81

ISO/TC 292¢] 2J&t AHHHSE Hof
A BZ}e] FF

=
e
fol

0| Gz AHEQ! 2 20 ALY SHOM =AM 121 ISOE &M #E
slE0] 7= FMIE 2A%et oot AE7 ™ =

eis Helohl 2ds HXsh|
m] H

7} SR AP HiZiT HESIO] S0| 0% HISIEI0] RIS AMIKOE oNisle!
. S5 TC 292 QlollN P28 2 IS HAE0] @ wot Pt FEsel ek
Ol Li2Es 0 MO (terminology) ! UHI HOF RI=l(general standards)REf BSZAIS
HOFAHA A (supply chain security management)7EX| AM[SHA| ATHERQUTE 2AZ Salf
EEE SR YHER HOH0| hd(targen) 1t Y(threat)0| CIYSIE[HA 7|Y S2| 22[0]

it RSty Q| HESHL TS YnE £a3| Sl HSAS 25|

2 FMEEe] et Y=L UTh=E F,

LB
o
# 5
H X
N

QAR AlES| tiH| 5! ChSSHoA0F eithk= oIk

g
2
r>
(i)
HT
re

|
i
4
=]
HA
N
A
D
o
_|
(@]
N
©
N
re
(]F]

* R0I0f5lm FEWHEIT 2@, 1S0/TC 202(20H) WG4 ZEH e



82 sizz5s7m|5E| - MU8E(2016)

= xt
[ I w7
L. A
. 23 Hof 180 20| e} 71 9)7]
V. ISO TC 2920]] ©J3} AFJHGtO] <A 53]
V. AR =9
VI. 4 &

I. a7 w3

]2} SR} Alvin Toffler(1990)2] Ut AlgAuto] Hoks 33k W Qksecurity)
214171 7V 2 At 5 shdbeke ol HAF ZRAgkE o] ZHal 1Al uie)e]
W2 TR Sdekal QI 2014, 2|%18, 2010; 01748, 2014 5). 4HH
QFA-+et2)2012: G)ollA] L3Rt WA E AR o uf AR QKIndustrial Security)’
& Fo Vg o Hek JF 5 319, o9, = dpof ofsl of7]% dll(harm)
TAE AR BAS offsal ARJANRS: Hoshes Ssolu AlARA] 2o
2 ey 4= Sl

o] QI A19ligh Hopol 4 MHETL Sz FATLESE 150 LEIE 54
S SR Zlolth B SRRSO A1 218laEO 2] FEA
©1915]9] ISO/IEC JTC 1L} IETE, ITU-T, 3GPP Soj|4] Aleliol mel e 1
S} el 9l elAuh HREAALEIOIN A @ ek He] ]9
(XAEI‘Z HPXDJ*} =A H(Eﬂ 15 9] - Hx Lx])ﬁ y_x]—o].uq AREA] A|AEHQ] o
WA} 7RSS SPIA ] et B4 A AR 49 AR R 5T
securiy techniques))ol] Z|Z3He AFL Holc B2 A5 ASEIL T4

N HZ o

A

o_>|:

1) 959, HEESUBESFSIZEM 2006, TTA

0lol



ISO/TC 2020] 2lst Aot Hof 2xEasiel 55F 83

HOL8)3] 8 Ealo] AReHeole] AETt W), Te|a 1 G| oisle] W
& 2AE AZIEAL m=ofE o] Hef AlAFo|al EaH o s A7o] Ho 7laL Q=

o|e} 2}H3]: o]»Oﬂ o] A Lol Ad= ROt Yl S1E-242)(Security and Resilience) & EFO|
E5 3l A FFT|H 71995 ISO/TC 2922] AR HOE Hof A #531=
wAste] Avfskaial etk 53] EE0} 7\}%"1]/\1 APFEES thE 71E A

A QR AR o] 7] A= HoF 2ok 18O 3E=0] W19t fIXE &7lRE 2 1SO/TC
2920] oJgt AFYEQE of 0l SRS Vet & 11 AARE w=skalAt jit
Cheh o] AAtollAl= Eleet M 5 2104 wrol o3t A WISkl 9l
Hefohs Het FYE SACR ol v, G Sl ARESke] Jejor )
Skl Sl WA 219 FAdE, vl A, S5 7R EA o R =5l
A bk ol i, Eeiol 7R A1, L] 5 Aol ofs) sk oA
E(hazard) @t 919 (risk)> L 5402 TREAIRE et <20] E24/d (uncertainty) ©]
Alehol] o, thrl, o3, - 50 SZEAL AdollA AR QL 2l 2]l A resilience)
AAE S AR USSR SHoM= dWdEshs Fato] Wol o F W

Refsly] wrks o] E3tiA d=shiz Alo] ojulrt 97 whitolc.

o_ll

- =
A ALl 1 5 A4 AP LI T o

2) 20F E2 29, 3|2EEY 5 LU YYD U= resiliences THA| HO| 22CHto jump
back) 2t= 2tEIN] 2|Al0|2(resilio)of | SEHE Zioz ‘Xt=0| JI6iX|7| ®o| MEjZ =otg'S
oottt SR HHE2 HEISIXH 2 (Holling)o| HEFEHT B0 M “MEfAIARI0| #iSE 28
SHHME X438 4 Qs 5o HE'2 AIB57| AX6te 0|5 MEfst S2/8), Aalag F4e
2 NEEZRCL Z[Z0| gt At2|atst K2f20llM AR QACHAER, RS, 2012). Sl
TC 2920 M Ct2E= XZ|5=28(Organizational Resilience)0|2k= 7E2 Yossi SheffiZt 2005
E 39 MA ‘322 Q= 7|U(Resilient Enterprise)'E Saif AfHHLNEER| 5122{0|2H= |
2 S™AZ[HM ARERDT 0|29 ZEQHE (Homeland Security Advisory Council, 2008)

C 5|=2S ZEOIHXMO| SHAIQAZ A}

= o 1



84 simz57H|5E| - MU8E(2016)

OFA]2- o] Hof A7} - HEslo] Al ARQIESE Hofof] gk A ofo]
tlojel SR A7) $IgF A AT (exploratory study)©|T.

ISO/TC 2929} TS Fof A A= g9 9](2015)7F Adate] 2 g

o =gtsto] HAH U A% TS A7HeE =io] glom, o]&7] 9](2015)+=
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AN O] w72 ZHQIAG] qfitofl Al AR Tho]| o] 27|74 g 9l <lgh
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Tl FFolL) OJoRES AHQ19] obd, At 1AkS 91 WAL Qs 7kl ol et
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BAAZIAL, ANRIE 22]0] IDE 2156 AP|4] s o bE] Hodh 4= QY
A ANF 7S 7 B 2EA| sh, AlE S A
H S (security assurance) Aol &L S AAS AAlS)
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A, 1SO/TC 284(Management system for quality of Private Security Company
[PSC] operations - YI7HACFAIR10] A Zd 2| BN 47| WIzkReteld] AFo] ol
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o] "agh oefet HAlES slidsh] ffal = AlIEES 1FH1SO)ellA 20079 5+
AREEQPG GAIE] 180280000 AlE]= S APFs 2 AOIeh(IE, 2000).

o]&7] 1SO/TC 2232] 7$- 2001518 Ay W 2-d%jo] £l ISO/TC 247+= 2009
HLE], ISO/TC 284+= 20135 AH 1%1 FE] 2= T 2 TCHRE AR o] &
srom gofshe =7h | At/ Rate oo S QAN A SRR AHlE
FAIBte] fhtt SHAINE ISOo A= securityE}~ Sofeh Gl dish 2kl 7=l
Spupc AR T2 Ao AJolS WeuA] 2SR ekl AT Stk el
RPYSIAL 2014 6ol 1SO AT} 7]t el =l(IMB)ollA] flele] 1t olet 5o

LHOE

1§ AR 910 sccuriny@h QIPHE WLE TCES Fasto] shte] TCS MRish 2
42 o o]5oldl ok 53] 107k i Alelat 7|4l Uek 2L o
Srh HolA] olefeh AR ARIMOL Bl oS A Aol AEAOR §31A)
7

Exolstee owa SlaE 4 ok
% s0017) Biisto] Hofakar 9l 1

QIS 7loll A2 QL] FHE w5t Gol4ele] FES BronA Al Akle]
0o} ANleks e BaEeh Wk gl AR At 28kE 75t

olck
2) ISO TC 292 4§ B9 HY

TC 292+= 2015 14 AREA o A= TCO] Blo]55 RSk security) &5 8}31©
U A AAReR 2 Hes Aol Al 5o flRl@sk om Qs Eeh/d

(uncertainty)©] goP/IaL HF Aufjo] Aol RIsh= 7hed =7k 71, 71919
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A} 1454 (public private business continuity)¥} ]2 (resilience) ] F82/3-S 723}

HA] HQF W Sl EH(security and resilience) = FHAEHITEE 1 Z=).

(% 1) ISO TC 292 9|ZO&E =2 HH
e we g3
WG1 FTFY Hokhe] Al2H] (Security management systems for the supply chain)

ARl nsleke] Zaga 71

WG2
(Framework standard on societal security management)

WG3 go] - ARE]Z] HOt (Terminology - Societal security)

WG4 7] 2 AddE] (Emergency management)

WG5 3)E3 g odgA] (Resilience and continuity)

WG6 =ty (Mass evacuation)

WG7 HolF B3 (MSS for security assurance)

WGS8 fo] - 9ZA] tF (Terminology - Fraud countermeasures & control)

Sz 5 B A W] 918 FES8A B 1% A28 Tho]=eel (Guidelines
WG9 for interoperable object and related authentication systems to deter counterfeiting and
illicit trade)

WG10 AIE YZA] HAA (Product Fraud Countermeasures and Controls)

WG11 A 92A] WAA (Document Fraud Countermeasures and Controls)

QIZEEQE 23S 98t HAAI2E - AT} a7 Al (Management system for private
security operations - Requirements with guidance)

4

e we g3

WG12

WG1 0] (Terminology)

WG2 AldAsA W 22]38]E-3 (Continuity and organizational resilience)

WG3 v 2 Adte] (Emergency management)

WA AF/ T AEA, AT 2124 (Authenticity, integrity and trust for products
and documents)

WG5S AFYEl 3E3 (Community resilience)

WG6 B3 HeF (Protective security)

1R YA & (communication group)
=29 05 (Developing country contact group)

a3 ¥xs UNZIFeke] FEE 93 TF (Cooperation with UN agencies)
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2. TC 292 mF%}9| AV ¢

o] tha: Eatsle] Qlekal B 4 glek. el AEIRAL A 18 521 TC 292

= v
Yol FEEEE i Al uelolut WekR) Hofol 1 42 4 14 Hgsfor 3t
At AP H o Sk 4= Qs BT 2| B TC 2028 ARIASA Y,
HE R AT, S, AAAAIAPR) B FRE AlEE A1) B,
XIS el Holml HolAu|A EAAY EEnolyle] Soa JLEE 2
QTR B4 05 TC 292 FH|0| 4] www.isotc2920nline.orgol| 4] AAIE WG B 1S}
Hof mEse] 58 <1y 1>} Utk
ISO/TC 292
o g 3157
AwtAold 25 AE2oas
(€3 (DCCG)
Wwa2
b NoEEY & wes W wes wes
20 3 g HEZG/Mde | |4E/2AM 2o HEUE 3]2a us Hot

(a& 1) ISO/TC 2922| HZOE & HZSIC| &

01714 TC292= AHYHRE Fofoll A v AHEAQl FAIS A7| Hh=A] A
RE A, 915, el S AR A Qlot v S0k HeE
FoEe 2kl e ZloR EAE: AR 20159 12 2] TC 292 F-2]
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A Wot Hole] Ame AYIEL) e Aus vt glu Nk G TC 292
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Qholq Abelsl T
A8 Al
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2510) gjlo] WolAlaL Srjeh wigro s ol 4 olrk

;

TC 292014 A F22 F 207001 @A 7 A F91 22 5 1=

5
YAIE AL o] FollA ZAIE) o L7 2 2] AT Al <3t 2> Lt

(& 2) ISO/TC 29201M HMIE TIRl &2l #&E & A

O_|9| apis x-"x—i _
J= ws i HEH(Z2HE)
WGl ISO 22300 71 = 80 (Terminology)

ALglebAl- 23] 3188 7lo|=glol (Societal security - Guidelines for
organizational resilience)

WG2 1SO 21272 NP Al A3 d2F A]R(BCMS-Guidelines for business continuity strategy)
AldodgzAd o] o1 x4l A|R(BCMS-Guidelines for people aspects on
business continuity)

B335 37} AR (Emergency management-Guidelines for emergency
management capability assessment)

vl g-gelE ¢ 29l BUEY A3 (Guidelines for monitoring
of facilities with identified hazards)

AZ1Q)ZHAIE 13 H ok A 2El (Security management system -
Fraud countermeasures and controls)

24| A2le] g, Bk Bg 8 7ARHKRequirements for the content,
security and issuance of excise tax stamps)

WG4 AREEAL7 AL ] dul 2] (Product Fraud Countermeasures and Control
50 19564 AWl oW FIAe] ek &2

ISO 22316 DIS

ISO 22330 NP

ISO 22325 DIS
WG3
ISO 22326 AWI

ISO 34001.3  DIS

ISO 19998 NP

- General Principles)

Az - ERAY TR A FEAEAEE 3 dEesd AR
ISO 20229 WD (Guideline for establishing interoperability among object identification

systems to deter counterfeiting and illicit trade)

ISO 22319 CD 5 ALBARAE A2 (Guidelines for spontaneous volunteers

Foket ARFES 571 18 FEA1Y] ti-8- A3 (Security and resilience

ISO 22325 NP — Community resilience - Guidelines for supporting community response

WG5
to vulnerable people)

Z2] 7+ A1 w3k 23 (Guidelines for information exchange between

I1SO 22396 NP o
organizations)

Bt P IA-5E T84 (Societal security - Video-surveillance

WG6 18O 22311 W4 F . . .
- Export interoperability - revision)

* B EAL : PWI(AH]) — NP(AIRE) — WD(ER]) — CD($143]) — DIs(de] B 52D —IS(E)
AWI : Approved Work item(5918 24 &)



9?2 s=z5ZH(sHE| - K485(2016)

3. 9¥1E B BEEY Y8

TC 2920] A W9l A H ARSlO] b} o9 A|aE fIt Hekwof
F=stole) SANE ISO/TC 262 2]2~33=]L 1ISO/PC 278 W) (&) 749
Al2g] 5 ok MR S| PSR AU MR EEskEojof o Wi BlGe] &
Pl =S AlRlstar Qo SR Al Aul HA] 2 TCO| A4 4 ob4l TC
2929 Z2FA v AR A ZM(strategic business plan)} Fitt= o] LERE|R] IRk
Il =0] Fofl Stk o714 TC 2922] £ QARO]E (www.isote292online.org) of| A
AASh= Bl R 771 W st 2A1E w2t ()80 O (terminology) B! QR
2 Hot 7%, QAR IEA W 2435 E 8 (Continuity and organizational resilience),
BFFFEYE E At (Emergency management), (HARE - 5412 H LRI (Authenticity,
integrity and trust for products and documents)), (5)FFYE] FE5H(Community
resilience), (6)XR A KOl (Protective security), (7)5AFSESFE A28l (Supply

chain security management)®] <=0 2 3153} W8-S 717} Avygslaiz} ok

1) 0 HO|(terminology) %! dt™ HOI Z=l(General standards)

o] o) 9 Aube] Hebklz) Fopollds vhaatk gol 3709 o] Al R

QUK 3 ).
(& 3) 8of Fol Y Ut =otex| Bx
= HEHED) HZH(EE)
ISO 22300 Societal security — Terminology g0}
AW FF  ISO/TR 22312 Societal security — Technological capabilities ez d=%
ISO 22398 Societal security — Guidelines for exercises TS s AR

ISO 22300 Societal security — Terminology= TC 223 A}3]oF Ealofl 4 201219
A=k 1t TC 29278 7|<& TCol|A] 7iE#| o= ZIsishe 8014 9] E23b7t
SUEHA] Hof 2512 KOt Joks tRok Sk Aeo] HWA] o5 JiASk= 2t

6) 2ol HEF - M XYXIS 2let
2 2 IE/‘:HO\ =oroll siEstof o
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I
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ol Y=L QI Securityehi= 7Hgoll thsto] 282 o & Holsh= Z1e ofef&
Aot} 7k 18O 28000:2007 SHARSH Y FAIZH] 3Eof] OfeHA ‘security Tt =
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ISO 22301 Business continuity management systems Aejoizg A ] QA
[BCMS] - Requirements

ISO 22313 BCMS — Guidance AR A&7 Al AR
178 EF  1SO/TS 22317 BOMS — Guidelines for business impact APl SRR (BIA) ]3]
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ISO/TS 22318 BCMS — Guidelines for supply chain Tl oddnd 23

continuity

7) SHEZE2 M Al MM HARH 2E 749 X Bd 5740 AQE et HHI|&
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Xl = PASE MEEXIE Aot ElCHwww.iso.org).



—H|48%(2016)

ISO/IEC/TS  17021-6 Conformity —assessment —
Requirements for bodies providing audit and
certification of management systems — Part 6:
Competence requirements for auditing and certification
of business continuity management systems
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1SO 22316 Societal security - Guidelines for organizational
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ISO 21272 BCMS-Guidelines for business continuity
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3) HAAH /22| (Emergency management)
SO A= AR AJEQMM= v SoR dldE 4 Q=

emergency management f-OFO)| A Q] EETM= Rt} o] 4719 o] A E 1A,
2i0) 2 o] AL SIkEE 5 ).

T= HEHEGED) HEZH(EH)
ISO 22320 Societal security — Emergency management
. SecHnly ” BTy MAMEEN gtk AR
—Requirements for incident response
ISO 22322 Societal security — Emergency management
oS P Seuly — Pmersency manas WpAdEE o - AR
AR — Guidelines for public warning

i ISO 22324 Societal security — Emergency management
— Guidelines for colour coded alert
ISO/TR 22351 Societal security — Emergency management B3 93-AH w3ks 93k
- Message structure for exchange of information HAIA] FZ2

1SO 22325 Security and resilience - Emergency management

- Guidelines for capability assessment

Z13Y
oz 1SO 22326 SeCL}nty and Iesmence‘— Emergency rmnagexr‘Ent WA -solE efa] A
- Guidelines for monitoring of facilities with identified N
2uE 43
hazards
AP ez 180 22320 B G-ARaLtls SARES “aafa] )l ARaltie2 ¢
2a34e] 1 4

ARG st Abckg 2219 WA AFHEA|, 2957
A,

H, 24 9 s % 7 EARRE ARtk o2l ARsAl 22 AAl A

10) minimum requirements for effective incident response
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1SO 12931 Performance criteria for authentication solutions - A|ZF-o] zHlR|o] AR5
used to combat counterfeiting of material goods = AEYFTETAY A7

A

gz 15016678 Guidelines for interoperable object identification AE8 73k AEAEY ¢
and related authentication systems to deter counterfeiting == - A HAZ I3 A=
and illicit trade Alz=dl 217
ISO 34001 Security and resilience - Security management ~ A|3E/FA] ZHA] HO A
system - Fraud countermeasures and controls 2~El
ISO 19564 Security and resilience - Product fraud AEA Rl S] 2k 915
countermeasures and control - General principles

23

gz 180 19998 Security and resilience - Requirements for ~ ZH[A] 201¢] W& Bk w3

the content, security and issuance of excise tax stamps —Q7-AF}+

ISO 20229 Security and resilience - Guidelines for

- o o Nz - B BAE S dE
establishing interoperability among object identification

- . A2 2 de84d A3
systems to deter counterfeiting and illicit trade

WGAOIA] APgakan A Sl A - EA19] BEAS), FAY Q5 Al
B BEEE 2 ARMARIDT Il o) A2t o)

= S ek o] ZollAl AAE 150 12931 FFAES] SlzgAol AlgEE
AEAZETAHL] 57150 FRYHY ol AolFe] BH Aol WEUL
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5) 7HLIE| E=E=2(Community resilience)

A1 B8 RopollAlis thgat 2o) 27)e] A Ea} 37| 11 Eol

SIEGE 7 ).

(& 7) HFLE| 322 mx

T

ol
i

S BEH(EE) HEH(

1SO 22315 Societal security — Mass evacuation — Guidelines

P ot o) A1E A2
A or planning

i35 - R SN
ISO 22397 Societal security — Guidelines for establishing ShEU4 87 43
partnering arrangements
ISO 22319 Security and resilience - Community resilience A2 At 23
- Guidelines for spontaneous volunteers
219 1SO 2.232? Security and r@s%lience - Ca@mmity resilience Hokgh 150 %] 95 2
gz Guidelines for supporting community response to Aol die A3

vulnerable people

1SO 22396 Security and resilience - Community resilience

Z2] 7F AR gk 22
- Guidelines for information exchange between organizations i ® e
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- Hebd ISO 28000 .
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ISO 34001 AP wok
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AR - AR HQEEAL
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ISO 22311
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o 70
71 oA 18O 22311 YA 59 o8 32 AT viet o] 99
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(H 9) 5% Hot &
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ISO 22311 Societal security — Video-surveillance — P Szo] 45984
A% Export interoperability
FT 150 18788 Management system for private security —RIZFEQEAH]2 7 JA|2E] o]
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2 HOR- e A| 2 H](security operations management

7) 22AE HUZAGA|IAEI(Supply chain security management)
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ISO 28000 Specification for security management systems — 3-9AKE HOPFGA 28 Ak
for the supply chain — 1SO 28000 Al8i=]
ISO. 28001 Security. marmgel.mnt syste@s for the supp}y TaAEHo A 2E - B
chaln. - Best practices for implementing 'supply chain Xz mete] A5, w7}, Aol
security, assessments and plans - Requirements and ' A0
guidance el
A I1SO 28002 Security management systems for the supply — 3-gAREHO GA 2] -
#E chain - Development of resilience in the supply chain Al 3)&-3 7 AREX|Z] @
R

- Requirements with guidance for use AR

ISO 28003 Security management systems for the supply
chain - Requirements for bodies providing audit and
certification of supply chain security management systems

DFARERZGA2E - A
o Q57| 2T

ISO 28004 Security management systems for the supply
chain - Guidelines for the implementation of ISO 28000
(Part 1-4)

FTEARE HoMEAA2E —
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(International Code for the Security of Ships and of Port Facilities)
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1. B9 thiid(target) it $¥(threat) 2] TjYs}
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[Abstract]

Trend of standardization in the field of
Industrial Security through ISO/TC 292

Park, Hyeon—Ho

This study aims at analyzing the global trend of standardization in the field
of Industrial Security through ISO/TC 292. It covers broad areas from risk
management for industrial property protection and loss prevention through
supply chain security, product and document fraud and counterfeiting
countermeasures and control and community resilience, It also explores the
historical background of the standardization in the security field, how ISO TC
292 came out as a leading group in order to standardize relevant security
management systems, TC 292 deals with terminology, general security—related
standards and supply chain security management,

One of the major findings from this analysis is that security targets and
threats are diversified and so organizations like enterprises should have proper
flexibility to adapt themselves to new security environment and take
appropriate resilience system to cope with the threats and incidents, Also the
ISO standardization requires public or private entities to take holistic approaches
in security management. Finally, it was found that South Korea has to prepare
for this global trend of standardization in this field so that ISO certification

market demand and the requirements for transnational trades can be well met,

Key words : industrial security, standard, International Standard
Organization, TC 292, certification



