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I. o]2X By

1. Atol¥ H2je] 7pdat 54

AtelHEE] gofof thet gofFl Aol oAl gl Aol “olyA], alE, A
71 5 R w7 RIS AL AR e ANES A e FHe
ool e HIERA s o858k= 27(CISD, “Afolu/dolAl 7S], =71e] %
AP gt = A | AL =7 QB sk 5 A9 (318, 2015: 318)=
EEE

AtolHE| 2= AR A (information warfare), AFo|H HE(cyber criminal) 51}
= T5E7)% $(Holt, 2012; 04/\}’“@%7*4 2012: 39-40). Z1eju} Alo]H e o8
9, BB, i, T, 1) A FE PR u, v Alols] e}
Kjolulee, Ajoluaie] Adsge @l R 4 Uk <3 1>o]4 bt v}
o} 20] Ajolu] WH7] ki B olSolut ARIH watol 5717} e, Aol
Hlefs 47% B o)wat dlelde] Ik FAANS B2 o At
Slolu, Aolul RS H7FE AN A - Ak Bl rlaek A
HR o7 FefA]= 224 FAolel= HollA zlo)7t Qich Alo|s AL Abo)
He g Ri= 834310 thd =A% 2] 7do]tiRid and McBurney, 2012: 7).

S AR Ajols] BrHolels Bago ol WAl e, HAre] 7

|
ol
o]
AN

2]

T

4

Ho| ofg]2 97| wol ualslit]) = 4|(Mike Rogers, 2013) 1] 31 1 9] 3]
SRS “cstiel o] FUSE of Tl e 957E A9IFH o} 2lo,

(William J. Lynn, 2013) =5 zjato] “Aloly g7k A|52] % (the Fifth
domain of Warfare)& 17”511l Q= 7l 1Ol o] 2-2 HEgst Zlo|ch

1) ANOIHEZH2 HEIF =T, HEEM, ME - A== TSI 72 Fog + QT James
B. Godwin(2014: 17).
AO|HB 7S 28 HAL} HY Y MEZ Holote 0= 2= Af =719 HEYIE 2
SIAPZ|HL o E= 7|SOHIE 9 S
Wilson(2006: 7).
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2014: 337-338). HAl= =eh2] Sof|A] HE4 2l gy
=4 *DP% 2Hg-5H=tl Hlsl AtolulE| = F5E] Blo]u]2, A9, 5>
ARgERE S AEARL EHie] A9 At} ofsto]

3}1 =4 F7tollA] Hes= v, A
Q! EM Sl A Aol HgRicE. A
| o, U= %%
QJeHAS, 2015: 319).

= A5 A2 Hleieks ofe] 7H) HelA] Alolak 548 Hols
bR 5

A= 254 Q1 El=el v
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2. NolH B SBH St

Aol Elele] 48 B2 St EL Tjo)E F4l08 RRHrE
2012:59). A Afolu] BTk SAIER L 817, utolaj g, wolEe

T £l =271 W DOS":)LZﬂu
5 AP A S olgslo] HIEIN AR AREATS FASH YIS
Aol Hlefs WHE ek, ol S(EaY, AAgA =g, SRS A}

RS, Zek ) opgER s o R LRSI ok
Eﬁi, AfolHE|e] 34 0] dhavel gaFee] upek dHkAolal aubrh vk 4t

EHE AL ARt GikE Holal Sl e S| gk (Rid and
McBurney, 2012: 7). Zx}2] tjiEAel Ao = ofA AZEo)(malware)7| ATk
o= ol ARl FE G vE = AN 7 Ao R RSkl A
A9l A4S WA= SRt DDosw= 427 7Rt HarElE S8l 54 71
< 54 F7olth. DDos=

ARyt o7 vk e ecte] misl] golsh 7)o 52 dA] uiefo] o il

U= Y= Foli= HARM(High-speed
Anti-Radiation MlSSlle) | AUtk o= At St dlolts 4, FHIste] whs)
AU WERA| 55 Hafslar Qiek o]} $HA| Ao 57 Ak 7] (Autonomous
Mobile Cyber \Weapons, AMCW) %= 71 Z)Est ota)gle B85t g2 T7]o) 9
A8l ek AMCWr= 54553 Aol mEsto] A=o] 7|7kg4lolu) Jiw 22
20 FAS WAL TSk S ol Qlck w713 SRl
OF 2~3LE o] OFHS FrABR=A] offtol] whe) ShEek > QleK(%lg, 2015: 320-321).
AR 73RE] o] ARjE 42715 713EE ZQUe-S 9-E5l= TEMPEST (474
Aptf), EMC(H4p7] ghgol Qlok gt 210 th3 29l 2 o= ikge] X%
sof "o AE ARJsAL HlolE Hjo|~E ulsh= a7 (Hacking), A2~ U

SEE HAATIE S=EEEol 9l

3) AEH AO[HOIMZ(http://cyberbureau, police go kr, AL 2016, 11, 5).
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. Q3 ANOJHYSHA ¥l

1. U=

vjte] AolBieli FAAA bl st Al TP (National
Security Staff) Py Ato]H}22lo|ALS](Cybrsecurity Directorate) o] 4] =7 Ao HQFH
25172 (International Strategy for Cyberspace, 2011)0] 2]7|5}o] F=ZI=|aL Qlct.

StetEEF S| =
{National Security Council) ]:Ilﬂ %
L7 BEAIE R E 4 e
\ {Mational Infrastruture Advisory
Council)
AtO|HEOH
[Cyersecurity Directarate) N T
\ e e (cmc)
[ (Office of the Director of
AFOIB O EE T National Intelligence] SR A (nae)
{Cybersecurity Coardinator)
=7hg 2 =2 el Ef(nesc)
| ==HE(poD) | | =22 2(pos) | | S EPHER(DHS) | 222 (po1) | | 22 (poc) |
AOIHALE 2 Ato|E 2ol 2 H Har StE=ginE M ok AL (FRI) 2AEFI e
{USCYBEROONY {International Strategy for (NFPD) (NIST)
Cybereurity)
S7LALOIHE Y E S
(NCCIC)
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Sogel, 7RIS THAIE(INCCIC) 4=, Ale|HA{EAR] A, 718 YESA &
o, PP ‘?liiﬂﬂl H AARE A T2 SR Skl Stk
AfolHEQE el RS2 oF 5007fof] Fob, F=a e 9/11H2] o] A|
e Qlet. TseE TTEAR eI T EALO R QRS RHA| 2] & 2009\ 59 “AlolH]
712 2]H(Cyber Policy Review)' S F-al| W3EgHo &2 4] A A Zlo|n Aky] A2
o 27 Fo|hHoA| - 1%, 2014: 9).
<3t 2> v=E] AlolH Y] el e A A, GRS S R
717, AR Bk e Aejst Sl
(H 2) 2 HEN 27 & ZZAHA|
2088 ws/EEAp |z
AFERY ¢ FYPEEVIE0] BIEE s Aol
(1987) ¢ FERAROA Ble A - ) A
PRI MRS ¢ PRI FeEdel tig FAE 4
(1996) * dlofe] AA] AR 8l wiz|9)= sjsfo) digk FARE 11
et AfelulE|2lE 23 =74 917] 3 Al ERE AESE] 7
5 A
W= ¢ APFRT|H AtelEt Ag) s}
2 AR RH(2002) ¢ HPERALALAE Y
o YAA I AtelEt 7)1EA
AtolHEQPISE ¢ AtolEel HEQIY Y Wl w&
(2010) ¢ AT R&D e 24
S
5117}”021232)1&4?&1‘:‘ ¢ IRt Heb - Sl SEHAE M-EINCaIC A1)
At EQPYREHY o AfolulEet 3ol tiek AgE Wl - & ArEH WA 27k
(2015) ¢ ARFFAR i B
= ¢ I7IRIEL] 3] 2bstel] ApouEeb= 44
- ¢ STl ERIERAY AUt - 3
Z] ¢ Aol Eobergd e 7RIS 99t tie SHns)
CoRY SRkRAsle] @AY
A 71T AeluEels - el AtolELA 2]
- R - Wiz} e el
A - Uit AloHRle) AfaLA] FAIFR 9 FYEFTE- - ZF
* FEQMHAL < R . Aol Fe)




F230| Ao|HER tHSHAIt AMKE 24 195

o 2002 119, S7REE g XRkg-Ale] B agh 227) 22&

sfe] A9
o AolHngt Bl B2 Faslk A U ITA2HE SN
e =2 7 ck(National Protection and Programs Directorate,
;]T FEQHAI(DHS)  NPPD)o]
- - AT EYTAS}, PR QREAA HARE A
- T71de] AlolEl] 8- FR191 Cyber StormE AWA|RZ 24|
¢ SREE T, S, oUARE, R, AR, S7PR
S} ABEE BAOZ AR B4
o Z7pAtolH ESP R AEIE 20001 119 29, AFEISN7 S|
Sotwn (US-CERT), =7 &l7FUA o] Az AlE|(NCC), =7 PAtolH gt
b Afol ] BelA R, HAIE (National Cybercurity _and Cmf]munications Integration
= S SHAIEN(NCAIO) Center, NCSC)_%SA Z22E FF -5 ]
gl 2] Q - At EQIARAE B Wol2x] A1, AloHEF AT Al
4 20 eaugae o R
2l s=9)) * 20154 39 Atolw el a4 oS sl I7HEE=(DND A
A 71T+ - Ao 18- FZFHIE] (Cyger Threat Intelligence Integraton Center,
B CTIIC) A
7 R LR AtelH Qhe T&%—“rﬂ_i—ty'—ﬁ A== oF 5089 _ﬁ%ﬁi 77
SagCmo =7 AL | B BEAIE (NCCIC), =7 Ao MgHeZAeE, A}
s oA Fo JFE A
AREAl=(FBI) ® Aol EAHCyber Divsion) . o
rop, - IR Aol RPN, 5571583
S g el 5 sl % T 227 =l )
o 2932 He 29
R BEENE - AR
HHRA S gennset A Aol B Ao Ak e
AHCERS, ozt oy - 41 - A
g oy O TR Aksle) bR Siule] g ) v
o AR SSIgRH, Wt kel Ao 1%, he) 237t
R SYERERAN g 05 hel A9 24 52 89
g gy * M A QAEEIRIEES] vl 61 Ao 2 e ubet R Aola] ueba)

S8l 2015 29 139 Wl - @ Ape]HERF HREF X FHHLP(1369) T

U= 20109 59 Afe|gtofA ] 2 5

Zetst7] Sl AoliApe s

o
(United States Cyber Command, USCYBERCOM)E- #Hd5}aL, ujo+2] IT ¢lZa}
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o] et 2 cfsHlol nlEiskglon, 20154 29 12015 Evjokk Ak, o vt
Fo @M AlolHF T ol Q] ity HAfolet QR A A4S o714 A
YU ENF Webdsl, vt Helato] F=a7|RhAAY) Bele] st HEgH],
Bl 714E Fet W, Favte] Atolw 919 dieAY, SR Al
52 AT Eel, 9l - 3 Afolo] mubAo]ar AlkEt Al o3-S It
AfolHHQt W3- 571 gy (13691) sk SAlof RIFgE: 2Re] Ao
A die-se AALE flall =7 E=(DND) W Ao e A R-SeHllE d=s)
ek

PAto A Eg-3-50 (2015) ) whe A7, -49713H719), AR 99 52

[e]
M, AP], AR, H, A, ZA=RlE e’ AL 74 HA
-

Hy -
- B - ol g3 S QES AR Quhul Ak Aoluuel 48t
%l

=
2 9J5) 20169 oAk A o] 12% Z7HEE 1400] el gtk

N

g 2

o=to] Alo|Hot A A= Alo]H ol HeKCyber Security Strategy of the
United Kingdom, 2011)¢f] 2]7], WZH(Cabinet Office)o] 3} Afo|HEQTe] &
2k E3rel HAAHS Q5| Afo|H ol - AR 1 S A(Office of Cyber Security &
Information Assurance, OCSIA)} Alo]HHoR-JAIE|(Cyber Security Operation
Center, CSOC)E &%3lal AtHAAN7, 2014: 26-28).

/\POWOPE - HRETAE 207 R Hfﬂ “%J %’%ﬂ%"ﬂ ot e A, AL

R
el shvel Aol z, zx@sﬂ Aol Eﬂﬂﬁ%ﬂ—ﬂ %A B
58 musiol, Yelrluol gt Fak oig W wuE Axjska it

4) DJBO| FRIBAAS 381, ARl SA, TIX, 9 STAHIA, IT, PR, 2, X2 38 AZSY
HEANN o= 22X 15 A1 S 167H 202 AT O'E%(www_dhs_gov/cnncal infrasture
7*&1%' 2016, 7. 17).

AMO|HESE D 25 B2 www.congress,gov/bill/114th—congress/house—bill/2029/text,
74*”"‘ 2016, 6. 29,
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LR Yz ICTY CET 3us
EEREH =2 21 SEENEL] Awges
E3 2zt 274
=0+ AFOI AHCHH| 71 A
fl: SOk JlE= ]l }
2| jocs | | AHFH M =
7|13 (Css)) (oI (NCA)
(cs1a) SAEAEATE

(T2 2) = Ao|HRtE FTIR|AP)

O] WAL TSR A MBS vic, WA Re] (Aol
OFRFIEE (2009, 6. 25)S MHESY, Aol E7IoIAIS] 91784 7H5 Fit WA
& 71922k, HobAA] ¥l die-e AlaL, AR AlA B 5= Aljksii) o9
ufe} Afolujolz A1(OCS)T} Ao
T QANE = GEEAE Aol
# 9l "l eRE A9k w7 9le Boskal Jsfakale] tigh aabAQl o3t
wEe Ajska olck
2012 12478 WP ‘Al HgtE P o] tisto] ofs]of At IIAE A
skes: o] glon], 20139 39 AIAle) Hgio] Am @ A2le] BRH B
= QPol ‘Aol AHR-F-7 I EL4)(Cyber Security Information Sharing Partnership,
CISP)Z HI3E3h v} Qlr}?) 8 §IE4 AR+ Tide] 2] 9 b= 2H(2001),

T} AR A (2000)) ©] @Ak 2015 1190l 7ok 2 S E|o] oA

T

[

6) tiHet - ZAF - 24%s|(2014: 9).

7) B2 ALO|B{EQF M2HThe UK Cyber Security Strategy)e 20153 71X| QHAISH & Q1= A{O|H
32t St BRIEALSIN JIXIE HESICHE HITE HIYo2 “Alo|HHA| ZtA 2 oS AfolH]
SZh & Ao|HS 2ol thSt 22 Zatet Aol Ao| Hel B 'gRl AEX OFEEOl Ao]
B Sz 78 AOIHER XA7| 253 11 59 Ul 7HX| 2R So| M2 Mt 571

>

y HEHER - £2X1, 2014: 7).
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sb7] flste] W 71 Bl Qb - FEH] IEUl Ei= FAle] ek S e1et
SRS Holsls AL Fa ugem W AW WE 2Dk
Investigatory Power Bill)2- 335101, A1 Au|2 Al g2l Al 12707 Alnl
=9 SAlolE glolE, IEUl HE7| 52 Ashet aakskal glow, Take
& glol A= Bt S8tk F=ro] AlelHSkE AlAl Bl WA A=
ofef <3t 3>} Ut

of

(& 3) 72 ©EN 2H Y ZxH

2o 88wz o xxp Hlz
ARHEZH2005) ¢ HEo|gxe} AFE] Sl g FEA A
o 8, A5 A, AAAR] s 9 H2 5 Gl A
S A 2AEE 716l B 2ARY
(2000) o A AR FE7) e 80030 Elal A3, oW 7|2 23]
o} cCIvE B3 Al ks
. e, He g e deeaE A T, AR, 7] B, dlo[el Nk, U=
;; SPARAHo0) B, BAE A5 5 A
* ZAFFE 2T ES ] B ﬂllﬂ BIOWXMI o3t AFE H&F
AFE LA 2 #A67HE olst ’893 T
YAM006) ¢ AP 2 =8 T Hs B3 1017}% A& FAGA olste] AY
L= )
SAHHE e 20149 ARE dlolE Bfol Aol B8 HE 9] H)%](2016.12)
ZQFEEQ015.11)  Aldte] Tkl wiel diAl HE A A=
gy ool AE SASEAR- o] tsl H2k J 3
2 ? * 207 g F37) 3t Aehilsk dA Ao o} T2
e AN N S
}_ Ei)\e](msIA) 7 -0, R4 o o pul
1 o URPAE gR)ge] JREE B 9 oY 248 dd
A - AR RBZZUA] A= (Central Sponsor for Informations Assurance,
) CSIA)S 59t 9 APyt wIZkER] A FRA|AE o sk
A ze gaawA ReHzs) Shate] 5
71#  (Cabinet Office) - A}OIHE"J@(OCSIA)% AtolrH b 2le)-S 9Jgt AP A YZ
7 Zale] Pajel 2Ae ot

ﬁﬂl”ﬂ%ﬂl*%ﬂ(m% ZFg v tleshe g B
. ;ﬁm 71BN AREE B FH Wy
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EEE LR
U Aol oile] o spre] AolwiE, 2548 Alolhia % dlel= el 2 3
;ia (Cyber Security 2 JYgES BE
S Operation Centre, - Apelul s Aftol e & thg % e AN
CSOC)
o g 20136 FRASIRAIE SOl Al National Cyber Crime
T &85 )
: Unit, NCCU)E 4] - 2]
= A} ITPHERRAE nit, ) ] -9

- AR o] Alo|HAATETHPCeU) FTH Z|5AFT(SOCA)

JRE S Qatonal Grime o) oy wig) pabee R 27

& A6 NV el ajolwpiol dhgata, k- 1ge) JwE us
A ¢ Hok(Security Service, SS)

WEE, - e 4, el AN, B AnaE )
A B0 o AR ge

R EE Y I EERERRE

¢ ARZAEE(Government Communication Headquarters, GCHQ)
ekt 2 AsREel et ol A e B
gk 2SAE, T7RIEALEY, HedE 73 2 HF

=]
7% AERBAER
(GCHQ)

AAEA HebaR  « ArRFEAl Bk 1E(Communications Electronics Security Group, CESG)
(CESG) - R, 3ETIE, T R AEES Ry

+ 201440 ¥F 71943} F271500) HebAka WAEo] 2kt 816} o] B Zlow
Fa A 2L, QHE Aol Bl Adid A - A8 7AE PRtk wlholE) Aol
ok A AW AHE

o

1o

=

il

A% g5 (Association of Chief Police Officers)+= Afo|H ¥x| H
of weh WA 9 Eelel o] Aol 7k B8 oAk vlslaL 9)
. S, 2001 49 3R] WEAIE BHo R A slolHl A B
122, 2005 ofl+= St 22 242417 (Serious Organised Crime Agency, SOCA)Z
st oy, SOCAZE 7 Aol Adeko i vy Aloliiiziof Altf= dis-
FA] S5etches vkl AlHs)ed 20081 SR &t eh(Police Central e-crime
Unit, PCEU)& 4@ 1 ¥, 201391 Splaialas Srbatol iAo St
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ot
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[ Abstract]

A study of the major countries cyber terrorism
Response System and Implications
— Focusing on Analyzing the U,S,, UK and Germany Cases —

Kwon, Oh—Kook * Seok, Jae—Wang

In the mordern society, the reliance on the cyber domain and the cyber
connectivity has been increasingly strengthened, Due to this phenomenon, the
cyberterror against critical infrastructures and state organs might lead to fatal
consequences,

Lately, North Korea’'s cyberattacks against South Korea's national
organizations and financial computer networks are becoming more and more
intelligent and sophisticated. The cyberattacks against such critical infrastructures
have caused enormous economic loss and social disorder,

This paper is designed to examine comparatively the cyberterror related
laws and organizations of the advanced countries such as U.S, and UK, and
to draw implications, Although those countries are under different institutional
and cultural backgrounds with varying security envrionments, they are
identically pursuing measures by establishing government—wide counterterror
system for coordination and cooperation. They are also commonly focusing
upon creating new organizations equipped with new system and upon
enhancing intelligence performance and devising punishment regulations,

Korea is lack of framework laws regulating cyber security, having only
scattered individual laws, Since such legal base is far from efficient
counterterror activities, it is necessary that the legal and policy response of
the advanced countries should be closely studied for selective introduction,
That will eventually lead to legislation of cyber security law, With such

legislation on hand, it is subsequently required to strengthen crisis management
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cooperating

for prevention of cyberterror and to create joint response team,

with private organizations.
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