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Hardware—In—the—Loop Simulation of ECU using Reverse Engineering

Ji-Myoung Park * Won-Kyung Ham * Min-Suk Ko * Sang-Chul Park*

ABSTRACT

Increasing the proportion of an embedded system in automotive industry, test methods for evaluation and fault
detection of the embedded system have been researched. HILS is a test method that is used in the development and
test of complex real-time embedded systems. In this study, we defined the HILS method of the ECU, one of the
embedded systems used in automobiles. Our method is to create a test model that can provide a virtual vehicle
environment to the ECU on the basis of the actual vehicle data. The test model has reference information that can
transmit the sensor signal and CAN Message into the ECU from HILS tester. In this study, the HILS can detect
faults of the target ECU.

Key words : Hardware In the Loop Simulation (HILS), Reverse engineering, Embedded System, Electronic Control
Unit, Engine Management System ECU (EMS ECU)
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Fig. 2. HILS flow chart
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Fig. 4. Test model overall structure
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Table 1. Pros and cons of engine model

Pros and cons
Engine Model ibili
) g scemris | VAidaion
Model based High Hard
Vehicle data based Low Unnecessary
Vehicle model based Middle Easy

B[O CAN MESSAGET-2E Al@elA] AHg 7 v
NEEE CLiS

4o JRseta HEZL 41 AES 7T Qlck ofe]
o5t A2 Table 13} 7t B 2 Qg 42210 djjsfA]
= 33%Ho)A sk

3.1 X} olo|eje] B/
WA Ae] glojel= EMS ECUA JesiE Al
1=]

AN
o, ofdE W, oy WoR ES 4= qlal, 7t TR
B FEOI%E QI WY AAl= Table 29t Zth

Table 2. Signal type of input pins

Pin name Type Description
ENGSS Digital Engine Start Switch
Switch
Digital ..
IGN Switch Ignition Key on
Digital
HL Switch Head Lamp
Digital . .
WIPER Switch Wiper Switch
OILT Analog Oil Temperature Sensor
KS Analog Knock Sensor
CRSPOS PWM Crankshaft }.>osmon
Sensor Signal
CMPOSI1 PWM Cam Position Sensor 1
CMPOS2 PWM Cam Position Sensor 2
VSS PWM Vehicle Speed Signal
ALT PWM Alternator Load State
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Fig. 5. Information for each pattern

Pattern 1 Parttern 2 Pattern 3

Fig. 6. Pattern division of analog signal
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3.3 3 (Command) A9
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PHASE THROUGH

(a)

Value,

SLOPE_THROUGH
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Time; Time; Time; Time, Time;
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Fig. 7. Information for input signal commands: (a)
PHASE_THROUGH, (b) SLOPE_THROUGH,
(c)PULSE_THROUGH
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Table 3. Commands

for test

Command

formula

Description

PHASE THROUGH

“Valueo; Time;
Valuei; -+;Time.1y; Value.1);
Timeg); Valuew)”

Command for the digital switch signal. Change the voltage from
Valuey to Valuel after Timel past. Perform (n) times. (n = 0)

SLOPE_THROUGH

“Valuep; Time;;
Valuei; -+;Timeg.-1);
Valueg.1); Time; Valuew)”

Command for the analog signal. Change the voltage from Valuey
to Value; gradually for Time;. Perform (n) times.
(n = 0)

PULSE_THROUGH

“"Ming;Maxo;Dutyo;Frequencyo;"

sTimen-1);Ming.n;Max.n;Duty 1)
;Frequencyu-1); Timey;Ming);Maxm)
;Dutym);Frequency”

Command for the Pulse signal. Change the voltage from Pulseo
(Ming;Maxo; Dutyo;Frequencyy) to Pulsei(Min;;Max;;Duty,;Frequency)
after Timel past. Perform (n) times. (n = 0)

Command for CKP, CMP, VSS and CAN. Generate signal using
RPM and vehicle speed information in the test model.

READ Data Name; Purpose; Min; Max™| 1, Name: ENGINE_INFO, TEACHING)
(Purpose: CKP, CMP, CMP2, VSS)
LOAD "OPEN" or "CLOSE" Representation for connection of output pins and actual load pins.

3.4 ALIZI2 M4 w

EMS ECUS] Alglof| Zagt Alfrds 2HdskEH
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Slet )] mE 79
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=l DESC e ALEIR

6 Subtags:

Tag = STEP_ID| = END_TIME| = DESC = REF_PIN_NO[<3 PIN

«» TEST_STEP|10 2 A% <3 PIN (100 occurrences)|
&» TEST_STEP|20 4 AlS <3 PIN (100 occurrences)|
«» TEST_STEP|30 6 Immobilizer £2H <3 PIN (100 occurrences)|
4» TEST_STEP|40 a0 =3 <5 PIN (100 occurrances)|
<» TEST_STEP|50 32 DTC 28l <3 PIN (100 occurrences)|
<» TEST_STEP[60 34 ANEEE <3 PIN (100 occurrences)|

Fig. 8. Configuration information of scenario

HENEDREE
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(b)

Fig. 9. Signal of digital switch pin: (a) by actual vehicle
data, (b) by modeling

- Kl AN s N

Fig. 10. Signal of analog pin: (a) by actual vehicle data,
(b) by modeling



Table 4. DTC code list resulted from error case scenario

Disconnected pin DTC code occurrence
KS P0325
MAP P0106
Oxygen P0134
Injector 1 P0201
APS 1 P0123

Immobilizer& A= 2}559] 75, CAN_MESSAGE
20| AHel READ YH& ol§sto] FAICRE A&
slefshz CAN miAx|E o] ARt BE &
g W52 EMS ECUZ} Wi dare]so] ojate] A58
FE57] dEoll HILS Al@71oA A58 58 4
JE=E LOAD oz AAs)ze}) @X] e ES
EMS ECU$} ?Z8j3= LOAD &S Akgsith
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