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A Comparative Study on Performance of Open Source IDY/IPS Snort and Suricata

Seok Jinug -+ Choi Moonseok - Kim Jimyung - Park Jonsung

{Abstract)
Recent growth of hacking threats and development in software and technology put

Network security under threat, In addition, intrusion, malware and worm virus have been
increased due to the existence of variety of sophisticated hacking methods.

The goal of this study is to compare Snort Alpha version with Suricata 2.0.11 version
whereas previous study focuses on comparison between snort 2. x version under thread
environment and Suricata under multi-threading environment.

This thesis’ experiment environment is set as followed. Intel (R) Core (TM) i5-4690 3.
50GHz (4threads) of CPU, 16GB of RAM, 3TB of Seagate HDD, Ubuntu 14.04 are used.

According to the result, Snort Alpha version is superior to Suricata in performance, but
Snort Alpha had some glitches when executing pcap files which created core dump errors.
Therefore this experiment seeks to analyze which performs better between Snort Alpha
version that supports multi packet processing threads and Suricata that supports
multi-threading. Through this experiment, one can expect the better performance of beta and

formal version of Snort in the future.
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