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A Study on Routing Performance Improvement through Cooperation
Authentication Technique

Yang Hwanseok

{Abstract)

The main security threats in MANET are integrity and non-repudiation. In the meantime,
a lot of secure routing protocols have been designed in order to block these security threats.
In this paper, partnership-based authentication technique is proposed in order to provide
participation exclusion of network and non-repudiation for the nodes. The proposed
technique is a technique that participates in data communication for only the nodes receiving
the authentication through the authentication process for the nodes. For this, the proposed
technique is largely consists of two steps. The first step is the process that issued the
certificate after the reliability for the nodes participating in the network is evaluated. And in
the second step, the key exchange agreement with the neighbor nodes is performed and data
communication is made after setting security path with responding nodes. The level of
security in data transmission is improved because the process of path setting is performed
through cooperation with a neighboring nodes having high reliability during the course of
these two steps. The superiority of proposed technique in this paper was confirmed through

the comparative experiment.

Key Words : Cooperation Authentication, Trust Evaluation, Authentication Technique, MANET
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i

{

£ (Request (Cert_ID})

trust = SendtoSndCN (Node ID);
if(trust >= threshold)
{
issue (Node ID({Cert));
SendtoSndCN (Cert_info (Nede ID));
}
else
{
rejectMessage (Node_ID);
SendtoSndCN (Black_List (Node ID)) !
}
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