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Design and Estimation of a Session Key based Access Control Scheme for Secure
Communications in IoT Environments
Jin Byungwook + Jung Dongwoog + Cha Siho * Jun Moonseog

{Abstract)

Internet of Things (IoT) services are widely used in appliances of daily life and industries.

IoT services also provide various conveniences to users and are expected to affect value
added of all industries and national competitiveness. However, a variety of security threats
are increased in IoT environments and lowers reliability of IoT devices and services that
make some obstacles for commercialization. The attacks arising in IoT environments are
making industrial and normal life accidents unlike existing information leak and monetary
damages, and can expand damage scale of leakage of personal information and privacy more
than existing them. To solve these problems, we design a session key based access control
scheme for secure communications in loT environments. The proposed scheme reinforces
message security by generating session key between device and access control network
system. We analyzed the stability of the proposed access scheme in terms of data forgery
and corruption, unauthorized access, information disclosure, privacy violations, and denial of
service attacks. And we also evaluated the proposed scheme in terms of permission settings,

privacy indemnity, data confidentiality and integrity, authentication, and access control.

Key Words : Internet of Things, Key Generation, Access Control, Session Key
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