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Abstract

As numerous security breaches on a variety of information assets such as personal information, corporate
secrets, computer servers, and networks have occurred, information security has emerged as a critical
social issue. However, researches on economically rational information security decision-making have been
few. Such researches are especially rare in South Korea where information security is considered to be
a discipline of engineers. This study aims to identify the preferred themes and methodologies of information
security economics research in the field of information systems by reviewing papers published in Management
Information Systems Quarterly (MISQ), Information Systems Research (ISR), European Journal of Information
Systems (EJS), Management Science (MS), and Information and Management (I1&M). We hope that the
results of the study will be helpful in rational managerial or policy decision-making for practitioners and
suggest future research topics for researchers.
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(Table 1) Review Research of Information Systems and Information Security

Author Research Research Scope Classification Research Period | Analysis
Field (Number of DBs or journals) Standard (years) Method
Swanson and
Ramiller[1993] ! Theme 6 Qualitative
Banker and ) Theme, anlimited Analysis
Kauffman[2004] Methodology, etc.
Palvia et al[2007] | Information 1 Theme, 8
Methodology, etc.
Systems
Mustafee[2011] Journals and 2 Noun phrase 14
Cordoba et al.[2012] Conferences 2 Co-citation 14
Methodology,
Davies[2012] 3 Researchers 3
Information, etc. Quantitative
; Analysis
Siponen and Willison Inéor;;ljﬁ;m 91 Theme, 5
[2007] VSt Methodology
Security
Smith et al[2011] | Informati 3 Theme, unlimited
' niormation Research ’ Methodology, etc.
- Systems
Bélanger and Privacy Database 3 Theme, unlimited
Crossler[2011] Methodology, etc.

(Table 2) Preference of Classification Standard

Author Theme Methodology Level (.)f Research¢ s Academic Field
Analysis Information
Palvia et al.[2007] 0] 0 0
Siponen and Willison
[2007] 0 0
Bélanger and
Crossler[2011] 0 O 0
Smith et al.[2011] 0 O
Davies[2012] 0 0
3. 9 1HHH Atk HetAA ol AFH e MEYAY
o Arel A& ME 5E 5 BN A
31 0{™ 2| Ae, A, =8, Az m97F AA EuAE
o)50] Ht JA2'e olnlala, wekd AN Bl
HABAY #d A4S Fetstr] dof Aer ‘Aupel #Ad A 9 TAS AAA
WA HAAAAL AW AT FAAAA A AR oT BN 7 w= A7LATT} ol 2
stazt gty ARBEQMS AAA HHom Ht zAo Aupol B oA Eoo] e
F ATEE BB Foi7k WA o} 2
o N ol2 ‘BolAAA e mm skl 7 2) A AAF(E AL e] AR HERY Ao 5
AT M = ol & _EJ‘ AA A el "R EkelaL, %;1294 ‘%dxq]xg’ﬂzgqog 2} 715}0] OE?_}%‘X%]%—% zg:
APAA on] 55 Fasle] vy o] Aels) 319 tHMinistry of Knowledge Economy, 2008].
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(Table 3) Preference of IS Field Journal

References
Code Journal Name Frequency (Research which included each journal in its review scope.)
MISQ Management Information 5 Culnan and Swanson[1986], Siponen and Willison[2007],
Systems Quarterly Mustafee[2011], Davies[2012], Cérdoba et al.[2012]
ISR Information Systems Research Swa.nson and Ramiller[1993], Siponen and Willison[2007],
5 Davies[2012]
EJIS European Journal of Siponen and Willison[2007], Mustafee[2011],
Information Systems Cérdoba et al.[2012]
MS Management Science 5 Culnan and Swanson[1986], Banker and Kauffman[2004]
I&M | Information and Management Palvia et al.[2007], Siponen and Willison[2007]
ATVE oJula, o] sgton B AFE 33 olpuy
QA

32 AT

H 4= Management Information Systems
Quarterly(MISQ), Information Systems Research
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<Table 4) Security and Economics Related Terms

Area Term Frequency

security, anonymity, attack, bitcoin, botnet, breach, crime, cryptology, denial of service
Security attacks, digital forensics, DRM(Digital Rights Management), encryption, hackers, malware, 23
phishing, privacy, protection, spam, virus, vulnerability

economic, accounting, benefits, cost, decision making, demand, e-commerce, finance,
Economics | incentive, insurance, investment, loss, manage, money, moral hazard, Nash equilibrium, 20
optimal, policy, price, regulation, risk, ROI(Return On Investment), standard
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(Table 5 Research Themes of WEIS(2011~2014)
Ref. Research Theme 11 12 13 14
CfP1 Optimal Investment in Information Security (0] O 0 (0]
CfP2 Models and Analysis of Online Crime (0] O (0] O
CfP3 Risk Management and Cyber-Insurance ) 0O @) O
CfP4 Security Standards and Regulation 0 (6] 0 0O
CfP5 Cyber-Security and Privacy Policy (0] O O
CfP6 Cyber-Defense Strategy and Game Theory (0] O (0] O
CfP7 Security and Privacy Models and Metrics 0 (6] 0 (6]
CfP8 Economics of Privacy and Anonymity 0 (6] 0 (6]
CfP9 Behavioral Security and Privacy (0] O (0] O
CfP10 | Vulnerability Discovery, Disclosure, and Patching (0] O (0] O
CfP11 | Incentives for Information Sharing and Cooperation ) 0O ) 0O
CfP12 | Incentives Regarding Pervasive Monitoring Threats 0O
CfP13 | Psychology of Risk and Security (0] (0]
(Table 6y Classification Standard of Theme
Code Theme Detailed Theme Code Ref.
RA&SI Risk Assessment and Security | Optimal Security Investment OSI CfP1
Investment Risk Assessment and Cyber-Insurance RA&CI CfP3
CC&CD Cyber-Crime and Models and Analysis of Online Crime CM&CA | CfP2
Cyber-Defense Strategy Cyber-Defense Strategy and Game Theory DS&GT | CfP6
. . Security Standards and Regulation SS&SR CfP4
SS&SP | Security Standards and Policy - - -
Security and Privacy Policy SP&PP CfP5
PV&AV | Privacy and Anonymity Value | Privacy and Anonymity Value PV&AV CIP8
- Vulnerability Discovery, Disclosure, and Patching | V-DDP | CfP10
VM Vulnerability Management - - - -
Incentives for Vulnerahility Disclosure and Cooperation | I-V-DC | CfP11
o AFFAE FHaslte] FA EFVIES FF Psychology of Risk and Security)Z A 93 &
st T WEISS] A+FA1E Ihotstr] ¢shd] TFA E FA SRR FESIA &
WEIS®] 1371 (20021 ~2014'd) 5-<Fe] Call for Ao =i o oivl 54 257715 +7F gof
Papers #4893, 71 A3 20114958 2014 ARl Atsde ettt ojEgol IS
W71x) 2] Call for Paper’} €43#4¥ s Ho] Aola} AerE o} ABA LS T Fte] 97 o) FA
= s BT 5 AATH<Table 5> F=). wilEe MR IES Sy, Be FAE
2011 ~2014d ol &= siwirt 11~1270¢] A+ EAT F QoA ERVIE e wEA Y
FAZFAARGR, TR AASA F Al F AmE L aolE £Rsch
13709 A4 T WHEAQ] Y& 91 e AT FA ERTES 99 3 2 Rt

A4 270 (Behavioral Security and Privacy,
Security and Privacy Models and Metrics) 2} 4
M st 29 oletE AAE A-FA 27](In-
centives Regarding Pervasive Monitoring Threats,

FAHRAKSD, AbolH W st o] HZHCCCD),
Bol ¥F 2 A (SSKSP), ZetoluA] 2 o
o ZAB(PV&AY), Fod Bel(VMDolH], A%
R71%& <Table 6>3 2},
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ARyt gk H Kol Fa, Aben Wz s
o] Aey 14101]/\1% “AolH] vl AeFat AY
o]&’0] ¢twA o7 wWorH(<Figure 4> #3%).

I-v-DC Optimal Security Investment
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V-DDP ‘ (4,3%) CM&CA . Risk Assessment and Cyber-
(3, 2%) Insurance
= Models and Analysis of Online
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L Game Theory
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Security Standards and

DS&GT Regulation
(18,13%) Security and Privacy Policy

SP&PP SS&SR |
(56,40%) (13,9%)

Privacy and Anonymity Value

= Vulnerability Discovery,
Disclosure, and Patching
Incentives for Vulnerability
Disclosure and Cooperation

<Figure 4) Frequency of Detailed Research Theme(Sum of 5
Journals)
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