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Abstract Sniffing attack is a passive attack which is reassembling packets to collect personal information,
bank accounting number, and other important information. Sniffing attack happens in LAN and uses
promiscuous mode which is opening filtering by pass all packets in LAN, attackers could catch any packets
in LAN, so they can manipulate packets. They are Switch Jamming, Port mirroring, ARP Redirect, and ICMP
Redirect attack. To defend these attacks, I proposed to use SSL packet encryption, reconfiguration of
switching environment, DNS, and decoy method for defending all kinds of Sniffing attacks.
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Table 1, Switch Table

Port MAC Permanence
1 0:60:2f:a3:92:16 Yes
2 0:60:97:c4:f:3e Yes
3 8:0:20:79:c9:ea Yes
4 0:60:97:c4:f:3e Yes
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