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Abstract A Study on the Information Security System of Fin-Tech Business In traditional electronic
commerce, there have not been severe issues of trading information through documents in paper or the closed
EDI. The scale of e-commerce has increased as internet develops, however, turning to the online e-commerce,
which caused a number of issues such as authentication, information forgery, and non-repudiation between the
parties. To prevent conflicts from such troubles and perform the post management, security technologies are
applied throughout the process of e-commerce, certificates intervening. Lately, meanwhile, FinTech has been
creating a sensation around the mobile payment service. Incidents of information leakage from card
corporations and hackings imply the need of securing safety of the financial service. Development and
evolution of FinTech industry must be accompanied by information protection. Therefore, this research aims

to inquire into the information security system of leading FinTech company in a foreign country
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Fig. 1. Online Shopping's Turnover
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Fig. 2. Demostic Banking Service Usage[5]
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Table 1, Advanced Security System

Features
Discovering illegality or fake trade and
screening issues after the fact
Executing regulations in a different
manner, according to the trade volume
or the credit rating of the consumer

Category

Post-Security
Reinforcement

Selective
Regulation

Heavy penalty to Fine the company who caused a severe

) the par_t|es security incident an astronomical sum of
involved in the

PN money

incident
Heavy penalty to

the parties Operate PCI-DSS, a self-regulative

involved in the |[security certification system

incident

Diffusing responsibilities  at the
electronic payment agency, IT company,
and financial consumer

Securing verified high-end FDS,

big data analysis technology, and
certification technology and fostering
security management

technology

Responsibility
diffusion

Abundant
manpower and
technology of
FinTech
businesses
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Pre-regulation-based Post-security reinforcement

Complying with
regulations and guideline

Investigating unlawful fake
trades after the fact

Technology subordinate Technology independent

Encouraging certain technologies
such as certificates (Active X, etc.)

Selective regulation
Autonomy setup

Positive form regulation Negative form regulation

Prohibition in principle/Exceptional

: Permit in principle/Exceptional
permit

prohibition

G

Fig. 3. Changes of Financial Security
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Fig. 4. Information Security Integrated Management System
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