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Abstract Recently, As the IT skills development, the different kinds of data (or information) generated
by the company are becoming more frequent leaked to outside organizations and individuals. However, it is
insufficient situation to reduce the dysfunctional corporate information at the enterprise level. In this paper,
we propose a role-based enterprise information processing model to minimize the dysfunctions of corporate
information. The proposed model is to allow you to set protect corporate information through the relevant
departments for the management and supervision of enterprise information, and rapid and systematic recovery
and operating strategy was to improve the efficiency of enterprise information services. The proposed model
is caught blocking access to information access to information to establish a rapid and systematic recovery
and operational continuity strategy after the administrator user permissions and roles that access to information
is centrally managed by the user when the abnormality. In experimental results, virus damage was lower
48.8% than the previous model. In addition, information on the number of dysfunction distribution occurring

within the company gained 17.9% lower results than the previous model.
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Table 1. Factors affecting the Company informatization

Influencing element

Information introducer

System development approach

The type of operating system, application services, local
(city or province)
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Table 2. Factors of Company information

Evaluation factors Contents

- ICT experience

- S | W development methods

- How the system operates

- Number of application tasks

- Computer processing method

- Location of the MIS department within an organization
- Participation of the CEO

- Relationship between the computational department staff
- Communication and computing departments step

- The attitude of the staff and computing department

- And technical capabilities of the computing department staff
- Processing of change requests

- Support Provider (Vendor)

- Response time of the system

- Ease of access

Dependent variable - Accuracy of the printouts

- Temporality, of prints

-+ Accuracy of the output

- Reliability of the printouts

- The adequacy of the printout

- Understanding of the system

- Users participate in consciousness

- Education system

- Degree of system availability

- Regular use much system

Independent variable
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Fig. 1. Overall Information Process Structure of Proposed
Model
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Table 3. Security Requirement of Company

ltem Contents
The degree of IT resources and skills
IT skills held by the organization to adapt to

change and needs

The extent to which the organization
quickly adapt and respond to changes
in market / environment |/ customer
requirements

Organizational agility

The degree of compliance with
Paticipation of organizational security policies and
members membership information security
behavior

Security risks
experience

The degree of organization within the
security—related problems experienced

The degree of competition within the

Competition industry and companies involved

Dependence on Between partners |/ partner companies

partners technical and strategic dependence
degree

The degree of IT utilization and

IT Strength introduction of innovative technologies

among enterprises within the industry

IT instability Rapid development and change in the

level of IT skills

Security risk Aware of the importance and necessity

management of security risk management of the
recognition organization about
Security risk Decision—making and commitment level
management of security required for such gaepra
development designed to enhance an organization's
commitment security risk management
Security risk Organization and  execution  of
management activities related to security risk
paractices management degdree
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Table 4, Hierarchical Information Process Algorithm of
Proposed Model

Hierarchical_Information(H, p)

input : Company information

output : Company information with correlated a high probability
1. m = p.num_children_information

2. k = m—1

3. whilek =20

4, p.childrenlkl.l = h(2¥ x p.l)

5. Hierarchical_Information(H, p.children[k])

6. k=k-1
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Table 5. Experimental Environment

Environment Variable Value
Number of User 100
Experiment Time 24 Hour

HIH 37| 50 packet/s
Packet Drop Probability 0.01
Data Packet Size 100 bytes
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Table 6. Measures against illegal distribution of corporate information

Previous Model Proposed Model
Light User Heavy User Al Light User Heavy User Al
Fundamentally blockade 21.3 10.1 12.8 23.8 14.6 18.3
User self-regulation 19.4 12.6 14.4 20.2 19.4 19.7
Information content rating system 43.8 45.3 46.2 49.3 54.5 54
Etc 15.5 32 26.6 4 5.3 3.4
not needed 14.7 25.8 19.7 2.6 6.2 4.7
50 fre Ak RES 3 719 SRR 719 ARE FEA
© A 4 % 9 Bo] wEolR] Wil
0 N\
30 //7 A\
o = N\
8 N\
20 =#=Previous Model \\ 5. 7345
15
10 =8=Proposed Model \\
5 \§ L EdAE 719 Wl AR 97)ss Hase
o No Onceortwicel Sometimes Frequently 5,’/]8]]/\1 7]%0]]/\1 }‘g@EH:‘ éig] Eﬂme]oﬂ Lq"ﬂ' k]ﬂ]i
ZJ{L B &ﬂ% =07 % .7]—13;' ol OL‘C_ 7]1e] X—]E
Fig. 3. The number of distribution for Dysfunctional of jd ﬂ = ﬁ] o B E] o =T ] Hoe
corporate Information s} AU~ Bl AQbelit) AlQt Rde 7Y ARE
ke FAE 7190 uaska gl el 719
Fig. 3¢ 719 vl HAsE Auel 7)ol o 48 7 AAE A4HQ A, ARe) Awd A9 2 4%
A5E 71 s Ak wae vadzkaln ek A kAol ohebd thekel 719 AR e wek 4AS He
Y Axp Aek el 7)E v g 7)ol A At @ JEF TS ALttt A% A, vlole s
EFQARE BRAoR FESE 3157 179% B & AF 71 ol 2T = e Al AA w3, Al
Uhebdeh, o] e Ak Aok o] 719} Ame] By ® WA whl, Alzxw AR 9 8 A fE 5L 7]
Frigol tigh Bl d Jeks 71E wdo) v R vlal FrFE Ad) 7] o] W) ARt K
A3k 722 weqly] Wiolth 53] 71 ARE 2 9o 488% W& Hiolz|2 & whoktk Hgh V]9 Ul
MACR FEY 5 Qi AFEA] A9 9 FAol weh  RAEE R drlsel B 5 A5E /e v
7} pel ARG F e A 982 A WE o Wa) ARk wilo] 179% e AnkE ATk FF <
of Yept Ajelr} TFolAE AQtE RS A Aol F83 F EE
Table 6& 719jolA] FaakaL 9= 719 AR B9 | 7dste] As@7ke w38 Ao
gl tigh 719l SHel st s S 2 9
A B4l ol 8 AsarAl, HEHE SHA, 71EL e
918 5 571 FHoR BRG] Agh weldt v)E 2 REFERENCES
< Alastar Qi) Table 6] 422 do]E]= 5371¢] 714
% fH’E}Qi 4_z,_ %C\)_}: X_ﬂcd_ F—E‘E]% 31%_?:5} 751]-% }:ﬂjvc_’_‘% [1] R. F. Powers and G. W DleSOI’l, M}S PI'O]eCt
8] 7% APl Table 69] A3}, Aot wale 7] Management : M%Iths, Opinions and Reah'ty, California
~ N ; oo =] . Management Review, Vol. 15, No. 3, Spring, 1973.
< Hd H] 3 AHe = F A3}l “ . . .
= el w3 71} Are] S FEs Haskeh] Sl [2] Y. S. Jeong, “Tracking Analysis of User Privacy Damage
- = B [e] =
oo A-H g4, ol &AF AHETAl, ARUE 5 using Smartphone,” Journal of Convergence Society for
A 55 dAsH ALste] s AR Ve e SMB, Vol. 4, No. 4, Dec. 2014.
gl g3l =& 7|E Rdlof Hlg ure AufE A9 [3] K L Kim “A Design of Managerial Accounting
t} 71l Za gleol ek sl ok 4237} W o] Information  Characteristics considered the Organizational

16



7Y g3t Hrlso| wE msiE FAsE7| fe 7| Y2 A2 2E 27

Culture,” Journal of Convergence Society for SMB, Vol.
4, No. 4, Dec. 2014.

[4] L. Raymond and N. Magnenat-Talmann, “Information Systems
in Small Business : Are They Used in Managerial
Decision?,” American Journal of Small Business, Vol. 6,
No. 4, pp. 20-26, Apr. 1982.

[5] F. Marc, M. Trevor, M. Devvie, E. Gerry, A. Teo, M.
David, H. Kevin, B. Joseph, W. Paul, J. Eric and K. L.
Mo, Symantec Internet Security Threat Report Trends
for 2010, Symantec Corp., Vol. 16, 2011.

[6] L. Nataraj, S. Karthikeyan, G. Jacob and B. Manjunath,
“Malware

classification,”  VizSec

automatic

11 Proceedings of the 8th
International Symposium on Visualization for Cyber
Security, No. 4, pp. 1-15, 2011.

[7] D. A. Quist and L. M. Liebrock, “Visualizing compiled
executables for malware analysis,” 6th International
Workshop on Visualization for Cyber Security, 2009
(VizSec 2009). pp. 27-32, 2009.

[8] S. H. Hong, “Research on Wireless Sensor Networks

images:  Visualization and

Security Attack and Countermeasures: Survey,” Journal
of Convergence Society for SMB, Vol. 4, No. 4, pp. 1-6,
Dec. 2014.

[9] H. S. Jung, “Efficient and Secure Group Key Generation
Protocol for Small and Medium Business”, Journal of
Convergence Society for SMB, Vol. 4, No. 4, pp. 19-23,
Dec. 2014.

[10] X. Jiang, X. Wang and D. Xu, “Stealthy malware detection
through  vmmrbased  "out-of-the-box”
reconstruction,” 14th ACM conference on Computer and
communications security (CCS '07). 2007. New York, NY,
USA: ACM, pp. 128-138, 2007.

[11] V. P. Nair and H. Jain, Y. K. Golecha, M. S. Gaur and V.
Laxm, “MEDUSA: MEtamorphic malware dynamric analysis
using signature from APL” Proceedings of the 3rd
international conference on Security of information and
networks (SIN '10). 2010. New York, NY, USA: ACM,
pp.263-269, 2010.

[12] P. Trinius, T. Holz, J. Gobel and F. C. Freiling, “Visual
analysis of malware behavior using treemaps and thread

semantic  view

graphs,” 6th International Workshop on Visualization for
Cyber Security, 2009 (VizSec 2009). pp. 33-38, 2009.
[13] F. Y. Zhang, D. Y. Qi and J. L. Hu, “Using IRP for
Malware Detection,” Recent Advances in Intrusion
Detection in Lecture Notes in Computer Science.
Springer Berlin/Heidelberg, Vol. 6307, pp. 514-515, Sep.

17

2010.

[14] I. Ahmed and K. S. Lhee, “Classification of packet
contents for malware detection,” Journal in Computer
Virology, Vol. 7, Issue 4, pp. 279-29%, Nov. 2011.

[15] M. Skrzewski, “Flow Based Algorithm for Malware Traffic
Detection,” Computer Networks in Communications in
Computer and Information Science. Springer Berlin
Heidelberg, Vol. 160, pp. .271-280, Jul. 2011.

N A A K

(512
vheka A

X & £(Yoon-Su Jeong)

= 19984 24 :
7} AL

= 2000 2¢
absta} A}

= 2008 24
abstal kAl

Z5vjsta A2

L0124 38 ~ @Al Belveha AR EAF) 2
<HROR : f - 54 B4 nek Arus, Aol



