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and Nefarious Use of Cloud Computing)
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D Family Low Moderate

AC Access Control 11 18 (25)
AT Awareness and Training 4 4 (1)
10

AU Audit and Accountability 11 (8)
7 (1) 8(7)

t
(o V] Configuration Management 8 11 (15)

CcP Contingency Planning 6 9 (15)
L ical

MP Media Protection 4 7 (3)

PL Planning 3 4 (2)
PSS Personnel Security 8 8 (1)
RA Risk Assessment 4 4 (6)

SA System and Services Acquisition 6 (1) 9 (13)

sC System and Communications Protec- 10 20 (12)
tion

Si System and Information Integrity (< 12 (16)
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(£ 6) POLICY AND ORGANIZATIONAL RISKS

A (PROCEDURE) 1% (RISK)
LOCK-IN HIGH
LOSS OF GOVERNANCE HIGH
COMPLIANCE CHALLENGES HIGH
LOSS OF BUSINESS REPUTATION DUE TO
CO-TENANT ACTIVITIES MEDIUM
CLOUD SERVICE TERMINATION OR FAILURE MEDIUM
CLOUD PROVIDER ACQUISITION MEDIUM
ggg?/}é}?gfng)é})[AUSTIOh (UNDER OR OVER MEDIUM
ISOLATION FAILURE HIGH
CLOUD PROVIDER MALICIOUS INSIDER - ABUSE HIGH
OF HIGH PRIVILEGE ROLES
MANAGEMENT INTERFACE COMPROMISE
(MANIPULATION, AVAILABILITY OF MEDIUM
INFRASTRUCTURE)
INTERCEPTING DATA IN TRANSIT MEDIUM
DATA LEAKAGE ON UP/DOWNLOAD,
INTRA-CLOUD MEDIUM
INSECURE OR INEFFECTIVE DELETION OF DATA MEDIUM
DISTRIBUTED DENIAL OF SERVICE (DDOS) MEDIUM
ECONOMIC DENIAL OF SERVICE (EDOS) MEDIUM
LOSS OF ENCRYPTION KEYS MEDIUM
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A2 (PROCEDURE) 23 (RISK)
UNDERTAKING MALICIOUS PROBES OR SCANS MEDIUM
COMPROMISE SERVICE ENGINE MEDIUM
CONFLICTS BET\}’EEV CL‘STOM‘ER HARDENING MEDIUM
PROCEDURES AND CLOUD ENVIRONMENT
SUBPOENA AND E-DISCOVERY HIGH
RISK FROM CHANGES OF JURISDICTION HIGH
DATA PROTECTION RISKS HIGH
LICENSING RISKS MEDIUM
NETWORK BREAKS MEDIUM
NETWORK MANAGEMENT (IE, NETWORK
CONGESTION / MIS-CONNECTION / NON-OPTIMAL HIGH
USE)

MODIFYING NETWORK TRAFFIC MEDIUM
PRIVILEGE ESCALATION MEDIUM
SOCIAL ENGINEERING ATTACKS (IE,

IMPERSONATION) MEDIUM
LOSS OR COMPROMISE OF OPERATIONAL LOGS MEDIUM
LOSS OR COMPROMISE OF SECURjITY LOGS : MEDIUM
(MANIPULATION OF FORENSIC INVESTIGATION)

BACKUPS LOST, STOLEN MEDIUM
UNAUTHORIZED ACCESS TO PREMISES

(INCLUDING PHYSICAL ACCESS TO MACHINES

AND OTHER MEDIUM
FACILITIES)

THEFT OF COMPUTER EQUIPMENT MEDIUM
NATURAL DISASTERS MEDIUM

(£ 7) 3285 27

PERSONNEL SECURITY
SUPPLY-CHAIN ASSURANCE
OPERATIONAL SECURITY

IDENTITY AND ACCESS MANAGEMENT
ASSET MANAGEMENT

DATA AND SERVICES PORTABILITY
BUSINESS CONTINUITY MANAGEMENT
PHYSICAL SECURITY
ENVIRONMENTAL CONTROLS

LEGAL REQUIREMENTS

LEGAL RECOMMENDATIONS

LEGAL RECOMMENDATIONS TO THE
EUROPEAN COMMISSION
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